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Kadeapa eKOHOMIYHOT KiOEPHETHKH

MOJEJIOBAHHSI THOOPMAIIMHOI BE3NNEKH
KOPIIOPATUBHUX CUCTEM INIAITPUEMCTB
3 BAKOPUCTAHHSIM TEOPII II'OP 1 MAPKIBCHKUX ITPOLIECIB

© Jlaxwo B., [lempos A., 2010

Po3rnsiHyTO NUTAHHA MOJETIOBAHHSI CUCTeMH 3axucTy iHdopmanii, modygoBaHoi 3
BUKOPHCTAHHAM Teopil irop i Teopii BUnagkoBuX MapKiBCbKHUX NMpoueciB, 32 10NMOMOIoI0 sIKOi
PO3TJSIAA€THCA CYKYIHICTh NMPOEKTIB cHCTEM 3axHcTy iHdopmalii, po3paxoByl0Thes Biporia-
HiCcTh 3iliCHEeHHs 3arpo3 1Jisl pecypciB KOPNOpaTUBHUX iH(opMaLiiiHUX cHCTeM i PU3MKH 3a
KO’KHOIO 3arpo3010, i Ha 0CHOBI HUX MOKA3HUKIB BUOUPAETHCHA ONTUMAILHMIL POEKT.

The article deals with the issue of infor mation security modeling system built using game
theory and the theory of random Markov process, whereby a set of projects considered
information security systems, calculate the probability of threats to corporate infor mation
systems resources and risks of each threat, and based on these indicators selected the best
project.

IMocTanoBka npodJaemu
Ha#iiHHIIIow B KOPIIOPAaTUBHUX MEpeXkaxX Cy0'€KTIB roCIIOAapchKol MisNIBHOCTI € iH(opMallis, sKa
CTaHOBHTH iHTEpeC Uil KOHKYpeHTiB. [Ipo cepito3HicTh mpobieMu cBiTUUTh Xo4a O Takuii (akt, 10 oaHa
JIIOJIMHA, 10 Ma€ JOCTYI JO0 CEpPBEPY KOPIOPATHUBHOI MEpexkKi abo 0a3u JaHUX, 32 HE3HAYHHUHA Yac MOXKE
MOBHICTIO Mapali3yBaTH OIUIBHICTE OyAb-iKOi Kommasii. JIJi1 I[bOr0 JOCTaTHRO BBECTH B IIPOrPaMHE
3a0e3MevYeHHs] CUCTEMH BChOTO JICKLIbKA JECATKIB PSAIKIB KOy porpaMu-Bipycy. SKmo cucrema He ma-
THUME CIENiaTbHUX 3aC001B 3aXUCTY, TO II€ 3arPOXKYE K MIHIMYM BEITHYE3HUMH €KOHOMIYHUMH BTpaTaMH.

AHaJi3 nomepeaHix 10CaiTKeHb
VY GimbIocTi BITYM3HSIHHX 1 3apyODKHHUX JDKEpEn BBaXKAIOTh TOJOBHOIO 3arpo30l0 CKOOPAWHOBAaHI
HamajJy XakepiB Ha Jep)KaBHI, KOPIOPATHBHI 1 MPHBATHI MEPEXi OJHOYACHO 3 0araTboX TOYOK 3€MHOL
Kymi. Takoro poay Hamajy XapaKTepU3yIHOThCS OAHOYACHMM HAJCHJIAHHSIM MUIBHOHIB HAaKEeTIiB, BEIHKOIO
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HATPYXKEHICTIO MEPEKHOT0 TpadiKy 1 MPUBOAATH, SIK MIHIMYM, JIO BiIMOBH B 00CITYrOBYBaHHI BUJAJICHOTO
KoMmIT'torepa. Jlekiibka 3JI0BMHUCHHKIB MOXKYTh IapaliebHO BECTH aTaKy Ha JIeKUIbKa BY3IiB, 4epe3 Mo
ICHYIOYMM CHCTEMaM BHUSBJICHHS BTOPTHEHHS Ha0arato ckiajaHime igeHTH(]IKyBaTH MakeTH, sKi
MepenanThcs Y MEKax CKOOPAWHOBAHOIO Hamaay. binblle TOro, mpu CKOOPAWHOBAHWUX Hamauax OAWH 3
XaKepiB MOKe 3/iCHIOBATH PO3BIAKY, TOMI K iHIIMI 3ilicHIoe Hamaxa [5]. Peamizaliis Takux atak BUMarae
Y3TO/DKEHHS BEJIMKOT KUTBKOCTI aTaKyIO4nX MaKeTIB, SKi HAJIXOAATh 3 JCKUTbKOX BY3IiB [6].

OnHiero 3 OCHOBHUX HiIeH ciykO0u Oe3reku € 3axuct Iiei iHdopmarii Biji 30BHINIHIX 1 BHYTPIIIHIX
KOMII'FOTEpHHX aTak. J[yisi BUSBIICHHS aTak HEOOXiZHO BUKOPHCTOBYBATH CHCTEMH MOHITOPUHTY (CHCTEMH
BUSIBJICHHSI aTak), Ul TEPeBIPKM TOCTATHOCTI 3aXHCTy W OI[IHIOBAaHHsS 11 e(pEeKTUBHOCTI HEOOXiTHO
PEryJIspHO 31HCHIOBATH MEPEBIPKH HA HASBHICTH 3arpo3 1 3a MOXKJIMBICTIO MOZCTIOBATH Il 3arPO3H.

Mera cTaTTi
VY poboTi 3anpOIOHOBAHO MOJEIbh CUCTEMH 3aXHCTY, TOOYIOBaHYy i3 BUKOPHCTAHHSIM TEOpii irop i
Teopil BUMAJKOBHX MAapKiBCBKUX IIPOIECIB, 3a JIONMIOMOTOK SIKO1 PO3TIIAJAETHCS CYKYIHICTh IPOEKTIB
cucrem 3axucty iHdopmariii (C3I), po3paxoByIOTHCS BIpOTiAHICTH 3MIMCHEHHS 3arpo3 s pecypcis
kopriopaTuBHEX iH(popMamiiiHux cucteM (KIC) i pu3uky 3a KOXKHOKO 3arpo30r0, i Ha OCHOBI IUX
MOKAa3HHUKIB BUOHMPAETHCS ONTUMAIBHUN MPOEKT. KpHUTepisMU ONTUMANBHOCTI € MiHIMAlbHUH PHU3HK
3arpo3 iHdopmariii i MiHiMabHa BapTicTh poekTy C31 mpu 0OMeXeHHSX Ha PEIITY TOKa3HUKIB.

OcHoBHMII MaTepiana cTaTTi
3anpornoHOBaHO 3arajibHy METOAMKY YIPaBJIiHHSA iH(opMaIliiHO-004YHCIIOBAIBHIM POIIECOM IS
3abe3neyeHns iHpopmartiiinoi 6e3nexu KIC (puc. 1).
VY po6oTi 30KkpemMa po3TIISIHYTO OJIOKH MOJIENI Yy BUIIIS/ TPU MK JBOMA IPOTHOOPUUMHU CTOPOHAMM:
BrnacHuk KIC 1 3710BMHCHUK.
3araioM rpy MO>KHa OMUCATH (PYHKIIIEIO

b =(X,Y,2), 1)

ne X ={x} — Gesmiu crpareriii Bnacuuka KIC, To6T0 MoxiuBi mpoextn nobymosn C3I; Y ={y} —

MHOXMHA THITIB 3JIOBMHUCHHKA, TOOTO JEsKi CTparerii MOBENiHKH, BIACTHBI TOMY a00 iHIIOMY THITY
3NI0OBMUCHHKIB; Z — QyHKIIs KopucHOCTI iH(opmarii s Baacauka KIC.
BiporigHicTh 3iTKHEHHS 3 IeBHMM THIOM 3yoBMHCHMKAa B KIC BHM3HAYaeThcs pPO3MOILIOM

siporimnocti P(Y;) ={ pyj}-

Martpumto BurpamiB H, Biacauka KIC y 1ipomMy BHIa Ky MO>KHA TIOJATH TaK:
H={dx, Y)), e

ne q(xi,yj) — purpamr BiacaHuka KIC mpu BuOOpi HHM i-i crpaTerii i 3iTKHEHHI i3 |j-M THIIOM

3JI0BMUCHHKA, Y I[bOMY BHUIIAJIKy ITiJI BUTpAIIeM PO3YyMIIOTh JICSIKY OLIHKY iH()OpMAaIiiHOTO PU3HKY.
JJis po3paxyHKy TaKOXK PO3TIIAIAEThCS IPa, 3a7aHa (YHKIIE0

b=(X,M,2), )

ne M ={m,} — Gesniu 3arpo3, ski MOKXyTb OyTH peasizoBaHi IEBHUM THIIOM 3JOBMHCHHKA.

[To3Haunmo uepes A Oe3iy HoMepiB 3arpo3 iHdopmartii; PA — 9uiciio MOXIIMBHX IiJIeH MOPYIITHUKA
y 3axuteniii KIC; D — 6e3miu HOMepiB 3aC00iB 3aXHUCTY, SIKi MOXKYTh OyTH BUKOPHCTaHI B CUCTEMI 3aXUCTy
KIC; Bfa — 6e3niu HoMepiB 3arpo3 indopmariii, siki peasi3oBaHi MOPYIIHUKOM Yy pa3i mocsirHeHHs fari

f . . . . Lo .
mery; N, @ — Ge3niy HOMepiB 3ac00iB 3aXMCTY, SIKi MOTEHLIHO MOXYTh OyTU BHKOPHCTAHI IS MPOTUII

peanizarii nopymHukom fa-i metu Ha |-my pyOexi 3axucty (s HelTpanizaiiii M-i 3arpo3, 10 BXOAUTh y
pa-ty mety) (fa=1,2.,, PA; I=1,2.,M).
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3abe3neyenns criiikoi podoru KIC

Opramnizanis ingopmaniiino- 3abe3neueHHs 3axXuCTy iHpopmanii

Busnauenns ckaany kommiaexcy C3I gasa KIC
Ta 00J1iK TeXHOo.J10rii 00po0KkH indopmamii

Interpanis C3I i3 erementamu KIC

1. B32€MOIOB’ I3aHA KOMILIEKCHA 1. Onrumaneunii ckiaag C3I pias KIC.
B3aemois exementis KIC i 2. Onrumizanis BuTpat Ha C31 KIC.
C3I.

2. 36inbmenHs BiporigHocTi

CBO€YACHOI'0 BHPillIeHH:A
¢yHKUioOHAIBLHMX 32124.

3.  CxopoueHHs 00’ eMy
HaJIMIIKOBO] iHdopmanii B
KIC.

Puc. 1. Memoouxa npoyecy 3abe3neuenns cmiikocmi iH)OpMayitiHo-004UCTI08AIbLHO20 NPOYeCy,
30epedicennst i 3axuwgenocmi ingpopmayii 6 KIC

ITpuaomy
PA Nty
i lPJAszF’A U AUleal D
B, 1 PA, 2 % " n =[B|nrmme.,.

1 ]
I ! ]
I ! I
| o |
! po3paxynkoBux npouecis KIC L v :
I ! ]
i y y . BusnauenHs uineii i 3aqau C3I KIC 1
. [} 1
i Po3nonisienns 3ade3nevyeHHsT | ! v :
| indopmauiiinux 30epeKeH st P
! . . o ! 1 1m 7
: pecypcis indopmanuii ! AHaJti3 3arpo3 i uijieii nopymnuka
1 Pl
i : : \_ . MogeJi 3arpo3 MogeJti nopyumHuKa :
| o |
i g | .4 ~,
1 e z = | [} 1
! = 3 = ® . !
! = = = = Ly H 1
1 E > g g ! o -E 1
N =S = = 2 o e & 5 :
\ = = 2 s = Lo = = = 1
| 3 = g 8 g_ g ! - g |
N a 3 o 2 - o= =z ;
i 2 4 A u by ) = = i
: = m S =3 ] 1) : i P59 o =] '
! = 5 2 =% o . Z 5 g !
| = 53 = 7Y E Lo o e =) |
1 2 =g = = = = ! 5 = Q 1
| R=g= = = 2 — Lo < = |
! g = @ ; (=] | : g .E ; :
! e = 2 = Loy = e H '
5 = o = | =% &) i
o = = & L 2 !
s 2 © o |
1 a Pt 1
: L v |
1 | [} 1
I ! I
1 | [} 1
I ! I
1 | [} 1
I ! I
1 | [} 1
1 | : :

(4)

VY 1poMy BUIIAAKY IIPOIIEC Pealizallii MOPYIIHUKOM KOXKHOI 13 CBOIX I[iIe MOXKHA ITOJIaTH Y BUTJISII

rpady (puc. 2).
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Puc. 2. Ilpuxnao epagpy cmanis KIC

Bepmmau rpady € cramamu KIC, ski BianoBigaroThe cnpobam peanizamii MOPYIIHHKOM JIESKOT
3arposu inpopmaitii. Ctan cuctemu SO € MOYaTKOBUM, TOOTO TaKMM, 32 SIKOT'O JKOJHA 13 3arpo3 iHdopmarrii
HE peai3oBaHa.

Cran § (ml B, )BiZIHOBiZIae crpobi peamizamii M-i 3arpo3u. Y pasi i ycmimHoi peasizarii
a
3MIACHIOETHCS TEPEXifl 10 HACTYIHOTO CTaHy CHCTeMH, iHakie (mpu mratHoMy pearyBanHi C31) — nepexin

JI0 CTaHy Snf a (muB. puc. 2). Cran S, € KiHUEBMM i BIANOBiIa€ JOCATHEHHIO IOPYIIHAKOM fa-i Mern

fa
(fa =1,2., PA). Hyru rpady BiAmoBigaroTh HampsiMaM TIepexoiiB MK craHamu. KokHa myra
XapaKTepU3YEThCsl 3HAYCHHSM BIPOTITHOCTI TEpexoly MiK CTaHaMu cucTeMH. [IyHKTUpOM Mo3Ha4eHi

IYTH, K1 BIIMIOBIIat0Th MEPEXOy 31 cTaHy Si B CTaH Snpa+1 .

BiporigHicte BUOOpPY 3710BMHCHHUKOM TI€BHOI 3arpo3u IUIsl peaizallii po3paxoByeThCS K PO3MOALT
BIPOTiAHOCTI P(m,) ={ me} .

Toni marpumo surpawis G;, J =1 J pnacuuka KIC y Bunaaxy rpu 3 j-M TUIOM 370BMHUCHHUKA

MOXKHA 3aITUCATH Y BUTJISII:

G; ={alx, m)}, %)
ne q(X;, mjk) — Burpam Bracuuka KIC npu BiOOpi HUM i-1 cTpaTerii i BUOOpI j-M THIIOM 3JI0BMHCHHKA
k-1 cTparerii, 30kpemMa IIi BUTpaiieM po3yMieMO PH3HK, pO3paxoBaHuii 3a 3anexHicTo [1]:

a(x;,my) = Pyd xCy, (6)
ne Pijig — BiporizHicTh peanizamii K-i 3arpo3u j-M THIIOM 3JI0BMHUCHHKA TPH i-My peai3oBaHHM MPOCKTI
C3I; C, —srparu Bix peamizarii k-1 morposu.

u
st po3paxyHKy Pijkg BUKOPUCTOBYETHCS MOJIENb TO/OJIAHHS CHUCTeMH 3axucty (OJIOK Mojerb

3arpo3, IuB. puc. 1).
PosrisiHemMo sIK TpUWKIam MOIENb aTaku THIY «BigmMoBa B 00CIyroByBaHHI», sfKa HaBeneHa y
Burysiai rpady (puc. 3).
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Mogenb € HarmiBMapKiBCbKUM MPOIIECOM 3 KiHIIEBOIO 0€3J114Y4I0 CTaHIB

{S =UE{SBET, %
ne U —s3nosmucHuk; { ST} — muOxuHa Bpasnmusocteif C3I; T —3arposa KIC i j-ro THITy 3M0BMHCHHKA.

BpaxoByroun crenudiky MOAEILOBAHOTO MPOLECY, BCli CTaHH € HE3BOPOTHMMH, a CTaH T —
MOTJIMHAIBHUM. 3TifHO 3 [2] HamiBMapKiBChKHiA MPOIIEC BU3HAYAETHCS K CXIYACTHH BUIAAKOBHI MPOIEC

u(),t 3 0, 3 Takumu BIACTHBOCTAMHU:
ut)=u, [Ot,];

ut)=u, [t,t,l;
TOIIILO.

X ={x|i=1.M} - wmmuoxuHa xocris;

G :{gi\ j =M +1..N} - muoxuna mapmpyrusaropis KUC;

KS ={ks | k=1..N,L =1..N} - muoxuHa niHiii 38’ 13Ky Ha MepexeHoMy piBai KIC
Puc. 3. Tpagh amaxu muny «Biomosa & obenyeosyeanni»

3a ¢dikcoBanoi peanizawii gaHmora Mapkosa U, =S, N3 1, Tpusanicte mnepeOyBaHHS B IIEBHHUX

cranax (S1, S2, S3...) MO3UTHBHA 1 He3aJeXKHA, TPUUOMY KOJKHA 3 IIUX BETHYMH 3aJI€XKHUTh JIMIIE BiJ CTaHYy,
B SIKOMY 3HaXOJUTKCSI IIPOIIEC, 1 BiJl HACTYITHOT'O CTaHy.

VY pamkax 1iiel Mojieni yac nepe0yBaHHS B CTaHI IHTEPIIPETYETHCS SIK Yac, HEOOXiTHUN 3TOBMUCHUKY
Ha peajri3alfiro a-i 3arpo3u, 3a YMOBH, II[0 HaJIaJli BiH mepeiie 10 peatizamii b-i 3arposmu.

Toni MmoxxHa 3amaTu Taki GpyHKIIT po3noiny yacy nepeOyBaHHs y CTaHi:

F{tn_tn-1<)4un:aﬂun+1:@:|:ab(x)!n3l (8)

ne F, (X) — marpuus gacy nepeGyBaHHs cucTeMH y cTaHi peaiisauil a-i 3arpo3u 3a yMOBH, IIO Hajaui

BOHa repeiine y b-it cras.

Kpim Toro, 3amaeTbcs MOYATKOBUN PO3MOIiN, IO BHU3HAYAE, 3 SKOTO CTaHy 3JIOBMHCHHUK IOYHE
nogonanns C3I KIC, 1 maTpuis nepexigHoi BipOTiTHOCTI, sika BHU3HAYA€ BIPOTiAHICTH BHOOPY MUIAXY
noxoiaangs C3I 3;10BMHUCHUKOM.

3amicts Matpuui mepexigHoi BiporigHocti (P,,) 1 Marpuui 4aci mepeOyBaHHS MOXHA 3a1aTd
numie GyHkiii [2]:
P (X) = Pap (%) 9
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Oynkuii P, (X) marors Taky iHTeprperanio: SKIIO y HEBHHIl MOMEHT 4acy 3JIOBMHCHHUK YBIHIIOB 10
CTaHy peaisarii a-1 ypasmsocri, To 3 Biporigaictio P, (X) HacrymHuit #ioro nepexin BinOyznerbes 3a 4ac MeH-

i, HbK B cTaHi peamizartii b-i 3arposu, a6o sikimo b-it cran 1ie cran T, To BiH mepelizie 10 peaisaltii 3arposu.
Srino i3 [3], mwIs ommMcy Yacy, 3aTpadyyBaHOrO Ha BHKOHAHHS sKOI-HeOyab 3ajadi,
BHUKOPUCTOBYETBCSL JIOTHOPMaJbHUN po3moain. Tobro ¢yHKmis po3nofiny vacy repeOyBaHHS B CTaHi

F. (X) omucyeThCs TOrHOPMAIBHUM PO3IIOILIOM 3 IEBHUMH ITAPaMETPAMH.
Po3B’ 130K 1IyKarOTh MOJIEIIOBAHHIM HAmiBMapKiBCHKOI'O IPOIECY, SKHM OyJIo OMHMCAaHO BHIIIE.

MoentoBaHHS MPOBOANUTRLCS 10 3aKIHUCHHS HaIepe 3aJJaHOro 4acy MOJCIIOBAHHS { M 100 BU3HAYUTH
iporizmicts P 3ificHenns 3arposu 3a 3axamHuii yac
P =E,/E, (10)

. . . m . .
ne ET — KinbKicTh eKcriepuMeHTiB, B sikux 3a yac L Oyno mocsaruyro crany T; E — 3aranbHa KilbKicTh
CKCIIEPUMEHTIB,;

OpneprkaHi B pe3yJIbTaTi MOJICIIOBAaHHS BETHYNHU R , wist pisaux npoektie C31 KIC, 3arpo3 i Tumnis
. . u
3JI0BMHCHHKIB, 1 € Pijkg.
[licns po3paxyHky Bcix Burpaniip Biachuka KIC B maTpuisx irop {G j} B KOXHIN MaTpuIli

PO3paxOBYETHCS {a(x;, Yi )} - iHdopMariitamii pusuk 3a i-m mpoekrom C3I mpu 3iTKHEHHI 3 j-M THIIOM

3JI0BMUCHHKA. BiH po3paxoByeThCs SIK:

a(x;, yj) = é. a(x; mjk) Xp(mjk)' (11)
k=1

s 3Haxo/mkeHHs ontuManbHOro npoekry C3I, To0to crparterii Bnacuuka KIC, posrismaeTbes
Matpuns H.

Konu BimoMuii po3moaia BipOrigHOCTI P(yj), BracHuk KIC moxe ckopucraTucs 0al€eciBChbKOO
cTpateriero X, [/ ONTHMi3alii IPoeKTy, TOOTO:

Z (%, [P(y)) = max( - )2 (x|P(y,)) = max (- D& q(x.y,)xp(y,). (12

daxtnyHo GaifeciBchKa cTpaterisi — e Halikpamia ctpareris BnacHuka KIC B ycepenueHiit rpi mpotu
3JI0BMUCHUKA.

VY pasi rpu 3 HEBU3HAYEHICTIO, TOOTO 3 HEBIJOMUM PO3IOILIIOM P(y i ), IUTs 3HAXODKEHHS OTTUMATb-

Hoi crparerii BracHuKy KIC (dakTnyHO NOBOANUTHCS BUOMPATH ONTUMAJIBHY CTPATETiI0 eKCIIEPTHUM IUISIXOM,
MU IEOMY MOKHA CKOPHCTATHCS OHUM 3 KpuTepiis: Bamsaa, Cesimka, Jlamtaca ado I'ypeina [4].

BuchHoeku
Onwucani Moxeni peanizaiii 3arpo3 KIC He TUIbKM CTaHOBJIATH CAMOCTIHHHI NMpPaKTUYHHMN 1HTEpEC,
ajie 1 € MPUKJIaJI0M MOKIMBOI (popmMaitizallii onucy iHIIKMX MpOorpaMHuX atak. HaBenenuit minxin nae 3smory
MepelTH N0 KiTbKICHUX NpOLEAYp OLIHIOBAaHHS MOXIIMBOCTEH peaiizaiii 3arpo3 y KOpPIOpaTHBHUX
KOMIT'IOTEpHUX MEpeXkKax 3 ypaxyBaHHSAM YHMHHHKA 4acy, 1 THM CaMHM MiIBUIIATH OOTPYHTOBAHICTh
3axO01iB, IO MTPOBOJATHCS y HAMPSMI 3aXKCTy iHpOpMAIIii.
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