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Abstract — It's proposed to use artificial immune systems
and neural networks to detect attacks on computer
systems. The principles of attack detection system design
based on artificial immune network are described, and the
architecture of attack detection system is presented.
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I. INTRODUCTION

Currently, there is a continuous increase in the number of
attacks and abuses in the sphere of high technologies.
Therefore, the security of computer systems is gaining more
and more attention [1].

The main task of the Intrusion Detection Systems (IDS) is
to protect computer networks from attack in real time. Today
are being developed many different technologies to protect
computer networks, which are based on the application of
neural networks, on the technologies for data extraction (data
mining), statistical anaysis, etc. The main disadvantage of
existing systems is their inability to detect new or unknown
attacks, which are characterized by the absence of records
about them in the system. Modern intrusion detection systems
are also poorly suited to work in real time, which reduces their
efficiency in the protection systems.

In this work the use of immune system and neural networks
technology to detect attacks on computers is considered. The
immune system can be trained to recognize a variety of
bacteria and viruses, to store information on detected
infections and effectively protect the body from external
influences [2]. Therefore, the ability of such systems for
learning and generalization of the results give possibility to
create on their basis the intelligence information protection
systems that can detect unknown computer attacks.

[1. THE STRUCTURE OF NEURAL NETWORK
ARTIFICIAL IMMUNE SYSTEM TO DETECT ATTACKS

Propose artificial immune system consists of a population of
immune detectors, each of which represents a neural network
with n - inputs and two outputs.
Output values of the detector are formed as follows:
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1, if no attack
1 0, in other case
1, if theattack
ZZ = { .
0, in other case

A set of clear recordings and attacks congtitute a training set
for neural network detectors.

Attack detection system, built on the basis of artificia
immune systems consists of the following modules:

— module generation detectors;

— learning module immune detectors,

— module selection detectors;

— module destruction detectors;

— module IDS;

— module cloning and mutation detection;

— module formation of immune memory.

After the stage of training and selection, the detectors have
the ahility to respond to the attack and ignore the clear record
that can minimize the number of false reactions. A neural
network of counter-proliferation is used as a detector. The
selection of the best detector made in accordance with the
smallest meaning of the total squared error, which is
determined on the test sample. The operation of mutation is
based on additional training of clone detectors on the detected
attack. As the number of detectors in the system increases the
probability of detecting attack, is also increases.

)

1. CONCLUSION

Approach to use artificial immune systems and neural
networks for attacks detection on computer systems is
proposed and architecture of proper security system is
described.
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