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Paper describes an approach of using active conceptual models for access control in 
information systems. Compared to well known RBAC approach this method provides 
dynamic, documented and automatic access rights provision and removal within context of 
currently executed business process.  
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 (DAC – Discretionary Access Control),   (MAC – Mandatory Access Control), 

,  (RBAC – Role-based access control). 
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 XACML (Extensible access control language) [9].  XML- 
.

<Model> 
 <ModelMetadata> 
  <ModelId> id </ModelId> 
  <ModelType> ResourceAccessModel </ModelType> 
  <OntologyURI> www.acme.org/ResourceOntology</OntologyURI> 
  <ModelRepositoryURI>www.acme.org/ModelRepository</ModelRepositoryURI> 
  <BusinessOperation Datatype="&xml;string" Name="BusinessOp" 

OntologyType="business_operation">ProposalCreationURI</BusinessOperation> 
 </ModelMetadata> 
 <PolicySet PolicySetId= "PPS:projectmanager:role"> 
  <Role OntologyType="ProjectManagerRole"> 
   <AttributeValue Datatype="&xml;string" 

Name="RoleName">ProjectManager</AttributeValue> 
   <AttributeValue Datatype="&xml;string" Name="Instance" 

OntologyType="person">Marushak</AttributeValue> 
   <AttributeValue Datatype="&xml;string" Name="Constraint" 

OntologyType="constraint">Constraint</AttributeValue> 
  </Role> 
  <Rule RuleId="Permission:to:write:and:read:proposal">  
   <Target> 
    <Resources> 
     <Resource> 
      <AttributeValue Datatype="&xml;string" 

Name="ResourceName" OntologyType="document">Proposal</AttributeValue> 
      <AttributeValue Datatype="&xml;string" 

Name="Instance">DocumentURI</AttributeValue> 
      <AttributeValue Datatype="&xml;string" Name="Constraint" 

OntologyType="constraint">Constraint</AttributeValue> 
     </Resource> 
    </Resources> 
    <Actions> 
     <Action> 
      <AttributeValue Datatype="&xml;string" Name="ActionName" 

OntologyType="action">Write</AttributeValue> 
      <AttributeValue Datatype="&xml;string" Name="ActionName" 

OntologyType="action">Read</AttributeValue> 
      <AttributeValue Datatype="&xml;string" Name="ServiceURI" 

OntologyType="AccessControlService">ServiceURI</AttributeValue> 
      <AttributeValue Datatype="&xml;string" Name="Constraint" 

OntologyType="constraint">Constraint</AttributeValue> 
     </Action> 
    </Actions> 
   </Target> 
  </Rule> 
 </PolicySet> 
 <PolicySet PolicySetId= "PPS:qamanager:role"> 
  ....... 
 </PolicySet> 
</Model> 
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