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JocaigkeHo NpUHUIMNY NO0YA0BH, MOHITOPHHIY, KEpYBaHHS Ta opradizauii 0e3nexku y Mepe:xi
3apAHUX CTAHUIH eJeKTPUYHUX aBTOMOOLIIB. 3ampoNOHOBAHO BHKOPHUCTAHHS €JIeMEHTIB Cy4acHHMX
KJIIEHT-CepBEPHUX TEXHOJIOTii Ta eleMeHTIB KibepdizMuHUX cucTeM y Takux Mepexkax. Po3pod.ieHo
0a30BY CTPYKTYpPY KiOep(i3uuHOi cucTeMH KepyBaHHSI Mepeel 3apsiiHUX craHuiii. Po3podsieno Ta
JOCJIIIKeHO cepBepHi Ta KJIi€HTChKI 3aco0u Mepe:ki. HaBeneHo cTpykTypHi Ta ¢pyHKIiOHANBHI pilleHHs
cepBepHOI Ta KiieHTchbKOI yacTuH. IIpoananizoBaHo MOTeHWiliHI Bpa3JMBOCTI Mepexki 10 ki0epartak.
3anponoHOBAaHO BUKOPHCTAHHSA y Mepeski epeKTHBHHUX 3ac00iB 3axucTy Bij KidepaTak.

Kuio4oBi cioBa: MOHITOPHHT, KepyBaHHsSI, Mepe:ka, 3apsi/IHa CTaHIlisl, cepBep, KidepOe3meka.

Beryn

ChOrofiHi CIIOCTEPIraeThCsl MacoBEe 3aCTOCYBAaHHS CJNEKTPUUYHUX aKyMYJISSTOPHHX MPUCTPOIB Y
PI3HOMaHITHUX EJIEKTPUYHUX TpaHcmopTHuX 3acobax (ET3), 30kpema eneKTpoaBTOMOOIUINX, €IEKTPO-
aBTOOycax. 3JHAYHY yBary NPUIULIIOTH €ICKTPOMOOUISIM Ta eleKTpoaBTOOycaM, SIKi CTalOTh €KOJIOTIYHO
KpaluMH 1 ©KOHOMIYHO e(eKTHBHIIIMMH 3aMiHHUKAMH TPAaHCIOPTHUX 3ac00iB 13 JBUTYHaAMH
BHYTPIITHBOTO 3rOopsiHHS. BOHM CYyTTEBO 3MEHIYIOTh BUKUAN MMAPHUKOBUX Ta 1HIMUX IIKIIJIMBUX Ta3iB, IO
€ 0COOJTMBO BXKIIMBHUM JIJISl BEJIMKUX MICT, yCYBAIOTh 3aJISKHICTh BiJl BUAO00YBaHHA HaQTH. AKyMYJISATOPHI
MPHUCTPOi MaIOTh OOMEXKEHY EIeKTPOEMHICTb 1 MICIIS MEBHOTO Yacy eKCIUTyarallii moTpeOyIOTh 3apsaKy Bij
eneprocucreMu. EdexrtuBHe ympasniHHs 3apsgoM ET3 crae BaxmuBuM (akTopoM Uil 1X BIACHHKIB,
MOCTaYaIbHUKIB TIOCIYT, KOMYHQJIBHUX HiANPUEMCTB Ta PoOOTH eHeprocuctemu. [lnsg HamexHOTO
YIpaBJIiHHS UM MPOLECOM HEOoOXilHa iHTeJIeKTyallbHa CHCTeMa YIPaBIiHHS, sIKa 37]aTHA ONTHMIi3yBaTH
3apsaaky ET3 Ha 3aranbHOMOCTYITHHX MeEpekax 3apsAmHux cTaHmiii. O4eBHAHO, IO MOHITOPHHT Ta
KepyBaHHS MEPEKEI0 3apsIHUX CTaHIIH I eIeKTPOaBTOMOOWUIIB Ta IHIMMX TPAHCIOPTHUX 3ac00iB
JIOIUTFHO 3JIIACHIOBATH 13 BUKOPHUCTAHHSAM CydYacHMX KOMII FOTEPHHX 3aco0iB Ta TexHojorii. Bemmka
KITBKICTh CYYacCHHUX KOMIT FOTEPHHX 3ac00iB Ta TEXHOJOTIH J03BOJSE peani3yBaTh IIUPOKUN CIEKTP
pIlIeHB, 10 MiATBEP/UKYE AKTYAIBHICTh Ta JOLUIBHICTH JOCHIHKCHb II0J0 MOHITOPUHTY Ta KEpyBaHHS
MEPEKEIO 3apSIIHUX CTAHIIH IS eICKTPUIHUX aBTOMOOLTIB.



60 A. C. Ilapamyo, T. €. Pax, M. B. Topcokuii

Cran npo6JieMu

barato BHpOOHHKIB BHITyCKAIOTh OPHTIHAJIBHI THUIH 3apsSIHAX CTaHIIIA Ta CHUCTEM HAKOITHMYEHHS
eneprii (CHE) ans enekTpuuHHX aBTOMOOITIB 3 pi3HMMH xapaktepuctukamu [1-8]. KoxHa ¢ipma —
PO3pOOHUK TaKKUX 3aCO0iIB BIIPOBAKYE 1HAWBIYanbHI MPUHIUIIH, AITOPUTMIYHI Ta CXEMOTEXHIYHI pillleH-
Hi. [IpoOmema BuUHUMKae Tpu 00’ €JHAHHI NUX 3apsJHUX CTAHIIA y 3arallbHy Mepexy IpH OpraHizamii
KEpPYBaHHS TAaKOI0 MEPEXero, IO MOXe NPU3BECTH A0 iH(opMaumiiHUX 0OMEXeHb, 3MEHIICHHS MOXKIIH-
BOCTEH AJIs1 KOPUCTYyBayiB, (iHaHCOBUX BTpaT. IIpuHIMIN MOOYJ0BH, MOHITOPHHTY, KEPYBaHHS y MEpEKi
3apsITHUX CTAHIIH eJIeKTPUYHUX aBTOMOOLUIIB MOXHA JOCIHIIKYBaTH 13 BUKOPUCTAHHSIM OCHOB B3a€MOJIi
JIIOJIMHU, TEXHIYHOI cucTeMu Ta (izumyHOro cBity. Taki NMPUHIMIN B3a€MOJIl HAWOUIBII MOBHO JOCITi-
JUKYIOThCsL [uist Kibepdisuanux cucrem [9-16]. BinmosiaHi pe3ynbTaTH IOCHTIIKEHb NOIIIBHO BUKOPHUC-
TaTH Il TOOYZOBH, MOHITOPHHTY, KEPyBaHHS MEPEX 3apsiIHUX CTaHIH eIeKTPHYHHX aBTOMOOITIB.
TakoX [OLITBHO 3aCTOCOBYBATH 3araibHi MiAXOAM 1O MOOYJIOBHM Mepex reorpadiyHo po3HECeHUX
00’ extiB. OHNM 13 Takux migxonis € exidaR [6]. Bin ckiiagaeTbes 3 HACTYITHUX YOTUPHOX PiBHIB!

* 00'eKT BigoOpakeHHs (OCHOBHI BUMOTH Ta BUIIAIKH BUKOPHCTAHHSA);

* JToriuHmi piBeHb ((YHKIIOHAIBHICTE, MOIETIOIOTECS abcTpakTHi C& C Mozeri i miarpaMu TisTbHOCTI);

* KOHKpETHI TexHiuHi Kounenmii (merepminosani C& C momeni);

e peanizamis (Hanpuknan, ECU, CAN-BUS, Flexray i cuaxpoHnisariisi).

CuipHi croporn monentoBaHHs C& C Ha nOriyHOMY PiBHI MICTSITh 3AATHICTh ONUCYBATH APXITEKTYPH
KOMITOHEHTaMH, 110 BUKOHYIOTh OOYHCIIEHHS Ta iH(opMalliiiHi MOTOKH, MOJIEIBOBaHI Yepe3 3'€IHyBadl MK X
iarepdeiicamu. IlapagurmMa oKycyeThCsi Ha OCOONMBOCTSX MPOTPAMHOTO 3a0e3ledeHHs Ta X JIOTiYHIN
B3aeMOJil. 3aBIKU i€papXiuHiil JEKOMIO3UINI KOMIIOHEHTIB BEJIMKI Ta CKJIJHI CHCTEMH MOXYTh OyTH
PO3pO0IIeHI 3alliKaBIeHUMH CTOpPOHaMH criocoOoM mozainy [15]. Inrerparis xmapHHX 1 OE3pPOTOBHX MEpek
JIaBaviB TAKOXK € BAXKIMBOI 4acTUHOI cuctemu [11, 12]. BuOpani npuHIMIM Ta MiJXOM MarOTh 3a0e3me-
YyBaTH XapaKTEPUCTHKN MEPEKEBOI IHTeTpaIlii, Taki SK METO{ KOHTPOJIIO JOCTYITy JI0 00 €KTIiB Ta iX BIUIUB Ha
CHCTeMHY IHWHAMIKy, MPOMDKHE MporpamMHe 3abe3nedyeHHs Ta mporpamHe 3abe3nedeHHs, Mo 3ade3nedye
KOOP/IMHAIIII0 MEPEKEBOTO KOHTPOIIIO HaJl THMYACOBOIO CHHXPOHI3AIlIEI0 MEPEKEBUX TPAH3AKIIIH 1 JIOMTYCKOM
BinmoB [9, 14, 16]. MogemoBaHHs Ta OIIHIOBAHHS CHTYaTHBHOI OOI3HAHOCTI JIFOMMHOIO CHCTEMH Ta Ti
€KOJIOTIYHUX 3MiH Y TapaMeTpax € KPUTHIHUMH JUTS IPHAHATTS PillieHb. BaXITMBUM € BpaxyBaHHS 00CTaBUH
ITOBHOTH (haKTiB TIPO JOCHTIIPKYBaHUH 00’ €KT, BCTAHOBJICHHS JOKAa3iB TOTO, 10 AW3aiH € mificHnM. KoHkpeTHi
TEXHIYHI KOHIIEMIIIi Ta peanizalis MaroTh 0a3yBaTHCS Ha TMPUHIAIIAX 3a0e3MeUeHHsT HeOOXiTHIX TIPHKIIATHIX
BUMOT Ta 3aBJaHb.

IlocTranoBKka 3anaui
PosrisiHyTH 3amady po3poOiieHHs TPUHIMIIB MOHITOPUHTY Ta KEPYyBaHHS MEpPEXKEI 3apsaHUX
CTaHIIN I eNEKTPUIHUX aBTOMOOITIB, MO 3a0e3MeuyroTh MiHIMI3aIliI0 Yacy 3apsSaKd eIeKTPOMOO1II,
MOXKIIUBICTh (DYHKITIOHYBaHHS 0araTh0X CTaHINIH Y KOMIT IOTEpHU30BaHIi Mepexi, aaanTamii 10 iHTeHCHB-
HOCTI BUKOPHCTaHHS, 3aXUCTY BiJ] KibepaTak 3JIOBMUCHUKIB, 30MpaHHs CTATUCTUYHUX JTaHUX.

Pe3yabTaTtu gociaixkeHn

Ha ocHOBIi aHamizy (yHKIIOHATHHUX 3aBAaHb MOXKHA TOJIATH 3araJIbHUK MPOIeC pOOOTH Mepexi
3apSIHAX CTAHINH IS SICKTPUIHUX aBTOMOO1TIB TAKUMH €TariaMH.

1. Mepeka MpOBOAUTH MOCTIHHUI MOHITOPUHT KOMIMOHEHTIB (iHQopMaIlisi mpo XapakTePUCTUKHU Ta
3aBaHTKCHHS 3apsIHUX CTaHIN, HAsSBHICTh HANPYTHM B CICKTPOMEPEXk i Ta Bl COHAYHUX IaHENCH,
HAsIBHICTh JIOJATKOBHX TIOCIYT, BAPTICTh OOCITYrOBYBaHHS) Ta MOCTIHHO OHOBIIOE JIaHI Y KOPUCTYBAI[bKHX
JIOJIATKAX.

2. KopucryBau 3a nmomomoror BebO-mojarka abo MoOUIBHOI amutikamnii OpoHIOE pobode Miclie Ha
CTaHIIi{ BiIMOBIAHO /10 KOH(Iryparii 3apsaIHOro IpUCTPOIO aBTOMOOLIS.

3. KopucryBad, mpuOyBIIN Ha CTaHIIIO, aBTOPU3YETHCS Ta OTPUMYE JO3BiT Ha TIAKITIOYCHHS 10
KOHKPETHOTO 3apsAHOTO MMPUCTPOIO Ta 3MIHCHIOE i IKITIOUCHHS.
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4. KopucryBady HaJICHIAEThCA PUSh-TIOBiTOMIIEHHS HA MOOGUIBHUIM TPUCTpii Tpo dac, 10 3HAI0-
OMTBCS IS TTIOBHOT 3apsIIKU aBTOMOO1IIS.

5. CraHuiiiHi iHpOpMAaIiiiHi 1aBadi Ta KOMIT IOTEPHI 3ac00M BIPOIOBK KOKHOTO €Tary KOMYyHiKaii
3 KOPUCTYBaueM HaJCHJIAIOTh BiATMOBI/IHI JaHI Ha cepBep, IO JTO3BOJISIE ONEpAaTHBHE pearyBaHHS Mepexi
Ha HEIITaTHI CUTYallii.

6. lani mpo Bech MUKI B3aEMOJIIT i3 KOXKHUM KOPHCTYBa4yeM 3aliCyIOThCs y 0a3y JaHuX MEpexi Juis
MOJJAIBIIIOTO iX aHaJi3y Ta CTATHCTHYHOTO OMpAIIOBaHHI.

7. 3a pe3ynbTaTaMu aHali3y Ta CTATUCTUYHOTO OIPAIIOBAHHS JaHUX KOMI' IOTEPHI 3ac00HM MOXYTh
TeHepyBaTH PEKOMEHIALIHHI pillEeHHS JJIs IIOKPAaIIeHHS! pOOOTH MEPEexi.

8. lnsa peamizamii nux (yHKI[IOHAJIBHUX 3aBJaHb HEOOXIIHO, HacamIepe], BUKOHATH HACTYIHI
poboTu:

— po3poOuTH 06a30BY CTPYKTYPY MEpEXi 3apsSHUX CTaHIIIN;

— BU3HAYUTHU MEPeTiK Ta KiAbKICHI MOKa3HUKM MapaMeTpiB 3apAgHOi CTaHWil A poOOTH y cKiami
MEpexi;

— po3poOuTH Mozel 00CITyTOBYBaHHS MOKIIMBUX 3aIHUTIB KITIE€HTIB JO MEPEXKi,

— PO3pOOUTH iIMITAllliiHy MOJIENb 3apsHOI CTaHIlii, SKa JO3BOJIMTh BUOpPATH KOHQIrypaiito, [0
3aJ0BOJIBHSE 3alIUTH KIII€HTIB;

— Ha OCHOBi 0a30BOi CTPYKTYpH Mepexi Ta KOH(DITypaliiiHHX pillleHb CTaHIIH PO3POOUTH pEeKOMEH-
JIALIifHI PIIICHHS 1I0JI0 reorpadivHOro po3TalllyBaHHS 3apsiTHUX CTAHIIN Ta MOMJIMBOI 3MiHU iX KOH(ITypariii;

— pO3pOOUTH Ta peanizyBaTH KOHKPETHI MPOEKTHI PillIeHHS.

OnmauM 13 BapiaHTiB eeKTHBHOI peasizalii IMX eTamiB € BHUKOPHCTaHHS MPUHLUIIB MOOYIOBH Ta
MOHITOPUHTY KiOep(i3MIHNX CHUCTEM, SIKi JO3BOJISIOTH TiCHY IHTErpallilo 3alHTiB KOPHCTYBadiB, CIeEMiali3o-
BaHMX TEXHIUYHHX 3ac00iB, (i3MUHMX IPOIIECIB, JaBadiB iH(OpMaIlil, BAKOHABYHX EIEMEHTIB, KOMIT FOTEPHHUX
Ta KOMYHIKaIiiHUX 3ac00iB. Cepen KOMI' IOTEPHHUX 3ac00iB Cifl 3BEPHYTH yBary Ha KJIi€HT-CEPBEpHY TEXHO-
JIOTi10. 3aIpoONOHOBaHy 0a30BY CTPYKTYPY MEpeXi 3apsHMX CTaHIIIH i3 3aCTOCyBaHHIM 3ac00iB KibepdizuaHO1
cHCTeMH NojiaHa Ha puc 1.

Mopy/b NpeACTaBeHHA 4R KopUCTyBa4a
(Be6 annikauia, MoGinbHUIA JOAATOK)
Fy
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—»  AHania gaHnx
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| [aHi npouecy po6otn |

Cepsicu I
NokansbHoro Mepeska 38'A3Ky pearnbHoro yacy ‘
OTO4YEHHA
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KomaHgu

Cencopu KepyBaHHA

3apagHi cTaHLii

Puc. 1. Bazosa cmpykmypa mepeoici 3apaoHux cmanyiil i3 3aCmocy8aHHAM
3acobis kibepizuunoi cucmemu
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CTpYKTYypy OCHOBHHX (DYHKIIIOHAJILHUX 3B’ SI3KiB MEPEKi 3apsIHUX CTaHIIH MPUBEICHO Ha pUC. 2.
OcoO6IMBOCTI HaBeIEHUX QYHKI[IOHAILHUX 3B’ SI3KiB € TAKUMH:

1 — oTpuMaHHs aBTOMOO1JIEM MOCITYT 3apsiTHOT CTAHIIIT;

2 —BuOIp Ta HaBiramis KIi€HTa J0 3apsAHOT CTaHIIii 3a JIOTIOMOT 00 JIOJIaTKa;

3 — oTpuMaHHsI Ta epeaaya JaHUX 3apsAHOI CTaHLIl 10 CHCTEMH MOHITOPHHTY,

4 — orpumaHHs iHpoOpMaLii PO HASABHICTH Ta MOCTAYaHHS EJIEKTPOCHEPTii Bill E€IeKTpOMEpexi
3ac00amMu 3B’ I3KY;

5 — orpumanHs iH(dopManii Mpo HasIBHICTH Ta MOCTAYaHHs €NEKTPOCHEPrii Bil HAKOMUYyBayda y pasi
BiZIMOBH CHCTEM €HEProlOCTauaHHS;

6 — oTpumanHs iH(oOpMaIii PO HAsIBHICTH Ta TIOCTAYaHHS EJIEKTPOCHEPTil Bil COHSYHUX MaHeJel 3a
JIOTIOMOTOF0 3aC001B 3B’ SI3KY;

7 — BignpaBiieHHA 310paHUX JaHUX Ha OMPAIIOBAaHHS CEPBEPOM;

8 — oTpuMaHHA HaHUX 3 JIOKAJLHOT MEpEeXki MOBHHHO CYIPOBOKYBATUCH 3aXHCTOM Bii MOXKIUBHUX
aTak 330BHI;

9 — cucrema MOHITOPHHTY 00poOIIsie iHpoOpMaIito BiJ yCiX YaCTHH MEpexi, a TaKoX BiICHIIAE
KOMAaH[H yTIPaBIIiHHS By3/IaMH CUCTEMH,

10 — cucrema MoOHITOpWHTY 30epirae iHpopMaliro Tpo HasABHI 3apsAHI CTaHIli, iX CTaTyc Ta
pe3yabTaTi poOOTH.

Puc. 2. Cmpyxmypa ¢ynkyionanbnux 36° A3Kie mepesici 3apaonux Cmanyii

Heoo0xinHo 3a0e3nmednTy BUCOKHI PiBEHb 3aXUIICHOCTI 3apsTHOTO MPHUCTPOIO BiJl MOUIKOKEHD Y
TEeXHIYHUX 3aco0ax Ta Bif 1Iiii 3moBMuCHUKIB. OMHUM i3 BapiaHTiB €()EKTHBHOTO BHUPIIIEHHS IHOTO
3aBJaHHS € BUKOPUCTAaHHS aBTOHOMHHX BUMipIOBaJbHO-KepyBanbHHX By3liB (ABKB). ¥V po6Goti [14]
HpOBe/IcHO aHaii3 cTpykTypHux pimenb ABKB mis Ethernet-opientoBanux kibepdisMdHUX CHCTEM Ta
MOJKJIMBICTH MOOY/IOBU HAa CyYaCHUX TEXHIYHUX 3ac00ax.



Hpunyunu monimopunzy ma Kepy8aHHs y Mepedxci 3apAOHUX CIMAHYIU eIeKMPUYHUX aémomMo0inie 63

ANTOPUTMIYHO-TIPOTPAaMHI 3aco0mM oOpraHi3ailii MOHITOPHHTY Ta KEPYBaHHS MEPEKEI0 3apsaHUX
CTaHII IS eJCKTPUYHUX aBTOMOOWIIB MOIUIBPHO OyAyBaTH 3a KIIIEHT-CEPBEPHOIO TEXHOJIOTIEIO, IO
3a0e3neuye e(eKTHBHE BHKOHAHHS HABEACHWX paHime (YHKI[IOHANBHUX 3aBlaHb. 3aJeXHO Bif
KOHKPETHHUX OCOOJMBOCTEH cepBepHA YacTHHA MOXKe OyTH IHAWMBIAYyaIbHOIO IS OJHi€T 3apsaHOl CTaHIii
a00 3arajlbHOI JUIS JCKIIBKOX CTaHIliN 13 B3aemojiero udepe3 [ntepuer. Ha puc 3 HaBemeHo 0a3oBy
CTPYKTYpHY CXeMY 3B’ SI3KiB CEpBEPHOI YaCTHHHU.

Puc. 3. Cmpyxmypnuii pisens 6eb-cucmemu

CepBepHa cHcTeMa CKIIaac€ThCsl 3 KUTBKOX CEpBEpIB Ta By3Na 30epexeHHs iHpopMarii, 6a3u JaHuX.
Poytep BukoHye (YHKILIIO 3B’ 13Ky 3 3apSOHUM CTAHLISIMH, IO AO3BOJISIE ONPALbOBYBATH IUIATEXK, IEpeAaBaTH
KOH(QIrypaliiiHi HaJalTyBaHHs, 30epiraTd CTATUCTHYHI JaHI BIPOJOBXK MOBHOTO IHKIY pOOOTH 3apsmHOI
craHUii. 3B'S30K BCTaHOBIIIOEThCSA HE Oe3MocepenHbo, a 3a JOMOMOTOI0 JOJaBaHHS IMIPOMIKHOTO By3/a Y
BUIUISIII MepexeBoro ekpana ((paeppoiy). ITomroBuii cepBep BUKOPHCTOBYEThCS VIS BimpaBieHHS push-
MTOBIIOMJICHD KJTIEHTY TIPO CTaH TIPOIECY 3apsaKH, a TaKOXK U TOBIMOMJICHHS TEXIPAIliBHUKIB IMPO CTaH
3apsIIHOI CTAHIIIi.

CepBep 0a3u maHuX 1 pe3epBHU cepBep 0a3u JaHUX 3a0€3MEUyrOTh HEOOXiAHY (QYHKIIOHAIBHY
MOTY)KHICTh Ta HaJiiHICTE 30epekeHHS iHQoOpMamii mijg Jac poOOTH CHCTEMH, pe3epBHa 0a3a IaHUX
KOMIIOE JaHi OCHOBHOI, HE BKJIIOYAIOUUCH Oe3MocepefHb0 y poOOTy cucteMu. PesepBHa 0aza maHuX
BBOJIUTHCA B poOOTY IpH MOMIKOKEHHI — OCHOBHHUH cepBep 0a3u TaHUX HE BUHJE 3 Jajy.

Be06-cepBep BiAMOBIAAE 3a MPEACTABICHHS KIIEHTY BCIX ()YHKI[IOHATBHUX MOXIIMBOCTCH CUCTEMH, a
TaKOX METOJT 3B’ SI3KY 3 TEXIIATPUMKOIO ¥ pa3i HeoOXigHOCTI. 32 YMOBH, IO €IEKTPOMOOLITI 3apsHKAIOTHCS
Yy peXUMI PO3YMHOI 3apsaKd, KOHTPOJIHOBAHO, HEMAE IiJICTaB CYMHIBATHCh, MO (DYHKIIIOHYBAaHHS PHH-
KOBHUX CHJI TIEPETBOPHUTH €JIEKTPOMOOLII Ha KOHKYPEHTOCIPOMOXKHY TPAHCIOPTHY TEXHOJOTiIO. 3 4acoM
PUHOK TOKaXke, sIKi (YHKIIi Ta 3acO00M 3apsAKd 0akaroTh Ta TOTOBI IUIATHTH KIIEHTH €IEKTPOMOOLTIB,
cucTeMa MPOIMOHYE BIACHUKAM YyCiX BHIIB 3apsIHUX CTaHIIM HagaBaTH NOCTYI IO HHUX 3a JOINOMOTOIO
CUCTEMH.

Honeypot cepBep BUKOPHCTOBYETHLCS [ IPUBEPHEHHS YBAark 3I0BMUCHHKA Ta CTA€ IIJLTIO aTaKH Ha
CHCTEMY, HE CTaHOBJISIYM IIPU LIbOMY JKOIHOI HeOE3MeKU I Mepexi. [ 3MEeHIIeHHS] PU3HKY MOXIIUBUX
aTak y BCIX BIAKPUTHX KaHaJIaX 3B 3Ky MepekKi BUKOPHCTOBYETRLCS M (PPYBaHHS.
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OnHMMH 13 OCHOBHHX 3aBJIaHb CEPBEPHOT YaCTHHH € KOHTPOJIb OILJIATH ITOCIYT Ta MOHITOPUHT CTaHy
craumii. [Ipm KOHTpOJi oOIUTaTH TOCIYT 3abe3MedyeThcsl Iepemada Ha cepBep (OpMH TpaHCAKITi
MiATBEPPKEHHS OIIaTH ab0 MiATBEPKEHHS OTPUMAHHS MOCIYT. [Ipu MOHITOPUHTY CTaHY BHKOHYETHCS
GYHKINS PETYISIPHOTO KOHTPOIIO 332 OCHOBHHMH XapaKTEPUCTUKAMM 3apsSIHUAX CTaHIIH y peXuMi
peanbHOro yacy. 3a pe3ylbTaTaMd MOHITOPHUHTY MOKHA BCTAHOBHUTH TaKi CTaHW 3apsOHHUX CTaHIIH:
JIOCTYTIHI; HEAOCTYIIHI; HECTIPaBHIi; MPU3YIHUHEHI; 3apsjKa; MMiIr0TOBKa; 00poOKa.

Ha puc. 4 HaBeieHO CTPYKTYpY KIIIEHTCHKOI aruTiKaiii.

Fonosra cTopitka

l [T— | | Poromonsaii || Mporbire, || Kopawna | | Aeranw one anapary
| Merqq onnartu | | KepysaHHa naponam | | 36epereHi cueHapit | | IcTopia ocnepaujid |

Puc. 4. Cmpyxkmypa xnienmcoko2o 6e6-000amka cucmemu KepyeaHHs.

Be0-1omaTok cklafaeTbesi 3 JEKUTBKOX CTOPIHOK, ONEpyBaHHS JaHMMHU BinOyBaeThcs uyepe3 AP
cepBepHOi yacTHHU. ['0JI0BHa CTOpiHKA BUKOPHCTOBYETHCS IS Bidyallizallii JOCTYIHUX 3apsSAHUX CTAHIiN
HopsIZ 3 KOPUCTYyBaueM, BUKOPUCTOBYIOUM (hyHKILI0 reosokarnii. CTopiHKa pekoMeHAaliil 103BoIsie epe-
TJISTHYTH HaWOIMOK4i TOCTYIIHI CTaHIIil, IO € CYMICHIMH 3 aBTOMOO1IEM KOPHCTYyBada, y pa3i BAHUKHEHHS
CKJIQIHOCTEH HAJa€ThCsd MOXIIMBICTH MOIIYKY Bpy4uHy. CTOpiHKa icTOpii omepariiii HaJga€ MOXJIHBICTb
neperjsily BCiX 3aKiHYEHUX LMKIIB B3aeMolii 3 cucteMoro. CTopiHKa 30epekeHHX CLEHapiiB I03BOJIIE
3BEPHYTHCH J0 CTAHILIN 3a paHille 3aKiHueHUM crieHapieM. KepyBaHHs maposieM 103BOJIS€ 3MIHUTH I1apOJib
abo0 30UTHIMUTH PiBEHb 3aXWCTy JOJABIIN OMIii0 TMOABiHHOI Bepudikamii. CTOpiHKa HOBHH JO3BOJISE
HEPETJISIHY TH OTOJIOIIEHHSI Ta CIIMCOK HELIOAABHO JOJAHUX y CUCTEMY CTaHIIiH.

Ha puc. 5 HaBesIeHO CTPYKTYPHY CXeMy 3B’ I3KIB KIIIEHTCHKOT YaCTHH:
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Puc. 5. Cmpyxkmypa 36 si3xi6 kiieHmcokol yacmunu
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Kopucryrounce BeO-momaTkoM ab0 MOOUTBHOIO arlliKalli€lo, PeKUM KOPHCTyBada HaJae 3MOTY
neperiisiiaTi KOHTSHT qoaaTka (MeperyistHy T TOCTYIHI PUCTPol, OpOHIOBATH Miclie Ha 3apsiIHIl CTaHIIIl).
Pexxum anmiHicTpaTropa Hajae 3MOTY pefaryBaTH HAIlOBHEHHS J0JATKa: BUJAIUTH HEpoOOUM NpHUCTPii,
OHOBHUTH OTOJIOIICHHS B PO3/ILJII HOBHH, 3a0JIOKYyBaTH, 32 HEOOX1THOCTI, KOPUCTYBayYa.

3B’ 430K MK CHCTEMOIO KEPYBaHHS Ta 3apsIIHUMHU CTaHLISIMH JOLIBHO 3AiMICHIOBATH 3a JOIIOMOTOI0
nporokony OCPP, mo m03BoJsie UM CKJIaJOBUM B3aEMOMISATH MiX CO0O0I0, YTBOPIOIOYH BiIKPUTY
watdopmy. [IpoTokorn Haae Taki MOKIHMBOCTI:

— aBTOpH3allis KOpUCTyBaya sl MOYaTKy CTATHEHHS IUIATH, BKIFOYAIOYM JIOKAJIbHUN CITUCOK aBTO-

pu3arii;
— BijIasieHa 3MiHa KoH]Iryparrii 3apsIHOro MPUCTPOIO, CTAH 3aPSAHUX CTaHIIIH;
— mepenaya JaHUX CEaHCy 3apsiIKi B PEKUMI peallbHOTO Yacy JI0 NEHTPATbHOT CUCTEMH YIPABITiHHS,
— BiJIaJICHE YIPaBIIiHHS CEaHCOM 3apsiiku (MoYaTok / KiHelb);
— BUKOHAHHS PEXUMY PO3YMHOT 3apsIIKH;
— JIa€ 3MOTY MiIKIIOYCHHS JAOBUIBHOI 3apsiiHOT CTaHIIIT JI0 JOBIIBHOI IIEHTPAJILHOI CUCTEMH YITPaB-
JIHHS,

— MOXIIMBICTh ONTHUMAaJbHO TUIAHYBaTH 3apsIKy €NeKTPOMOOLTIB, M00 MaKCHMi3yBaTH BHKOpPHC-
TaHHS CaHKI[IOHOBAHOI EJICKTPHYHOT CHEPTii BiJl MEPEXKi.

Po3ymMHa 3apsiika MakcUMi3ye KUTBKICTh €IeKTPOMOOiNiB, 3 SKUX MOXKHA CTATYBaTH IUIATY OIHO-
4yacHoO, 3a0e3Mmeuyroun KOHTpakTHHH momuT. Lle momomarae migBUIINATH €PEeKTHBHICTH (hYHKI[IOHYBAaHHS
Mepexi.

HasBHicTs 0araTh0oX CEHCOPHUX, KOMYHIKAIITHUX Ta OOYMCIIOBAILHUX KOMIIOHEHTIB MiIBUIIYIOTH
MOTEHITIITHY BPa3UBICTh 3apsAMHUX CTAHINH JO aTak 3JIOBMHUCHUKIB. [li Bpa3MMBOCTI MOTEHITIHO MOXKYTh
OyTH BHKOPHUCTaHI XakepaMmu, 00 MOPYIIUTH AOCTYIHICTh, HITICHICTh Ta KOH(IACHUIHICTE Mepexi 3a-
PSAAHMUX CTaHIIH a00 HaBITH €NEKTpOMEepeki. 3 oMLy Ha Taki 0OCTaBMHH BaXKJIMBO PO3POOHTH HaMiitHI
3apsinHi craHuii. [IpoexTyBaHHS HagifHMX 3apsAAHUX CTaHLIM BHMAarae TIHMOOKOTO pPO3YMiHHS Kibep-
(Gi3MYHOT B3aEMOZIT 3apsITHOI CTAHIIII, & TAKOXK TOTO, SIK Kibep- Ta (i3MdHI KOMIIOHEHTH BIUIMBAIOTH OIMH
Ha oHOTro0. Y poboTi [13] mpoananizoBaHo e(eKTUBHICTh Ta HAAIWHICTh HAHBIIOMIIINX OJOKOBUX MIU(PIB
Ta 3aMPOIIOHOBAHO METOJ MU(pyBaHHS iHPOPMAITi i3 CTATHIHUM BKIIOYCHHSIM MACKyBAJIBHUX CHMBOJIIB,
IO O3BOJWTH MiJBUIIMTH PiBE€Hb 3aXHUILCHOCTI JaHUX IpH iX mepenadi. Pesympratn mmx mocimXeHb
TTOTTUTPHO BUKOPHUCTATH IPH TTOOYA0B1 MEepexki 3apsSaAHIX CTaHITIH.

3apsaHi cTaHLii CTHUKAIOTBhCSA 13 3arpo3aMy OE3MEeKH CBOiX KOMIIOHEHT BHYTPILIHBOTO 3B'S3KY,
BKJTFOYAIOYH PAIiOCTaHIIii, MPUAOPOKHIO iIHPPACTPYKTYPY Ta IHIII TPAHCIIOPTHI 3aCO0H.

VY nesikux aBTOMOOUIAX OHOBJIEHHS 3ac0o0iB poTuAii KibepaTakaM BifOyBa€eThCs BPYUYHY 3a IOTIOMO-
roro USB-nakonnuyBada. MoxjiuBi 0€31pOTOBI METOHM, 110 MAIOTh IIEPEBary Haj Py4YHUM BUIIPABICHHIM
4yepe3 eKOHOMIYHY e()eKTHUBHICTh Ta MIBUJKY JOCTaBKY. 3 iHIIOTO OOKY, I Oe3ApOTOBa Mepeiaya JTaHuX
BiZKpHBa€ MHPoKy moBepxHio aTaku [8, 10]. o HaiOimbII MIOMHPEHNX MEPEKEBUX KibepaTak, CTOCOBHO
SKHUX MOTPIOHO BXKMBATH MEPLIOUYEPrOBUX 3ac00iB, MOTPIOHO BiJHECTH HACTYIIHI:

— BCTaHOBJICHHS Yepe3 XMapHi 3aco0M MIKiUIMBE IPOTpamMHe 3a0e3MeYEeHHS,

— MEePEeXOIUICHHS Ta MOLIKOHKEHHS Tpadika, OJOKyBaHHS MpHiiMaya,

— KOMITPOMETYBaHHS O0JIIKOBHX JaHMX KOPUCTYBada Ta CTAHIIII.

BukopuctanHs po3risSHYTHX NPUHIMIIB Ta 3ac00iB 3a0e3medye AOCSITHEHHS BUCOKHX NOKa3HHUKIB
e(heKTUBHOCTI MPOIECIB MOHITOPUHTY Ta KEPYBaHHS Y Mepexax 3apsiTHUX CTaHI[ii aBTOMOOLITIB.

BucHoBkH

Y poOoTi BCTaHOBJIEHO, IO OCHOBHA IMpOOJieMa BHHHUKAE MPU 00’ €JHAHHI 3apsiIHUX CTAHINHA IS
CJIEKTPUYHUX aBTOMOOLUIIB y 3arajibHy Mepexy. Po3risHyTo mpuHIUNM CTPYKTYpHOI Ta (pyHKIIOHAIBHOT
opraHizaiii Mepexi 3apsIHHX CTaHIiH eNeKTPUYHUX aBTOMOOUTIB. Po3pobieHo mpuHIMIU TOOYAOBH,
MOHITOPHHTY Ta KEPYBaHHSI MEPEKEI0 3apsIHUX CTAHWIHM Ul eNEKTPUYHUX aBTOMOOLNIB, IO 0a3yrOThCs
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Ha BUKOPUCTaHHI 0230BUX MPHHIHITIB TOOYJ0BU KiOep(i3MUHUX CUCTEM Ta KIIIEHT-CEPBEPHUX TEXHOJIOTIH.
Ile 3a0e3meuye MiHIMI3aIlI0 Yacy 3apsaKd €ICKTPOMOOLIS, MOXKIIMBICTh (PYHKIIIOHYBaHHS 0araTbOX CTaH-
i y KOMIT I0TepU30BaHid Mepeki, iIHTCHCHBHE BHKOPHUCTAHHS 3ac00iB 3apsaKd, 3aXUCT Bin kibepaTak
3II0BMUCHHKIB, 30UpaHHS CTATUCTUYHUX AaHWX. [lomanpiii KOCTHipKeHHs TOIIIEHO CKePYBAaTH HA BITYH3-
HSHY CTaHJApTU3aIlil0 MPUHIUIIB MOOYI0BH, MOHITOPUHTY Ta KEPYBaHHS MEPEKEI0 3apsIHUX CTaHIIiH
JUISL eNEKTPUIHUX aBTOMOO1ITIB.
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PRINCIPLES OF MONITORING AND CONTROL
OF THE CHARGING STATIONSNETWORK FOR ELECTRIC VEHICLES
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This paper explores the principles of construction, monitoring, management, and safety
organization in the network of charging stations for electric vehicles. The use of elements of modern
client-server technologies and elements of cyber-physical systems in such networks is offered. The
basic structure of the cyber-physical control system of the charging station network has been
developed. Network server and client tools have been researched and developed. Structural and
functional server solutions and client parts are submitted. An analysis of the potential cyberattacks
vulnerability of the network. Suggestetion to use effective methods of protection against cyberattacks.

Keywords: monitoring, control, network, charging station, server, cyber security.
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