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MEXKEI0 TaKoi CTpaTerii Oyme MOBEpHEHHS J0 MOCiTOBHOT
CHCTEMU.

Amnani3 HaBeJeHUX (haKTOPiB MOKA3Ye, IO MPOrpaMHi
BUTpaTH, BUTPATH HA JUCIETYEPHU3ALII0 MOXKHA BiJHECTH
JIO TIOCJIZIOBHOI YaCTHHHU QJITOPUTMY PO3B’sI3aHHs 3a/adi,
BUTpaTU 4Yepe3 aucOajlaHC 3aBaHTAXKEHOCTI IPOIECOPIB,
KOMYHIKAIliiHI BHUTpaTH — JO TNapajelbHOl YacTHHH
aNTOpUTMY.

BucHoBku

1. Po3paxyHKH  IOKa3yrOTb, o  3HAa4YeHHS
MPUCKOPEHb OOYUCIEHb NMPU BUKOPHCTAHHI MapanienizmMy
3a 3anexHocTsiMU (1) Ta (2) MaroTh iCTOTHI BiIMiHHOCTI
(puc. 1, 2), ki 301IBIIYIOTHCS 13 301IBIICHHAM B CHCTEMI
KIJIBKOCTI TIPOIIECOPIB, IO MPAIIOIOTH HapajeabHo.

2. KomeHtapi 70 3akoHy AMaania mpo Te, 1o 00csr
3amadi TpU 3MiHI KIUTBKOCTI MPOLECOPIB 3aJIHIIAETHCS

He3MIHHMM [2] — HeKopekTHi. DakTHYHO 3alIeKHICTh
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Awmpana (2) BpaxoBYe OJHAKOBY IPOMOPIIIO 3011bIICHHS
SK TIOCTIIOBHOI, TaK 1 MapajelbHOi CKIaJ0BOi, IO
3yMoBIIOE (i
napameTpa f.

caMe TIpO IIe 3acBiquye) CTane 3HAYCHHS

3. Jlns BU3HAYEHHS MPUCKOPEHHS OOYMCIEHb 3a
pPaxyHOK 3aCTOCYBaHHs Iapaieni3my IepeBary HoTpiOHO
HaJaBaTH 3aJISKHOCTI (2) AMaana, TOMy IO TMOPIBHIHO i3
3akoHoM ['yctadcona (3) us 3aineXHICTh KPUTHYHINIA 0
npoteciB B OC, MOB’sI3aHUX 13 HAPOIIYBAaHHSAM KUJIBKOCTI
MPOIIECOPIB.
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PE3YJbTATH JOCJII)KEHD TA PEAJIIBAIIIL MEXAHI3MY ITPUXOBAHOI'O
3BUPAHHS ITH®OPMAIIIL 3 CACTEM BIPTYAJIbHUX IPUMAHOK
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Haeeoeno pezynomamu 00cniodicenb ma peanizayii Mexanizmy iHmpoCcneKyiiiHo20 ananizy CUCmemu-npUManKu, AKuil
3abe3neuye cminKuil 00 6UAGNEHHA MA O0KY8AHHA MOHIMOPUHZ OIATILHOCI 3106MUCHUKA 8 ONEPAUITIHITL cucmemi
Linux. /lemansno po3zenanymo mpyonowi peanizauii ma ocoonugocmi apximexkmypnoi peanizauii. Ha ocnoei
Deanizoeanozo npozpamHozo 3a6e3neueHHA YMOHCIUGTIOEMbCA NOGH UL MA eheKmUeHUNL KOHMPOb ROl y
sipmyanizoeanin OC.

IIpusedeno pe3ynvmamol uCce)08aHUT U PeAnU3AUUU MEXAHUIMA UHMPOCHEKYUOHHOZ0 AHANUZA CUCHIEMbI-
NPUMAHKU, KOMOPbLI 00ecneuugaen CMOKUIl K b1A61€HHIO U O10KUPOGAHUI0 MOHUMOPUHZ 0eAMENbHOCU
3710yMblUIIEHHUKA 6 ONEPAYUOHHOU cucmeme Linux. /Jemansno paccmompenst mpyoHOCHU peanu3ayuu u
ocobennocmu apxumexmypnou peanusayuu. Ha ocnosanuu peanu3oeannozo npozpammmnozo odecnevenus cmaem
603MOICHBIM ROTIHBLIL U IPhexkmusnblit KOHMPOL codbimuil ¢ eupmyanuzuposannoit OC.

The results of researches and realization of mechanism of introspection analysis of the honeypot systems, which
provides proof to the exposure and blocking monitoring of activity of malefactor in the operating system of Linux, are
resulted in the article. Difficulties of realization, and features of architectural realization, are considered in detail. On

the basis of the realized software complete and effective control of events becomes possible in vitrualized OS.

OcobnuBocTi iHTpocnekniitHoro anamizy. Y podorax
[1, 2] omucyBanych BaXKJIMBICTh Ta aKTyallbHICTh HOBITHIX
CTIMKMX JI0 OJIOKYBaHHS 3JIOBMUCHHKOM MEXaHi3MiB 300py
iHpopMaIlii 3 CUCTEM-IIPUMAHOK, HEJIONIKH BiIOMUX HUHI

pilieHp Ta OyB BHKOHaHHMW OIJISIJ MOXJIMBUX CIIOCOOIB
BUpilIeHHs 1iei mpobnemu. Y Wil CTAaTTi MPOMOHYIOTHCS
pe3ysibTaTh JOCIiKeHb Ta peaiizamii MexaHizmy Virtual
Machine Introspection (VMI) [3], 3aBmaHHSIM $IKOro €
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MOHITOPHHI BHYTPILIHROTO CTaHy ONEpaLidHOl CHUCTEMH
4yepe3 MoHiTOp BipTyansHuXx MamuH (hypervisor/VMM).
OCHOBHOIO TEepeBarol0 MbOTO MeXaHi3My IOpIBHSHO 3
IHIIMMH 3aTIPOTIOHOBAaHUMH PIILIEHHSIMH € MPUXOBAHICTh Ta
CTIMKICTh 10 OJIOKYBaHHS 3JOBMUCHHKOM, a TaKOX
MOBHOTA JaHHX, SKI MOXIMBO OTPUMYBAaTH Ui Pi3HO-
MaHITHHX CHCTeM 3axXucTy iHQopmarii, Hanpukmam, ajs
AQHTUBIPYCHHUX CHUCTEM Ta CHCTEM KOHTpOIIO cTaHy. Hamwu
peanizoBaHo 0a30BUil  (DYHKI[IOHAT I1HTPOCHIEKIIHHOTO
aHaji3aTopa 3 MOXJIMBICTIO TIEPEXOIUICHHS /il 370-

BMHUCHHKA Ha CUCTEMaXx-IIpUMaHKax.

SR

Mporpamu
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Puc. 1. Cxema 63aemo0ii miswe sipmyanizosanoro OC
ma 2inepgizopom

st peanizaiii MexaHi3My MU BUKOPHCTAIIU BIAKPUTHIA
rinepBizop Qemu [4], skuil HaivacTiie BUKOPUCTO-
BYEThCA Y BIAKPUTHX Ta 3aKPUTHX IPOEKTaX BipTyasizamii
3aBJISIKM  CBOiM MPOCTOTI, JIETKOCTI Ta MOJJIMBOCTI
TpaHcisinii komy. B ocHoBi rimepmizopa Qemu JIeXKHTH
JUHAMIYHUNA TPAHCIATOp, SKUM afanTye IHCTPYKIIL, 1o
NepealThCsl 3 TOCTBOBOI  BIpTyaJbHOI — omnepariifHoi
CHCTEMH XOCTOBiW omepauiiiHiii cucremi. Ilpu npomMy
MOXJIMBE BUKOPUCTAaHHS IPOrPaMHOTO akKcenepaTopa
kgemu, sxuii sBise coOOK MOAYIbL sapa 1 TPAHCIIOE
IHCTPYKIIT HAampsIMY BiJ gemu A0 siipa XOCTOBOI MAIlMHH.
Lle nmae 3mory 3Ha4HO MIJBUINUTH HPOJYKTUBHICTH
cucteMu Ha sapi onepauiitHoi cuctemu (OC) Linux 2.4,
ayie TIPY BUKOPUCTaHHI siipa 2.6 MPUPICT MPOTYKTUBHOCTI
HE3HAYHWI. 3arajoM CXeMy IIepeXOIUIeHHs MOl 3
BipryanizoBanoi OC nozxaHo Ha puc. 1.

[epeBaroto 3ampoNOHOBAHOTO MiAXOMY TMepen Bimo-
MUMH HUHI pitieHHsMH [1] € BiACyTHiICTH HEOOXiTHOCTI
BHOCHTH 3MIHM Yy BHXIJIHHA KOI SJIpa TOCTHOBOI UM

xoctoBoi OC, HEMOXKIHUBICTh BHUSBUTH Ta 3a0JIOKyBaTH
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3aco0M MOHITOPUHTY, MOXJIMBICTh BipTyamizamii Oinb-
IIOCTI BIJIOMUX HPOLECOPHUX apXITEKTYP.

CucrteMHI BHWKIMKA € MPOIIAPKOM MIK anapaTHUM
3a0e3MeueHHsIM Ta MPOIecaMH, M0 MPAIfOI0Th Y MPOCTOopi
KopucTyBaua. llefi mpomrapox Npu3HauYeHUM A7S TPHOX
royiopHux 1ined. [lo-mepure, BiH 3a0e3neuye aOCTpaKTHUI
iHTepdeiic MiXx amapaTypor Ta HPOCTOPOM KOpUCTyBaua.
Hanpukian, mig yac 3anmucy abo YUTaHHS JaHUX 3 (aiiia
Ul TIPUKJIAJHUX TIporpaM HE Mae 3HA4eHHS THI
JKOPCTKOTO JIMCKa, CEpeAoBHINe, HOCIH iH(opMmarii, i
HaBiTh (hailioBa cUcTeMa, Ha sAKii po3mimeHuid ¢aiii. [To-
Jpyre, CUCTEMHI BUKJIMKU TapaHTYyIOTh Oe3neKy 1 cTalinib-
HicTh cucteMu. OCKUIBKH SApO TIPAIFOE TOCEPEIHUKOM
MK pecypcaMH CHCTEMH Ta MPOCTOPOM KOpPHUCTyBaya, TO
BOHO MOXK€ MpUHAMATW pIllleHHS PO HAAaHHS JOCTYIy
BIJIMIOBIZTHO 710 MpaB KOPUCTYBayiB Ta IHIIMX KPUTEPIIB.
Hampuknaz, 1me qae 3Mory 3amo0irTd MOXKIUBOCTI Hempa-
BWJILHOIO BUKOPHCTAHHS amapaTHUX pecypciB mporpa-
MaMH, 3aXOIUIEHHSI Oy/Ib-SIKHX PECYPCIB y IHIIUX Mporpam,
a TaKoX MOXIIUBICTh 3amoIisSHHA IIKOAU cuctemi. I,
HapelITi, OIMH 3arajbHUIl MIap MIX IPOCTOPOM KOpHC-
TyBaya Ta PEIITOI0 YacTUH CHCTEMU HAJa€ MOXIIHUBICTh
3IHCHUTH

BipTyajlbHE  yIpaBIIiHHA

omnepariiHii cucremi LinuxX cHCTeMHI BUKIHMKU € €IUHUM

npouecaMu. B

3ac000M, 3aBISKA SIKOMY KOPUCTYBAIlbKi TPOrpamMu
MOXXYTh B3aEMOJISATH 3 SAPOM; BOHHU € €IUHOI0 3aKOHHOIO
TOYKOIO BXOXLy B szapo. lHmi iHTepdeiicu sapa, Taxi, sK
¢aiinu npuctpois abo daitnu Ha QaiinoBiit cuctemi /proc
3BOMITHCS JI0 3BEPHEHHS Yepe3 CHCTeMHI BUKIUKH. Takum
MEXaHi3MOM, SIKHH MO)K€ TOAaTH CHTHal SIpy, €
IIpOrpaMHE TIEPEPUBAHHA — CTBOPIOETHCA BHUHATKOBA
cutyanis (exception) i cucTeMa NMEPEMUKAETHCS B PEKUM
spa JUisl BUKOHaHHs 00pOOHKKa 1i€1 BUHATKOBOI CHTYaIlil.
OOpoOHKMK BHHATKOBOI cHUTyallii y IOMY BUMNAIKy i €
00poOHMKOM cucTeMHOro BUKIMKY (system call handler).
Hns anapatHoi mmardopmu x86 1e mnporpamHe Iepe-
pHBaHHS BH3HAYCHO SK iHCTPYyKIIis mporecopa int $ 0x80
[5]. Bona npuBoauTh B [Jif0 MEXaHI3M NEPEMHUKAHHS B
PEKUM siZipa 1 BUKOHAHHS BEKTOpa BHHITKOBOI CHTYyaIli 3
HoMepoM 128, sikuii € 0OpOOHMKOM CHCTEMHUX BUKIIHKIB
system_call (), 110 3ayeXUTh BiJ] amapaTtHoi IaTGopMH i
BU3HaueHuit y ¢aitni entry.S. ®ynkuis system call()
nepeBipsie NPaBUWIBHICTh MEPEIAHOT0 HOMEpPa CUCTEMHOTO
BUKIIMKY, TOPIBHIOKOYH #oro 3i cranoi
NR syscalls.
nopiBHioe 3HaueHHI0O NR syscalls, To ¢yHKIis moBeprae

3HaueHHsA - ENOSYS. B iHmomMy BUMagKy BUKIMKAETHCSI

3HAYCHHSM
SIkmo 3HaueHHsT HoMepa Oinmbime abo

BiZMOBiqHMI cucTteMHuid Bukiuk: call * sys call table (,%



BumiprosanbHa mexHika ma mempornogis, Ne 70, 2009 p.

eaX, 4). OCKUTBKM KOKEH CJIEMEHT TaOJHIll CHCTEMHHX
BUKJIMKIB Mae JOBXHMHY 32 Oitm (4 Oaiit), TO sapo
MHOXXUTh 1€l HOMEp CHCTEMHOI'0 BHKIMKY Ha 4 s
OTpHMaHHSA MOTPIOHOI MO3WIi B TaOJMI CHCTEMHHX
BHKJTUKIB.

Jlis HOBHMX mpolecopiB 3'SBHJIACS HOBAa IHCTPYKIIiS
sysenter [5]. Lla ¢yHKIig 3a0e3meuye OiTbII MIBUIKUI Ta
CICIIaTi30BaHUN CMOCIO BXOAYy B SAPO JJIsI BHKOHAHHS
CHCTEMHOI'0 BUKJIMKY, HI)K BUKOPUCTaHHS 1HCTPYKIIi Mpo-
rpamMHOro TepepuBaHHs - int. [ligTpumka Takoi QyHKmii
Oyma momaHa B sapo 2.6.X. HesamexHo Bim Toro, sk
BUKOHYETHCS CUCTEMHHMH BHKIMK, OCHOBHHM € Te, IO
MPOCTIp KOPHUCTYBayua 3yMOBIIIOE BHKJIIOUHY CUTYallif0, a0o
TepeprBaHus, Mo00 BHUKIMKATH mepexin B sapo. Ilikaso,
mo B OC Linux peangi30BaHO 3HAYHO MEHIIIE CHCTEMHHX
BUKJIMKIB, HDXX Y 0araThoX iHIINX ONepaniiHuX CHCTeMaXx.

3rigHo 3 [3] mponenypa mepexoruieHHs Hoaid (iHTpo-
CMEKLIHHOr0 aHami3y) y BIpTyali30BaHOMY CepeOBHIII
CKJIaJIAETHCA 3 TAKKX KPOKIB:

1) Buokpemnenust ¢yHKIid, mo OepyTb yd4acTb B
00poO1Ii TepeprBaHb Ta BUKOPHUCTOBYIOTHCS I Biyia-
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TOIDKEHHS rinepBizopa Ta poOOTH 3 maM’SITTIO BipTyalbHOT
MaIlIHH:

— TEPEeXOIUICHHSA IHCTPYKIIH, IO TepenaloThCs Bif
BipryanizoBanoi OC zo rimepsizopa;

— aHaJi3 IHCTPYKILiH;

— 30epeKEHHS Pe3yIbTATIB aHAITI3Y.

2) Awmani3 BXigHOI iHpopMaIlii:

— aHaJi3 IHCTPYKLiH 3 rinepsizopa;

— aHaJi3 apryMEHTIB CHCTEMHHX BUKJIHKIB.

3) Amnani3 ctpykryp sapa OC Linux:

— 3 BHOKpPEMJICHHAM ajipec BKa3iBHHUKIB (CTPyKTypa
mm_struct) CerMeHTIB JaHUX, CErMEHTiB KOOy Ta cer-
MEHTIB CTeKa B OIIEpaTHUBHIN maM’sTi BipTyamizoBanoi OC;

— 3 BHOKpPEMJICHHSIM ajipec BKa3iBHUKIB Ha 3aITyllleHi
HACTYITHWH, TMONEpeqHild, Ha3BH MpOIeCy i HOro craH
(cTpykTypa task struct).

B ymoBax notouHoi crabinbpHOi Bepceii sapa Linux 2.4 €
6m3pK0 230 CHCTEMHMX BUKIIHKIB, J€SKI HAMBa)KIUBIIII 3
HUX, sIKI Hal4acTille BUKOPUCTOBYIOTBCS 1 IIiKaBi JUIs
MEPEXOIUICHHS 3aco0aMU IHTPOCHEKIITHOTO aHaji3aTopa,
HaBeeHo B Taou. 1.

Tabnuys 1
Onuc ocHoBHUX cucTeMHHMX BUKJIUKIB OC Linux
Ha3Ba cucteMHOro BUKIHMKY Omnuc ID
sys_read BuxopucroByeTbes Ui unTaHHs 3 daiinis 3
sys_write BuxopucroByeTbes Ui 3anucy y daiinm 4
sys_open BHUKOPHUCTOBYEThCS TSl CTBOPEHHSI YU BiIKPUTTSI 5
(aiinis
sys_getdents/sys getdents64 BukopucroByeTbest 1 OTpUMaHHS JICTHHTY BMICTY 141/220
JupekTopii (Tak, sIK 1 /proc)
sys_socketcall BuxopucroByeTbes 7151 KepyBaHHS COKETaMU 102
sys_query_module BuxopucroByeTbes 7151 3aNIUTY 3aBaHTAXKEHUX 167
MOZYJIB sapa
sys_setuid/sys_getuid BukopucroByetsest s kepyBanas UIDs 23/24
Sys_execve BukopucroByeTbest 11 BUKOHAHHS OiHapHUX daiiniB 11
sys_chdir BukopucroByeTbest 1 3MiHU TOTOYHOT TUPEKTOPIT 12
sys_fork/sys clone BukopuctoByeThest U1 CTBOPEHHS TPOLIECY- 2/120
HaIlaka
sys_ioctl BuxopucroByeTbcs i pobOTH 3 IPUCTPOIMHU 54
sys_kill BukopucroByeTbest 1 BiAPaBKH CUTHAIIIB 37
npornecam
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Qemu BUKOHYE TPaHCIIIIO IHCTPYKLIN Mporecopy
6nokamu [4]. 3aBasku 100pe MPOAYMaHOMY TPaHCIATOPY
onepaTopH, IO TPaNIOIOTh 3 IaM’STTI0, 30KpeMa 3i
CTEKOM, 3aMIHAIOThCS Ha BIAMOBIJHI aHAJOTH 3 TIIepe-
BIPKOIO TPaHMIIb Ta KOPEKIE0 ajipec.

[IpyHIMTT BUKOHAHHS CHCTEMHHX BUKIHUKIB TOJNATAE B
3aHECEHHI apryMeHTiB MOTPIOHOrO BUKIMKY B PETICTPH Ta
BUKOHaHHS nepepuBaHHs (iHcTpykuis 0xCD). Bukonanus
CHCTEMHHX BHKIIMKIB BiIOYBa€ThCS TaK:

1. V perictp EAX 3aHOCHTBCA HOMEpP CHCTEMHOI'O
BUKIIUKY.

2. 'V pemty perictpie EBX, ECX, EDX, EDI, EBP ta ESI
3aHOCSTHCS 3HAYECHHSI apTYMEHTIB BiJINOBIIHOT (QYHKIIIT.

3. BuxoHyerbcs BUKIHK nepepuBanHs (int 0x80).

4. 3HaveHHs PETiCTPiB Mpolecopa 30epiraloThCs B CTEK.
5. SAopo OC  BHKOHYE aJpecoro
sys_call tabletEAX.

6. 3HaYeHHs PeriCTpiB MPOIECOPH BUTATYIOTHCS 13 CTEKa.

BHUKIIUK 3a

7. Pe3ynpraTr CHCTEMHOTO BUKIHKY 3aHOCUTBCS B PETiCTp
EAX.
8. BHKOHYEThCS IHCTPYKIIS TIOBEpHEHHS YIPaBIiHHS
HPOILIECOM.

Hasenemo (dhparmeHT KOy

TINEePBI30POM 3 BUKIUKOM SYS_€XeCV y PeXKHUMI in_assm:

TPaHCJIbOBAHOI'O

IN:
0xc010761c: sub $0x8,%esp
0xc010761f: mov %ebx,(%esp,1)
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0xc0107622: mov
0xc0107626: mov
0xc0107628: mov
0xc010762a: mov
0xc010762¢c: mov  $0xb,%eax
0xc0107631: mov %ebx,%ecx
0xc0107633: push %ebx
0xc0107634: mov  %esi,%ebx
0xc0107636: int $0x80

[lpu peanizamii NPOEKTy BHKOPUCTOBYBAJIUCH HE
TIABKM pifHI cTpykTypu Qemu, ane # CTPYKTypH, IO
MmictaThest y sapi Linux. Jlo ocraHHIX —HallexaTb

%esi,0x4(%esp, 1)
%edx,%ebx
%eax,%esi
%ecx,%edx

task struct, mm_struct Ta vm_area struct. 3HaHHSA [HX

CTPYKTYP
CUCTEMHOI'O BUKIIUKY i mpouecy, uo MOro BUKOHAB.

HEoOXifHe Ui KOPEKTHOTO  ITOPIBHSHHS

OCHOBHOIO CTPYKTYpPOIO, 5IKa BUKOPHUCTOBYBAJIACh MPH
peainizanii npoekty, Oyiaa ctpyktypa CPUState, mo nae
OpSMHUIA JTOCTYI IO PETICTPIB BIPTyaJbHOTO Mpolecopa
(6a3oBux, mpanopuiB, FPU, MMX Ttomio), siki MaroTh
BUTJISA] IEKITBKOX MACHBIB!

—_

regs — 0a30Bi pericTpu.

segs — CeTMEHTH.

fptags — perictpu crany FPU.

fpregs — perictpu crany FPU.

Xmm_regs — BHYTPIIIHI 3MiHHI eMyIsTOpa.

AN S

dr — pericTpH BiJuIaro/pKeHHsI.
OTxe, MOXIHBO IHTEpIpEeTyBaTH Taki (parMeHTH
GiHapHOTO TPaHCIATOpA:

73: v=80 e=0000 i=1 cpl=0 1P=0010:c0107443 pc=c0107443 SP=0018:c036bfd0 EAX=00000078
EAX=00000078 EBX=00010f00 ECX=c0105030 EDX=00000000

ESI=c036bfd0 EDI=c0105000 EBP=0008e000 ESP=c036bfd0

EIP=c0107443 EFL=00000202 [------- 1 CPL=0 II=0 A20=1 SMM=0 HLT=0

ES =0018 00000000 ftftftff 00cf9300

CS =0010 00000000 fftftftf 00cfHa00

SS =0018 00000000 ffffftft 00cf9300

DS =0018 00000000 fftfffff 00cfH300

FS =0000 00000000 00000000 00000000
GS =0000 00000000 00000000 00000000
LDT=00a8 c0325e20 00000027 c0008232
TR =00a0 c03a2800 000000eb c000893a
GDT=  ¢0324{00 0000011f

IDT= c03a2000 000007{f

CR0=80050033 CR2=00000000 CR3=00101000 CR4=00000690

CCS=0000000c CCD=00010f00 CCO=LOGICL

Ha 73 nepepuBaHHi BiIOYBa€ThCS CUCTEMHHUH BUKIIHK
(Ha 1e Bka3ye BekTop mepepuBanHsi 80) BiIOyBaeThcs
CHCTeMHHMI BHUKIUK Sys close (3HaueHHs B pericrpi

EAX=120). InTepnperanito 1poro gparmMmenTa BUKOHAHHS
CHCTEMHOTO BUKJIHMKY MU BUKOHYeMO 3 (aiina helper.c y
¢yHkuii do_interrupt:
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void do_interrupt(int intno, int is_int, int error_code,
target ulong next_eip, int is_hw)
{
if ((intno == 0x80)&&(is_int == 1)) log_syscall main(env);
if (loglevel & CPU _LOG INT) {
if ((env->cr[0] & CRO_PE _MASK)) {
static int count;
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fprintf(logfile, "%6d: v=%02x e=%04x i=%d cpl=%d [P=%04x:" TARGET FMT Ix " pc="TARGET FMT Ix"

SP=%04x:" TARGET FMT Ix,
count, intno, error_code, is_int,
env->hflags & HF CPL_MASK,
env->segs[R_CS].selector, EIP,
(int)env->segs[R_CS].base + EIP,
env->segs[R_SS].selector, ESP);

Jis moOymoBu JiepeBa MpOLECIB BUKOPHUCTOBYBANACh
3rajiaHa Buile CTpykTypa task struct [5]. V miii ctpykTypi
MOXXHa2 BHOKPEMHUTH YOTHPH BaXXJIUBI 3MiHHI, a came
VHIKaJIbHUI  ineHTudikatop mnpouecy (PID), HasBy
mporecy (3aie)kHO Bim Bepcii sapa 16 a6o 20 cMMBOIMIB),
BKa3iBHUKM Ha TonepenHiii (prev_task) Ta HacTymHuMiA
nporec (next_task). Ha nepmmii 6aTpkiBcbkuii mporec OC
Linux mocunaerscs BKasiBHUK init task union (puc. 2),
agpeca sikoro 30epiraeTbcsi B Qaiimi System.map, 110
cTBOproeThesl mipu kommiysii sapa OC [4]. ¥V 1mpomy
camoMy (aiiii MICTUTHCSI BKa3iBHHK Ha TIOYATOK TaOJHUII
CHCTEMHUX BHUKIHKIB sys_call table. Bennuuna ctpykrypu
task struct 3anexuTth BijJ Bepcii sipa Ta MOXe KOJIMBATUCh
Big 2 K6 no 16 K6. MakcumainpHa KiTbKICTh POLECIB, 110
ma OC Linux,

OOMEXYEThCSI 3aJIeKHO BiJ Bepcii supa i CymMapHOro

MOXYTh OYTH OIHOYACHO 3amyIlIeHi

00’eMy mam’siTi, MO BUIUIAETHCS i npouecu (Ams siipa
2.4 ue — 3 I'0). [epumii nporiec Mae Ha3By swapper. [lig
npouecH, Mo BHKOHYIOThCS B OC Linux, BUAIISIOTHCS
okpeMi cermeHtn nam’sti. Perictp EIP wmictuth aapecy
OCTaHHBOI ~ TPAHCIHOBAHOI KOMaHIM 13  CErMeHrTa,
BkazaHoro B perictpi CS. CneniaibHi BHYTPIILIHI PEricTpH
rifnepBizopa MICTATh aJpecH Ha MOYaTOK i KiHelb OJIOKiB
TpaHcisimii  (sysenter, sysexit) camoro rimepaizopa.
3natoun agpecy CS:EIP mepen cucreMHMM BHKIHKOM 1
Malo4M BKa3IBHUKM Ha CTPYKTYpy mm_struct KOXXHOTO
MPOLIECY, MOXKHA TOPIBHITH OKPeMi CUCTEMHI BHKIUKH Ta
MPOLECH, MIO X IHILIIOBANIHN, Yepe3 MPHHAIEKHICT aIpecH
CS:EIP o cermenTa JaHUX OKpEMOI'0 IIPOIIECy.

Snpo mopmae aapecHUil TPOCTIp NpoLECY y BHIVISAL
CTPYKTYpH JaHHX,

nam'siti. Llst ctpykrypa Mictuth Bclo iH(OpMALiio, sKa

sAKa Ha3UBA€TbCA HOECKPHUIITOPOM

BITHOCHUTBCS O  aAPECHOr0  MPOCTOPY  MPOIECY.
Jeckpunrop mam'sti HOPMYEThCS 3a JOIMOMOTOK CTPYK-
Typu struct mm_struct, sKa
<linux/sched.h>.

BUKOPUCTOBYHOTH CETMEHT Ta 3MiI_[IeHH$I. CerMeHT sBis€

BU3Ha4YeHa Yy (aiiii

Jdns mpsmoi  poboTu i3 maMm’sSITTIO
co00I0 ajJpecy BHUAUICHOrO OJ0Ka maM’sTi, JOCTYH IO
SIKOT'O He 3a00pOoHeHHH (3aXHWIIeHUH pexuMm). BuminsioTs
CEerMEHT JaHWX, CETMEHT KOAYy Ta CEerMeHT cTeky [4].
Bka3iBHUKM Ha TIOTOYHI CETMEHTH 30epiralorbcs Yy
BimoBimHKX perictpax mpouecopa EIP, DS, CS ta SS. V
3aXHIIIEHOMY PEXUMI SIPO CTEKUTH 38 TUM, MO0 CETMEHT
JIAHUX Ta CErMEHT CTeKa Oyiu 3axwWilleHi Bix 3amycky. B
OC Linux cerMeHTH NaM’ATi AApa Ta KOPUCTYBAlbKi
CErMEHTH IIaM’sITi PO3iNIEHi.

[lpn mnpsMoMy JIOCTymi JO TaM’sTi BipTyalbHOI
MalllMHA HEOOXiJHO BpaxOBYBaTH 3MILICHHS MOYaTKY
BipTyanbpHoi mnam’sTi BigHOcHO (izmunoi [6]. Ilpwm
KOIIIIOBaHHI JaHMX B JEIKUX BHUIIAJKAaX € IIEBHI HIOAHCH,
SKi MOTPiIOHO BPaxOBYBaTH, SK HANPUKIAJA, JOBXHHA
Oydepa npu gocTyri 10 AaHUX 4Yepe3 BKa3iBHUK Ha PSJIOK
(3minHa Tumy char *). SIkuio uepe3 omuH 3 apryMeHTIB He
nepeacThCsl JTOBXKHHA psAKA, PO3MIp JIUISHKH TaM’sTi,
SIKAH MOTPiOHO CKOMIIOBATH, HEBIJOMHU.

Po3pobnena Hamu mporpaMa aHaiizye BXiJHI JaHI y
BUTJISIII 3HAYEHDb MEpEpUBAHb Ta aJpec Mam’sTi, aHaji3ye
CHCTeMHI BUKIMKM Ta CTPYKTYpU JaHUX 1 30epirae
HeoOXiiHI pe3ynbTatu y ¢aiin (puc. 3). Y upomy npukiami
KOy MH JIEMOHCTPYEMO IHTEPHPETALI0 CHCTEMHOrO
BUKIMKY #11 sys_execve, skl BiIIOBiZae 32 BUKOHAHHS
OinapHux mnporpam. DakTHYHO 3aBISKH 1 MU 3MOXKEMO
BIJICJTIIKYBaTH KO)KHY BUKOHaHY 3JIOBMUCHUKOM KOMaH]Y,
a depe3 BHUKIMK Sys Write mo0auyuTu pe3ynbrar il

BHUKOHAHHA.
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Puc.2. Ilooanns npoyecis y nam smi OC Linux[5]

BHeceHHsSIM HEOOXiAHUX 3MiH y BUXIAHUHA KOJ Tinep-
Bizopa Qemu OyJl0 TOCSATHYTO IOCTaBJIeHE 3aBIaHHS 0e3
ICTOTHOTO 3HW)KEHHS TMpPOXYKTUBHOCTI. 3 OIsAy Ha
CTPYKTYpHHM TiJXiA NpuU BUKOHAHHI Timepsizopa Oyao
HEJIOIIIFHO KOMOIHYBaTH HOro 3 00’€KTHO-OPI€HTOBaHUM
void log_syscall main(CPUState *env)

{

switch(env->regs[R_EAX]) {
case 11:

migxomgoMm. Tomy Bci Momudikamii BUKOHAHO Y BHIVISI
OKpeMHX (yHKILH.
OTPHMaHHS MOJi1 BUKOHAHHS POrpaMHU y BipTyalli3oBaHii

HaBenemo npuxmax xomy mis

OC uepe3 po3pobiaeny HaMu QyHkIit0 log syscall main:

cpu_memory rw_debug(env,env->regs|[R_EBX],buf[0],64,0);

fprintf(syscall_list,"sys_execve(%os)\t\t\n",buf[0]);

TecryBaHHs cucTteMH. [IpakTuyHe TecTyBaHHS IpOr-
pamHOro 3a0e3neueHHss BUKOHYBajJOCh Ha OIepaliiiHii
cucremi Novell SLES 10.1(sapo Bepcii 2.6.16) ta Novell
OpenSuse 11(sapo 2.6.24). Sk BipTyanizoBaHa onepaiiiHa
CHCTeMa TIpH TECTYBaHHI IPOTPAMHOro 3abe3MedeHHs
BukopucroByBanack OC RedHat 8 (sgpo 2.4.18). Vci
TECTyBaHHs 3JIHCHIOBAIIMCh Ha HACTYMHIN KoH}iryparii
AMD Athlon 2600+, 1,25 I'6 O3I1. [Ins ¢yHKkiioHyBaHHS
BiptyansHoi OC Buainsuiocs 256 Mo O3I1.

B pesymbrari TectyBaHb Oyno 3adikcoBaHO BCi
BUKOHaHI 3JIOBMHCHMKOM KOMaHIM (depe3 IepeXOIIeHHSA

BUKJIHKY Sys_execve), BiJIKpHUTI daitnu

(sys_open/sys_close), MOPOJIKEH1 MIPOLIECH Ta
Moau(ikoBaHi MUISHKY mam’siTi (AuB. puc. 3), a Takox
pe3yNbTaTi BUKOHAHHS IUX Tporpam, siki Oyiau BHBeEHI
Ha KOHCOJIb 3JIOBMUCHHKA (Sys_Write).

Jl1s BU3HAYEHHs MPOAYKTHBHOCTI CHCTEMH BHKOPHC-
TOBYBAJIMCh YTHJIITH Ta BCTAHOBJIEHE MNporpamHe 3ade3-
TIeYeHHs, HaBeJeHe y Ta0u. 2. 3HMKEHHS MPOILYKTUBHOCTI
rimepBizopa micis peaiizamii TMPOEKTY CTAHOBWIIO He
Oinpire HDK 5—7 % HOPIBHAHO 3 OPUTIHAJBHOIO BEPCi€lo

(puc. 4).
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% Edit View Temminal Tabs Help up

1_list |grep exec RX ]'.lﬂ.l::kE:'

TX packe

collisio B txqueuelen:@

BX bytes:892 (B92.8 b) TX bytes:B892

[rootRlocalhost rootlft ls

[rootPlocalhost rootl#f ping
Usage: ping [-LRUbdfngrvVafl [-c count]l [-1i in
[-p pattern] [-s packetszizel [-t t
[-M mtu discovery hintl [-3 sndbufl
[ -T timestamp option 1 [ -Q tos 1
[root@localhost rootl#t who
= Terminal ttyi Jul 5 28:58
Fle EH View Temind Tabe  Help [root@localhost rootl# uname -a
Linux localhost.localdomain 2.4.18-14rdr #1 Tu
6 1386 GMU-Linux
[rootPlocalhost rootld# cp
dore-ng .bash_profile
dore-ng-B8.56.tgz .bashrc
.bash_history .cshrc
.bash_logout d
[rootPlocalhost rootl#t cp d.o c.o
[rootPlocalhost rootl#f _
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Apache 2.2 Nbench Gzip Make
O OpwuriHarnbHa Bepcis B\ Bepcis npoekTy
Puc. 4. Ilopignsnvha diazpama npoOyKmueHOCmi OpUSIHATLHOO
cinepgizopa Qemu ma 8epcii npoekmy
Tabauys 2
3aco0u BUMipIOBaHb U1l PO3PAXYHKY BTPAT NPOAYKTHBHOCTI CHCTeMH
[Mporpamue 3abe3neyeHHs Bepcis Koudiryparmis
Tunosa koHdirypauis i3 3amyckoM y pexxumi Apache Worker
Beb-cepBep Apache 22 Piryp 4 yp P
MPM

Nbench 222 TumnoBa KoHQIryparis
GZip 133 ApxiBanis ¢aiina (256 M0O)
Make 3.8.0 Kommninsuis simpa 2.6.15
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BucHoBKH. Y cCTaTTi ONMMCAHO peai3ailildc HOBOTO
MiX0My N0 TPHXOBAaHOrO 30HMpaHHS iH(oOpMaIii mnpo
JUSUTBHICTh 3JIOBMHCHHKA Ha CHCTEMi-TIpUMaHIli. Takok
BUPIIIEHO OJHY 3 HAMTOJIOBHINIMX MPOOJeM Oe3MeYHOro
CTIMKICT IO

3aCTOCYBaHHA CUCTEM-TIDUMAHOK  —

PO3KpUTTS Ta OJOKYBaHHS 3aco0iB  MPHXOBAHOIO
MoHITOpHHTY. Hajani miaHyeTbest po3IIMpEeHHsT MEXaHI3My
iHTepnpeTanii mofii s BipryamizoBanux OC Ha 06a3i
Microsoft Windows.

e omHMM BaXIMBUM JOPOOKOM, HaJ SIKUM HaMH
BeIeThCS poboTa I MaiOyTHHOrO €(PEKTHMBHOTO BUKO-
PUCTaHHS CHUCTEM-TIPUMAHOK, € MOJJIUBICTH KOHTPOJIIO
¢aiinoBux pecypciB Ta OINEpaTUBHOI Mam’sTi Ha Ipo-
HHUKHEHHS BIpYCIiB Ta IHIIIOTO HIKIJIMBOTO KOAY.

VY 3amnpornoHOBaHOMY pillleHHI BHPIIIEHO MIe OAHY
BaXKJIMBY MPOOJIEMY CUCTEM-TIPUMaHOK — MOXKITHBICTh PO3-
roptaHHs GepMu BIpTyaJbHUX NPHUMAHOK [7] HA OZHOMY
cepBepi 3aBasku Bipryamizanii OC Ta IEHTpaIi30BaHOMY
MOHITOPHHTY BIPTyaJIbHOT MEPEXi.

BaxjiMBUM MOMEHTOM /ISl TTOAAJIBIIOTO 3aCTOCYBAHHS
MeXaHi3My € MPaBWIBHUIA BHOIp JaHUX, SKUH MH XOTLIH O
OTpUMYBATH (OCKUTBKH 3a3BUYail KypHaIM peecTpaiii BCix
CHCTEMHHX IOJii € HaJ3BUYaliHO TPOMI3JIKUMH), & TOMY
HeoOXiqHO (opmalizyBaTH MeXaHi3M MOHITOPHHTY JIMIIIE
HalfHeOOX1IHINX (parMeHTiB aTakH.

PearizoBaHe nmporpaMHe 3a0e3reueHHs 1aji0 MOXKIIUBICTh
BUKOHATH JOCII/DKEHHs, SKi CBiTY4aTh TNpo e(eKTHUBHICTH
BUKOPHCTaHHs TPOTrPaMHOTO 3a0e3neyeHHs JUTST
TIOBHOIIIHHOTO 1 BiMOBOCTIiiKoro MosiTopuHry OC, st
BUSIBJICHHS! LIKI/JTUBOTO MPOrPaMHOro 3a0e3MeyueHHsl, 00Ky

aKTHBHOCTI TPOrpaMHOro 3a0e3leueHHs, 30KpeMa aHo-
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MaJIbHOI TOBEMIHKM (BUKOHAHHS IiJMIHM CHCTEMHHUX BHUK-
JIMKIB, MIMiHA MOJYNIB sipa TOIO), aHaJi3y MOIIMPEHHS
BIPYCHOTO Ta TPOSHCHKOI'O IPOrPaMHOTO 3a0€3MCUCHHS.
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