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Bu3zHaueHo pu3MKH BUKOPHCTAHHA HUGPOBMX AKTUBIB Yy JislJIBHOCTI BipTyaJbHHUX
NMIANPHEMCTB, 10 AKHX 3apPaX0BaHO MOJIMBICTbH BUKOPUCTAHHSA BipTyaJbHHUX miaatgopm Aas
Jeranizanii 10xoliB, OTPUMAHUX 3JIOYMHHMM NLIAXOM; (iHAHCYBAHHA TepPOPU3MY TOIIO;
TiHi3aUio 10X0iB, OTPUMAHUX cY0' €EKTaMM KYHiBJi-MPOAaXY BipTyajJbHUX TOBApPiB, YHUKHEH-
Hfl ONOJATKYBAHHS; 3JiliCHEHHs PO3PaXyHKOBMX omepaniii Ta ykJaJaHHA cMapT-I10roBOpiB
ocodamMu, 10 He AOCAIIM BiINOBITHOr0 BiKy a00 3 00MEKEeHOI0 Mi€3NaTHICTIO; MOIIMPEHHSA
maxpaiicTsa, 30kpema nugppoBoro maxpaiictea (Kibeparaku, KOpnopaTuBHe IHIIMMTYHCTBO TOIIIO).

KarouoBi cioBa: pusuku, nudpoBi akTHBH, BipTyajbHi opradizauii, BipTyanbHi peui,
unppoBi ToBapu, uM¢poBi maxpaiicrTaa.

IMocTanoBka npodJaemu

[portecu NpoHUKHEHHS B yci chepu TISUIBHOCTI JIFOAWHM, CYCIUIbCTBA 1 JAepkaBH iH(OpMaIliiiHO-
KOMIT' FOTEPHHUX TEXHOJIOTIH Ta TEMEeKOMYHIKAIIHUX MEpEX CTAIOTh KaTalli3aTopaMH PO3BUTKY HWBLT3aIl] B
XXI cromitri. HoBi TexHOII0TIT Ta 3ac00M KOMYHIKaIlii 3a0€3MeYyr0Th SKOHOMIIO Y4acy Ta pecypciB, 103BOJISIFOTH
OTPUMYBATH TIOJITHYHI, €KOHOMIYHi, TEXHOJOTIYHI Ta iHIII IepeBard sk y ITUIaHi JIOCSTHEHHS 1HTepeciB
OKpeMoi ocolH, Tak 1 B MaciiTabax TpyIl Jrojel, KpaiHu, perioHy, CBITOBOi cHibHOTH. POpMyeThCs HOBa
SKICTh €KOHOMIYHHX B3a€MOBITHOCHH — IIU()pOBa €KOHOMiKa. Pa3oM 3 MOmmMpeHHsSM TBOPYMX MOMIIUBOCTEH,
BUHHUKHECHHSIM HOBHX ()OPM EJIEKTPOHHOI KOMEpIIii, SIKE CTBOPIOE ENEKTPOHHE CEpEeNOBHIIE, IHTEHCHBHHM
PO3BUTOK iH(pOPMAIIHHO-KOMYHIKAIIHHUX TEXHOJIOTIH CTBOPIOE HOBI MOYJIMBOCTI IS peasti3ailii 3arpo3 siK
HaIliOHaNBHIN, Tak 1 mpuBaTHIA Oe3neri. Taki 3arpo3u MOXKYTh OyTH TIOB'si3aHi 3 TIOPYIICHHSIM BHU3HAYEHHX
PEXUMIB BUKOPUCTaHHS iH(OOPMAIIHNX Ta KOMYHIKAIiHHAX CUCTEM, BUKOPUCTAHHS MOXITMBOCTEH CydacHHX
iH(OpMAIIHUX TEXHOOTH [Tl BOPOXKUX, TEPOPHCTHIHUX Ta 1HIINX MPOTHIIPAaBHUX Aiil. Ha cydacHoMy erarti
MUTaHb (POpMyBaHHS IUPPOBOI EKOHOMIKM B HAYKOBIHl JliTepaTypi pu3rKaM BHKOPHCTAHHS ITH(POBUX aKTUBIB
y JISUTBHOCTI BIPTYAJBHHX MIANPUEMCTB MPHUIUISIOT, HETOCTATHIO YBary, IO 3yMOBJIIOE HEOOXITHICTH
MPOBENICHHSI TEOPETUYHHUX Ta MPUKIIAJHAX JOCTI/PKEHb Y IIbOMY HATPSIMKY.

AHaJi3 0CTaHHIX JOCHiTKeHb | myOsikamiii
TeopeTHKo-paBOBI Ta METOJWYHI OCHOBM BHBYCHHS BIPTYaJIbHUX BIiJHOCHH OYyIIO 3aKNIajeHO
OaraThMa BITYM3HSHUMH Ta 3apyODKHHMH BUCHHMH, IO 3a0e3rmeunsio 0aszy Juisl JOCTIIKEHHS MpodieM
(dhopMyBaHHsI 1 ympaBJiHHS BIpTyaJbHOIO Oprasizaifi€ro. Po3poOseHHSIM IMX MpoOiieM 3aiiMaiiucs Taki
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BueHi, sk [. I'. Topbynos, K. B. Ebpemona, C. C. 3aiikosa, [1. B. Isanos, JI. A. JleitnoneHn, B. M. Pycunos,
O. I. llanega, I. Honaka, M. Yopuep, M. Biruens Ta inmi. Ha cydacHoMy erarni nutaHHIM (OpMYyBaHHS
Ta YNpaBIiHHS BipTyaJlbHOI OpraHi3ali€l0 B HAyKOBIH JiTepaTypl NPUAUISIIOTh HEAOCTATHBO yBard, IIo
3YMOBIIIOE HEOOXIIHICTh TPOBEJCHHS TEOPETHYHHX Ta NPUKIAJHHX JOCIIDKEHb y IBOMY HampsMi,
30KpeMa 1010 PAKTHYHHUX acleKTiB BUKOPUCTAHHS IIU(DPOBUX aKTHBIB Y JISUTEHOCTI MiANPHEMCTB.

i crarTi
Mera pobotu monsrae B ineHTU(IKAIl PU3UKIB BUKOPUCTAHHS IU(PPOBUX aKTUBIB y IisUTBHOCTI
BIpTYaJbHMX MIANPUEMCTB, BHM3HAUEHHI CKOHOMIYHHMX Ta COLIAJbHUX HACTIIKIB Ui CYO €KTIB
BIpTyaJIbHHUX BiTHOCHH.

BukiageHHsi 0CHOBHOTO MaTepiany

MacoBe nepeHeceHHs JIIobME 1X iH(pOpMAIiHOT aKTHBHOCTI Y BIpTyalbHHI BCECBIT, ()OpPMYBaHHSI OH-
JMaWHOBHX CHUTGHOT, CTBOPEHHS B BIPTYyaIbHOMY MPOCTOpi HU(POBOI EKOHOMIKH IiIBUIIYIOTH POJb
BIPTyaJIbHUX OpraHi3aiiii y po3BUTKY iH(opMariiiHoro cycminsctBa. Came BIpTyaibHI CTPYKTYpU € ChOTOJHI
HaHOTIEPCIEKTUBHIIIMMEI (hOpMaMKl YIOCKOHATICHHS YIPABIIIHHS OpraHizalli€ro, MiIBUIICHHST e)eKTHBHOCTI Ta
SIKOCTI, MPOTYKTHBHOCTI T2 KOHKYPEHTOCIIPOMOKHOCTI B yMOBaX T100asIbHOI (iH(pOpMAIIiifHOT) eKOHOMIKH.

VY HOBOMY iH(MOpPMAIIHOMY CYCHIIBCTBI MPAaKTUYHO BCi 00'€KTH HAOYBalOTh BIPTYyaJbHOI (OPMH:
oprasizaiiii, (pakTopyu BHPOOHHUIITBA, TPOIII, HABITH JIFOJCHKI eMOIli 1 mouyTTs. BipTyanbHi opraHizaiii — 1e
MepeKeBl oprasizaiii, sSKi 3aMilalTh (i3HIHY CTPYKTYpPY KOMYHIKATHBHUMH TEXHOJOTisIMH. B exoHOMIMi
TepMiH “BipTyalibHa OpraHi3allis’ Mae BeIMYe3HWI Jiarna3oH 3HAYeHb i BU3HAueHb. Hampukmanx, JlaBumos
(Davidow) i Menoyn (Maone) BukopucTOBYBaM TEPMiH “BipTyasibHa Kopriopailis” Ui MO3HAYCHHs Oy/Ib-
SKUX HOBHX OpraHi3allifHuX (opM, >KUTTEBHH IMKI SIKHX OOMEKCHHH TNEBHHMH YaCOBHMH PaMKaMH, a
LEHTpabHe MicIie 3aiimMaroTh iHdopMartiiiai TexHomnorii [1]. Ha nporusary msomy Bypae (Byrne) samporio-
HYBaB BHKOPHCTOBYBATH TOW CaMHi TEPMIH I THMYACOBOI'O HAOOPY EIEKTPOHHUX TEICKOMYHIKAIlIHHUX
3B’ SI3KIB MIXK e)eMEPHUMHU YTBOPEHHSMH, SIKi )KEPTBYIOTh PIBHEM CBO€1 KOMITETEHIIIT Ha KOPHCTh e(hEKTUBHOTO
B3aeMHOro criBpoOitauiTBa. Maptin (Martin) 3anpornonyBaB TepMiH “KiOepHeTHYHA KOpIIOpallis”, B OCHOBY
SIKOT'O TTOKJIaJICHO BHCOKOIIBH/IKICHI KaHAITH 3B’ 13Ky, IO € B Mepexi [HrepHer. Beyrnepeu npomy ekl aBTopu
a00 He JIOMyCKaoTh MOXITMBOCTI ICHYBaHHS BIpTYaJIbHHUX OpraHi3ailiii 0e3 elIeKTpOHHMX B3a€EMO3B’ A3KiB, 200 3K
MOBHICTIO 3aI1epeuyIoTh iX HEOOXiTHICTh [5].

CroroziHi BipTyasibHi MiINpUeEMcTBA B YKpaiHi MpeacTaBlieHi MHUPOKUM criekTpoM [T-kommaniii Ta
MEpEeKer0 MiAMPUEMCTB, IO CIIEiali3yIOThCs Ha eleKTpOoHHIN koMepiii. Toprieus B IHTepHETI € ramyssio,
sKa JEMOHCTPYE IOBOJI IIBHMJKI TEMIIM 3pPOCTaHHS Cepel YCiX ramay3ell HalliOHAJbHOI EKOHOMIKH.
[Mpubmu3HMii TOBApoOOIr MOCIYr Ta TOBapiB Ha PHUHKY €-COMMECE ChOroJHI CTaHOBHTH Onm3bko 50
MinbsipiB TpH. [7]. YV 2018 pomi 3pocia KinbKiCTh MiAMPUEMIIIB, SKi MOYaId TPOAABATH B MEPEKi
Iurepuer. lllopoky Tinbku Ha MalaHYMKy Prom.ua mouynHaroTh MpamroBaTH MOHA/ CTO TUCSIY HOBAUKIB, i
KUIBKICTh THX, XTO 3aHMa€ThCs CICKTPOHHOIO KOMEPIIEI0 IMOHAJ TPH POKH, TaKoX 3pocrae. Pazom i3
Oe3nepeyHUMH TIepeBaraMu Ui BJIaCHUKIB/OpraHi3aTopiB Oi3HECY IHTEPHET-TOPIiBIi MOCHITIOETHCS
mpobJieMa TiHi3alii eKOHOMIKH, aJPKe ChOTOJHI aKTMBHO IPOAAIOTh TOBApH Yepe3 COLiadbHI MEpexi Ta
MoOimeHI momatku (3o0kpema, Facebook, Viber Ta in.) mesapeectpoBaHi Cy0 €KTH TOCITOJAPIOBAHHS, SKi
YHHUKAIOTh CIUIATH MOJATKIB, HE CIUIAYyIOTh MOAATOK Ha joxoau ¢izumunux ocid, €CB, BiiicbkkoBHit 30ip,
MO/IATOK Ha MpUOYTOK/€quHUiT TTomaToK Ta iHm. KpiM Toro, mommpeHHs Takux (GopM TOPTIBIII BUKIHKAE
crypOoBaHicTh 1070 3a0e3neueHHs] NpaBa Ha Oe3MeuHi MPOMYKTH XapuyBaHHsS, MPEJAMETH TMOOyTy Ta
IHIINX TIpaB CHOKHMBayiB Yepe3 HEMOXIIMBICTH OTPUMaHHSA JOCTOBIpHOI iHQOpMaIii mpo ToBapH,
BIJICYTHICTh TapaHTil Ha HUX, MOXIJIUBOCTI OOMiHY/TIOBEpHEHHSI, HEMPOXO/DKCHHSI HUMH CepTH(IKAIlITHUX
mporeayp. Takok Taki TEHJICHII 3aroCTPIOIOTh MPOOJieMy HENPaBOMIPHUX 1 HECAHKIIIOHOBAHUX ik
pi3HUX Cy0’ €KTIB, fAKi BHUKOPHUCTOBYIOTH 3aCO0OHM €JICKTPOHHO-IH(POPMAIIIMHOIO CEpPEeIOBHINA, 0 SKUX
HAJIEXKAaTh 1 TU(PPOB1 aKTUBH.



IIpobremu suxopucmarnus yupposux akmusie y OisIbHOCHI GIPMYAbHUX OP2aHi3ayiil

Jo 1mudpoBHX aKTHBIB y JiSUIHOCTI BIpTyallbHUX MiANPHEMCTB MOXKHA 3apaxyBaTH “BIpTyaslbHI
peui” : enekTpoHHI 00’ €kt (1M(POBI TOBapH), sKi B CHIY CBO€i BIPTyaJbHOCTI HE € MaTepiallbHUMH
pedamu, TIpOTe MalOTh BCi 03HAKU pedeit (ToBapy). Bonu icHytoTh juiine y mepexi [urepHer. BipryanbHa
piu / BipTyajbHE MaifHO € YaCTHHOIO BIPTYaJbHOTO MPOCTOPY, HANPUKIA, (ailiii, sKi ABIAOTH COOO0 Ti
eJICMEHTapHI YaCTHUHKHU, SKi YTBOPIOIOTH Horo. BoHu € mocmimoBHicTio gaHux (mudp) Ta BOMOAIIOTH
BU3HAYCHICTIO, sIKa BUPaKCHA B CTPYKTYPHHUX XapaKTepucTHKax (Harmpukiaz, daiin 3anexHo Bia Gpopmary
Mae BIIACHY Ha3BY, CTPYKTYPY 1 SIKICTh, @ TAKOXK PO3Mip, BUMIPIOBAHUi, sK mpaBuiio, B Oaiitax). Lludpposi
ToBapu abo0 EIEKTPOHHI TOBapH — Il HeMaTepiaibHi TOBAapH, sIKi iCHYIOTh y nudpoBomy Burisiai [6]. B
enexTpoHHii komepiii €C moHsTTs “ 1ndpoBi ToBapu” € 3aralbHUM TEPMIHOM, SIKUH BUKOPHCTOBYIOTh JJIS
onucy OyIb-IKHX TOBapiB, sIKi 30€piraroTh, JOCTABISIOTH 1 BAKOPUCTOBYIOTh B €IEKTPOHHIH (opmi.

Hudposi ToBapH MOCTABISAIOTH B EIEKTPOHHOMY BHIJIAJI CIIOKHBAuYEBl Yepe3 €NIEKTPOHHY MOIITY
abo 3aBaHTaXYIOTh 3 [HTepHeTy. 3a3Buuail TpH KyIiBIi MUGPOBUX ToBapiB B [HTEpHETI Micis TOro, SIK
OIUTaTy OTPUMAaHO, IPOJaBelb Haaae NU(QPOBHUIA eIEMEHT SK BKIIAJCHHS Ha ENEKTPOHHY IMOIITY a00 MOXe
HajgaTh Oe3redHe 3’ €JHaHHS, Yepe3 SKe MO)KHA 3aBaHTAKUTH €lIeMEHT. BOOMIHHS BIpTyaJlbHUMH peYaMu
BHUPaXA€ThCs y 30epeKeHHI Ha CBOEMY KOMIT IOTepi a00 B YaCTHHI BIPTYalbHOTO MPOCTOPY, AO SKOi
BIZIKDUTHIl JOCTYI KOpUCTyBauy (HAmpuKiIaj, Ha BIACHOMY YH OpEHIOBaHOMY cepBepi). MOKIMBICTh
KOPUCTYBaHHS BIPTYaJIbHUIMH pEYaMH BHUPAXKAIOTHCS Y BUKOPHCTAaHHI 11 KOPHCHHX BIACTHBOCTEH:
iHdopmariii (TeKCTOBOI, 3ByKOBOI, Bi3yabHOI TOIIO), III0 MICTUTHCS B Hill; pyHKIIOHATBHOT CKJIAJIOBOT, SKa
3a0e3meuye 11 BKIIIOUEHHS B Mpomec poOOTH MporpamMHOro 3abe3nedeHHsl JUIsi CTBOPEHHS HOBOI
BIpTyalbHOI pedi (HampHKIad, y irpoOBOMY IPOCTOPI 11e MOKe OYTH JOPOTOIiHHE 030pOEHHS TIEPCOHAKIB Y
KBECTOBUX irpax Ta cTpaTerisx abo “mpokauka” BipTyallbHOI TEXHIKH, SIK Y BIMCHKOBHX IrpOBHX
cuMyIaTOpax). BiacHUK Takoro 00’€kTa uepe3 BiAmoBimHi tutatdopmu (Hampukian, Steam) moxe #foro
3MIHIOBATH, TEPEMIIlyBaTH Yy BIPTyalbHOMY IIPOCTOpi, JapyBaTH, MIiHSATH a0o0 mpoIaBaTH Ta 3a
HEOOX1THOCTI, HABITh, 3HUILUTH, TOOTO PO3MOPSIKATHUCS L€l BIPTYaIbHOIO PidUI0.

3 mpuBOAY TOro, 4YM € BIpTyanbHi 00 €KTH MaiiHOM, JIOCi TOYAThCS JAWCKYCii. 3 Orsiay Ha
MDKHaApOJIHY MPaKTHKy MOXKHA 3 YIIEBHEHICTIO CTBEpDKYBATH, IO Taki AepkaeH, sk [liBnenHa Kopesd,
Kwuraii, TaliBaHb yKe OIpaItoBajy 11¢ MUTAHHS 1 3aKIai MPaBoOBUH QpyHIAMEHT y 1IboMY Hanpsmky. e B
2001 porti MinicTepcTBo toctuilii TaiBaHIO TOCTAHOBOK BHU3HAJIO, IO BIpTyaabHi 00’ €KTH € MafHOM, SIKE
Moxke OyTH BiguyxeHo i / abo mepemano Oymb-koMy. [lil, SKi BUHHSIIOTBCS IIOA0 TaKUX 00’ €KTIB, BApTO
PO3IIIHIOBATH K TaKi, [0 BUNHAIOTHCS 31 3BUUANHOIO BIIACHICTIO [2, ¢. 44].

BpaxoByroun 3a3HaueHi Mo3wilii, Cipo0yemMo chopMyIoBaTH Halle 6adeHHs “BipTyaldbHHX pedei” ;
HUMHU € peyi (ToBapw, HAIUICHI CIIOKMBYOK Ta MIHOBOKO BapTICTIO), CTBOpEHI B Mepexi [HTepHer 3a
JIOTIOMOT0I0  ITU(POBHUX TEXHOJNOTH, HAOyTi B pe3yibTaTi CMapT-yroi Ta CHOXHTI y CIoci0, SKUH
3aJI0BOJIBHSIE TIOTPEOU IHTEpHET-KOpHCcTyBava. J[o Takux pedeil HalekaTh. (hailtoBe cxoBHIle (IUCKOBHIMA
IPOCTIp cepBepa), eNEeKTPOHHI KOIITH; eIeKTPOHHI KHUTH, My3U4HI TBOPH 1 LIbMHU B eJIEKTPOHHIH (opmi,
nepenayi pauio i TenebaueHHs, 3aNKcaHi B eIEKTPOHHIN (HopMi, KOMIT FOTEpHI IPOTrpaMu Ta THIII.

[Ipore 3a OGe3HEBUHHOIO, Ha MEPUIMHA OIS, MiISTIBHICTIO Y CBITI IHTEPHET-PO3BAr MPUXOBYIOTHCS
MeBHI MpoOJeMH, SKi TIOB's3aHi 3 HEKOHTPOJIBOBAHICTIO Iepediry MpoleciB CTBOPEHHS Ta o00iry
BipTyanbHuX pedell. OCHOBHI pU3UKH 00iry nu(poBUX aKTHBIB Y MisUIBHOCTI BIpTyaJIbHUX MiAIIPHEMCTB
CHUCTEMaTU30BaHO y TaOauii. Oco0lMBO MPOOJIEMHUMU II€ SBHIIEC CTa€ y CydacHy a00y OopoThOu 3
“BinMuBaHHAIM KOWMTIB Ta (iHAHCYBaHHSM Tepopu3My. HaifsickpaBillUMH MPHKIAJaMH € BiJHOCUHU 3
Oipk0BOi TOPTiBII (Ta MPHUPIBHSHI 10 HUX — 30Kpema “irpoBi” Oipxki Tumy “dopekc”), BipTyaibHi Ka3uHO
tomlo. Tak, mpoBeeHNH aHalli3 OKPEMUX IrPOBUX ILUIATGOPM MOKA3ye, IO TaKi TOBAPH MOXKYTh MPOIABATH
3a JIOCTATHBO BUCOKOIO I[IHOIO, SIKa MOXKE CATaTH JEKUTHKOX THCAY nonapis [8]. BpaxoByroun, 110 miHA Ha
Taki ToBapu (GPOpMYEThCS HE 32 BUTPATHHM METOJIOM, a Ha OCHOBI CY0' €KTUBHOTO CITPHUHSATTS MOKYIIISIMH
IMIHHOCTI TOBapy, Ha Hamly AYMKY, HOro ImiHa MOXeE IITy4YHO 30UTBIIYBATHCH 1 JOCSATATH KUTBKOX
MinbHoHIB. [IpoGiieMa 3arocTproeThes Yepes Te, M0 IHTEePHEeT-KOPUCTYBadi OTPUMYIOTh TIPaBo “ BHBOAUTH
HaOyTi BIpTyalbHI aKTUBU B peajbHHUN CBIT. TOOTO YHHOM, BiIKPHBAETHCS MOXJIMBICTh MacIITabOHOTO Ta
aOCOJIOTHO HEKOHTPOJbOBAHOI'O BIJIMUBaHHS TPOIIOBHX TMOTOKIB. Tako HEOOXiJHO BpaxoBYBaTH
YCKIIAJHEHUI Tporec igeHTUudIKail yJacHUKIB E€KOHOMIYHHX BiJIHOCHH y HU(POBOMY MpocTopi. Sk
MpaBUJjIo, JJIsl omepaiiid i3 BipTyadbHUMH TOBapaMH JIOCTATHBO 3apeEcTpyBaTH aKayHT yepe3 HaJlaHHS
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MOIITOBOI IHTEPHET-CKPHHI, OIlIaTa IU(ppOBOro TOBApY 3AIMCHIOEThCA depe3 |-Dox abo uepes iHTepHET-
KapTy, 10 YHEMOXIIMBIIIOE TEPCOHANI3AII0 OCOOM, sKa 3didcHWIa Iwiatihk. [Ipu mboMy moxomd, sKi
OTPUMYE BJIACHUK TakKol IHU(POBOI pedi, HE OMOJATKOBYIOTHCS, IO CBIIYMTH PO PHU3UK TiHi3aIlii
CKOHOMIYHHMX BIIHOCHH 3a Y4acTi BipTyalbHHX opraHizaiii. Yactka oOcsry 0e3roTiBKOBUX oleparlii i3
BUKOPUCTAHHSM TUIATDKHUX KapTOK, €MITOBAaHHWX YKpaiHCBKMMH OaHkam#, 3a migcymkamu 2018 pokxy
nocsrna 45,1 %, mo Ha 5,8 B. 1. Ouble nopiBHsAHO 3 pesynbTatamu 2017 poky (39,3 %) [4]. 3a nanumu
YKpaiHCHKOT'O TPOIIECHHTOBOTO IICHTPY, HA OJHY aKTHBHY OaHKIBCBKY KapTy OH-JIAHH-TIOKYIIS B HAIIIH
KpaiHi nmpumnaaae B cepeaHboMy 5,6 MOKYIOK Ha MICsIlb. 3arajibHa KiIBKICTh ONepalliil i3 BUKOPUCTAHHSIM
TUTATDKHUX KapToK 3a AeB’ satb MicsmiB 2018 poky cknana 2,8 mipa. mr., a ix obcsr — nonan 2 TpiH. rpH. |
1e WaeThes JHIIe Mpo KymHiBimo “peansHUX” TOBapiB, O€3 BpaxyBaHHs Olepalliid Ha BipTyalbHHUX Oipikax,
Ka3WHO, IrpOBUX IIATPOPMax, 30KpeMa OYKMEKEPChKIUX KOHTOpax TOIIO.

Tabnuys 1

OcHoBHIi pu3uKH 00iry HM@poBUX aKTUBIB y AiANbHOCTI BIpTYyanbHHUX NIANPHEMCTB

Pusux ExonoMiuHI Hacmiaku ColjanbpHi HaCIi KU
Yepes KYITIBIIFO-TIPOIAXK BIpTYaJIBLHUX . . .
. 8 P y ~1p Pty ColliasibHe HANPY)KEHHS Y CYCIIUIBCTBI,
BinmuBanus rpomreit  Ta | (udpoBHX) TOBAPIB MOKYTH HEPEBOIUTHCH

SHIDKCHHS PIBHI OC3MEKH  OKPEMHX

1HAHCYBAHHS TEPOPU3M .. .
b yB CPOpHEMY KpaiH Ta BChOr'0 CYCIILCTBA

3HAYHI CYMH TPOIIEH 3 METOIO JIerai3arii
JIOXOJIiB, OTPUMAHUX 3JIOYMHHUM MUTIXOM

Jloxonu Bif peasizallii BipTyalbHUX aKTHBIB
BOXKO KOHTPOJIIOBATH, IO YCKJIAJHIOE
MOXJIUBICTB iX OMOJATKyBaHHs. 3MEHIIICHHS

[Noganeima mqudepeHItiariis HaceICHHS 3a

YHUKHEHHS ONOJIaTKyBaHHS piBHeM poxomiB. [TocunenHs comianbHOT

MOTEHINIHHUX HAJXOMKEHb IO BINMOBIMHUX | HECIPaBEIUBOCTI
OOIKETIB
Ilocunenns  maxpaiicTBa .
. . EKOHOMIYHI BTpaTH JyIsk OKYIILS, 3HKEHHS
(HeHamaHHS  BiATIOBIAHOIO . . . .
S JOOpOOYTY MOKYTIII Ta WICHIB Horo ponuad. | HeMOXIIHMBICTE 3aJOBOJIBHUTH BiJIIIOBI-
(POBOro TOBapy, IiaMiHa L7 . .
. ExoHOMIYHI BTpaTH i1  BIpTyaJbHUX | Hy NMOTpeOy. BUHUKHEHHSA KOH(ITIKTIB.
TOBapy IHIIMM, HaJaHHI L . . .
OparHizamiii BHACTIJOK BHKPAIEHHS/PO3- | SHIDKEHHS JOBIpH [0 BIPTyalbHUX
0OMEXKEHOr0 JIOCTYIYy JIO . .
TIOBCIO[DKEHHS  iH(opMaIlii, M0 CTAaHOBUTBH | IIiIPUEMCTB.
KOPHCTYBaHHSIM TOBapy - o
To10) KOMEPINIHHY TAEMHHUIIO; KibepaTak TOIIIO.

Joctynm 10 ToBapiB i mociyr (30KpeMa

. iHdopmarii), 3a00pOHEHUX KOpHC-
3mifiCHEHHS PO3PaxyHKOBHX (opwanii) P AU KOp

omepamiii Ta  yKIagaHHs
CMapT-JIOroBOpiB  0cobamu,
IO HE JOCSAINIM BiATOBII-
HOro BiKy abo 3 oOMmexe-

ExoHOMIiYHI BTpaTH POAMHH B pe3yNbTati
HEKOHTPOJIBOBAHOTO JIOCTYIly 3a3HA4eHHX
0Cci0 10 TepCOHANbHHUX JAHWUX (30KpeMa
OaHKIBCHKHMX DPaxyHKIB), 3HWKEHHs J00po-
OyTy MOKYIILS Ta YWIEHIB HOTO POAMHU.

TyBaHHA 0CO0AaMH, IO HE JOCATIIN
BIINOBIIHOrO BiKy a00 3 OOMEXEHO0
JI€3/1aTHICTIO.

BuHMKHEHHST KOHQITIKTIB MiXK OaTbKaMu
Ta TUTHHOO (200 MpeICTaBHUKAME OCO-

HOIO JI€3JaTHICTIO . .
OM 1 0co0OI0 3 OOMEXEHOI0 [Ii€3/ar-

HICTIO).

Ipumimka. Cucmemamu3o8ano asmopamu.

Oxpema mpobiieMa CTOCYEThCS YUacTi iTel Ta miuTiTKIB (a TakoXk 0ci0 3 00OMEKEHO0 Ti€31aTHICTIO)
B oOIlepalisx KyMiBIi-poJaxy BIpTyalbHUX ToBapiB. YUepe3 BiJACYTHICTh E€KOHOMIYHUX 3HAHb MIONO
MexaHi3My (opMyBaHHSI BApTOCTI TOBApy BOHH MOXYTh HE YCBIIOMITIOBATH PeabHOI HIHHOCTI MH(POBUX
TOBapiB Ta BHKOPHCTATH MEPCOHANBHI JMaHi OaThKiB/mpencTaBHUKIB (MacmopT, OaHKIBCbKI KapTKU) IUIs
3MIMCHEHHSI TUTATeXKiB. 30UTBIIYETHCS 1 PU3HK 30UTBIICHHS BUIA/IKIB iHTEPHET-IIaXpalcTBa, 110 B YMOBaX
(GyHKIIOHYBaHHS U(PPOBHUX TOBAPIB MOXKE HAOyBaTH (POpMU HEHAAAHHS BiAMOBIIHOTO U(POBOTO TOBAPY
abo HamaHHS OOMEXEHOro OCTYNY JO KOPHUCTYBAHHs TOBapoM, MiJMiHa ToBapy iHIHM ToImo. Ciifg
3a3HAYMTH, IO TOKYIIEIb HE 3aBX/IU 3aTHHH 1IeHTU(IKYBaTH BipTyalbHUN TOBAp, OLIHUTH HOTO SIKICTB,
KOMITJIEKTHICTh YW PO3PI3HATH IHII XapaKTEPUCTUKH, SK MPH KYMIBII “peansbHOro ToBapy”. MOXIMBUM
HaTPsSMOM BHUPILIEHHS 3a3HaYCHUX MPOoOJieM € cydacHi OioMerpuyHi TexHomorii. CroroaHi OioMeTpuyHi
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TEXHOJIOTil BUKOPHCTOBYIOTH Yy cdepi KOHTPONIO (i3WYHOTO IOCTYNy Ta JOCTymy 1o iHdopmarrii.
BiomerpuuHi cHCTeMH MIMPOKO BHKOPUCTOBYIOTh Yy TIPUBATHIM, KOPIOpATHBHIH, JepKaBHIA Ta
HajepkaBHil cdepax. [IpakTuuno GioMeTpis MOMIMPEHA y CUCTEMI JOCTYITY 10 KOMIT FOTEpHOI Mepexi,
0iOMETPUYHHX JIOKYMEHTaX, SKi MOCBIIUYIOTh aKTH IUBLIBHOTO CTaHy, y cdepax eIeKTPOHHOI TOPriBili,
0aHKax, y po3apiOHili TopriBili, KOHTPOMI (Pi3MUHOrO TOCTYIY Ta peecTpallii podovoro yacy, ineHTudikarii
0Ci0, SKUX PO3MIYKYIOTh, Y TPOMAJChKUX MICIIX a00 Ha TPaHCIIOPTI, AOCTYIII 10 IHAMBIIYyaJIbHUX 3aCO0IB
(MOOLTBHUX TenedoHIB 200 HOYTOYKIB).

Taxk, HanpuKkiaa, KomnaHis Lenovo nocradae iHgilichkuM mokymisM Hoi HOyTtOyku Y300 Ta Y500. s
cHucTeMa iIeHTU(]IKYe BIACHUKA HOYTOYKa 3a Horo oonmnudsM. MutteBe GoTo rocronapsi meperBoprOEThCS Ha
1(poBy KapTy, a BOHA — Ha Mapoiib i goctymy 1o Windows ta npukiaaHux mporpam. ToOTo maposi Biac-
HHUKa HOyTOYKa CTBOPIOBATH a00 3aram’ ITOByBaTH He MOTpiOHO. bilbilie TOro: Ko HOyTOyK “BUPIIIUTE”, 110
70 HOro pecypciB HaMaraeTbCsl OTPHMATH JIOCTYIT HE3apeeCTPOBAHUI KOPHCTYBad, BiH TakoX Qororpadye
MPABOIOPYIIHKUKA Ta 30epirae 3HIMOK y CBOIi ImaM’ AT TS TIOJAJIBIIOI qeMoHcTpartii BaacHuky. Kommanis OK:
Electric Industry Co., Ltd oromocmia mpo 3aBepiiieHHS po3pOOIEHHS HOBOI CHCTEMH imeHTH(ikarii Kopric-
TyBauiB 3a pai{y’KHOIO OOOJIOHKOIO OKa, 3 BAKOPHCTaHHAM 3BHYalHNX (hOTOKaMep, BMOHTOBAHHUX Y TeeOHH
abo komyHikaTop. BUKOpHCTaHHS TakMX TEXHOJNOTIH Ha IaTdopMax IHTEpHET-pO3Bar YHEMOXIUBISITH
HEKOHTPOJILOBaHUH 00ir U(POBUX TOBApPIB, 30KpeMa 3 METOI0 YHUKHEHHsSI OIOJATKYBAHHS Ta BIIMHBAHHS
IPOLLEH.

OnmHak pU3KMKUA BHKOPUCTAHHS BIPTYaJIbHUX AaKTHBIB TNPUTaMaHHI HE IUIIE CIHOXHBAYMHU YH
CYCIIBCTBY; CaMi BIpTyasibHi MiIIPHEMCTBA TAKOXK MOXKYTh CTaTH CEPEIOBMILEM JJIs 301IbIICHHS BUIA-
KiB MIaxpadchKuX Jiil: KibepaTakd, KOpIIOpaTHBHE IIMHUTYHCTBO Ta 0araTo iHMIMX. Y IIbOMY KOHTEKCTi
iHpopMaliiina Oe3neka cTae HEBil €MHUM KOMITOHEHTOM YCHIIIHOTO (DYHKI[IOHYBaHHS BipTyalbHOI
opranizamii. Iludpose maxpalicTBo crae Aemaii CKIATHINIAM, HOro0 BaXKKO IMOMEPEAUTH abo 3HANTH
“3amoBHUKA” un “BuKoHaBI . Jlume omuH 3 0araThoX MPHKIAAIB — Iie Kibeparaka Ha MaricTpalibHy
eNeKTpoMepexKy YKpaiHH. Xakepu 3MOINIM YCIIIIHO MPOHHKHYTH N0 iH(QOpMAamiiHUX CHUCTEM TPhOX
CHEepropo3NOAUIbHUX KOMIIaHii B YKpaiHi Ta THMYacoBO NPUIMHUATH IIOCTAYaHHs EJIEKTpOeHepril
KIHIIEBUM CIOKMBavyaM. BhHacmimok 11i€el ataku Onau3bko 230 THCAdY TpoMajisH 3ajMinanuics 0e3
erekTpoeneprii nporsirom 1-6 roaus [2].

Ille OubIIy 3arpo3y CTAHOBIATH KiOepaTakH, CIPSAMOBaHI HE Ha 3aBIaHHS MPsSMOI MaTepiajbHOL
IIIKOJIM, a HA 3HUIIECHHS penyTallii opraHizaiii, BUKpaJCHHS 1 PO3MOBCIOKEHHS MEPCOHATBHUX JAHUX Ta
IHTENEeKTYyallbHOI BJIACHOCTI, OTPUMAaHHS JAaHWUX JUIS BiJJIAJICHOTO JOCTYNY JO KPUTUYHO BaXKIHBOI
iHGPACTPYKTYPH, 10 CIPUUYMHSIE MOCHJICHHS COI[AJIbHOTO HAMPYXKCHHS B CYCHUIBCTBI, MPU3BOAMTH JI0
nectabitizanii BiTHOCHH 3 TOJITHYHUX YU iJCOJTOTIYHMX (30KpeMa peniriiiHnx) MotuBiB. [Ipu mpomy
“3aMOBHUKaMH” TaKHX T MOXKYTh OyTH sIK (Pi3UuHi, TaK 1 FOPUIUYHI OCOOH, YPSIU JIepKaB, TEPOPUCTHUHI
opramizarii Tomo. 3a JaHUMH IOCTIKEHHS [3], KiOep3IouWHH € OAHMM i3 HAWITOMMPEHINIMX BHIIB
CKOHOMIYHHX 3JIOYMHIB, Bijl SKUX noctpaxaand 31% opranizamiii B Ykpaini. Y 3B's3Ky i3 3a3Ha4YCHHM,
BIpTYyaJIbHMM OpraHizallisiM B YKpaiHi BapTO MOCHJIUTH 3aX0/I1 3a0e3eueHHs O3MeKH B3a€EMOIIT 3 TPETIMU
CTOpOHaMH (AreHTH, MOCTAYaIbHUKH Ta KITIEHTH) IUIIXOM KOPIIOPATUBHOI PO3BIIKH, TIEPEBIPKH T0OPOYECHOCTI
KOHTpAareHTiB, BCTAHOBJICHHS HAJIIHHOTO TIpOrpaMHOro 3abe3reueHHs! IpOTH il KibepaTakam.

BucHoBKH Ta mepcneKTHBH MOAATBIINX JA0CTIIKEHb

Omxe, BH3HAYCHO PH3WKH BHKOPUCTAHHS UU(PPOBUX AaKTUBIB Yy [ISUILHOCTI BIPTYaJbHUX
MiAPHEMCTB, 0 SKUX HAJIEKATh. MOXKJIHMBICTh BUKOPHCTAHHS BIPTYaJbHUX TUIATQOPM IS Jieramizamii
JOXOJIB, OTPHUMAaHMX 3JIOYMHHMM IIIIAXOM; (hiHAHCYBAHHSA TEPOPU3MY TOIIO; TIiHI3AIlisl JOXOIB,
OTPUMAaHMX Cy0' €KTaMH KYIIBJI-IPO/IaXKy BIPTyaJIbHUX TOBApiB, YHUKHEHHS ONOJATKYBAaHHS; 31HCHEHHS
PO3paxXyHKOBUX OIEpallii Ta yKJIaJaHHSI CMapT-IOTOBOPIB O0co0aMH, 110 HE JOCATIIA BIiAMOBITHOTO BIKY
abo 3 OOMEKEHOIO JIi€3JaTHICTIO; PO3MOBCIO/DKEHHS MIaxpalcTBa, 30KpeMa IMQpoBOro maxpaiicrsa
(kibepaTaku, KOPIIOPATUBHE HIMUTYHCTBO TOII0). MOXJIMBUM HAMPSIMOM BHPIIICHHS 3a3HAYCHHUX MPOOIEeM
€ BUKOPHCTaHHS Cy4acHHUX OIOMETPHUYHHX TEXHOJOTiH, SKi JAIOTh 3MOTY KOHTPOJIIOBATU JOCTYH O
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iHpopManii Ta yOe3meynTH KOpHUCTyBada Bill HeOE3NEeK HECaHKI[IMOBAaHOrO BTPy4YaHHS B pPoOOTY
CNIEKTPOHHUX CHUCTEM; TEpeBIpATH JOOPOYECHICTh KOHTPAreHTiB, BCTAHOBIIOBATH HaJiliHE MpOrpamHe
3a0e3medeHHs s mpoTuaii kibeparakam. [lepcriekTHBM MOAANBIIMX JOCTIKEHh MH BOA4aeMo y
BH3HAYEHHI 0COOIMBOCTEH PO3BUTKY BIpTYaIbHUX OpraHizaiiid B YKpaiHi.
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PROBLEMSOF USING DIGITAL ASSETSIN THE ACTIVITIES
OF VIRTUAL ORGANIZATIONS
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It has been established that today virtual structures are the most promising forms of improving
the management of an organization, improving efficiency and quality, productivity and competitiveness
in a global (informational) economy. At the same time, such tendencies exacerbate the problem of
unlawful and unauthorized actions of various entities that use the means of electronic information
environment, including digital assets. In this regard, the object of the paper is to identify the risks of
using digital assets in the activities of virtual enterprises and to determine the economic and social
consequences for subjects of virtual relations.

The article presents the authors' vision of the concept of “virtual things’, by which it is proposed
to under stand things (goods endowed with consumer and exchange value) created on the Internet with
the help of digital technologies, acquired as a result of smart transactions and consumed in a way that
meets the needs of the Internet user. These things include: file repository (disk space of the server),
electronic money; electronic books, musical works and films in electronic form, radio and television
programs, recorded in dectronic form, computer programs and others. The authors note that behind
the innocent, at first glance, activity in the world of Internet entertainment, there are certain problems
associated with the uncontrollability of the processes of creation and circulation of virtual things. A
separ ate issue concerns the participation of children and adolescents (as well as persons with limited
capacity) in the purchase and sale of virtual goods. It has been established that the risks of using virtual
assets are inherent not only to a consumer or a society, the virtual enterprises themselves can also
become an environment for increasing cases of fraud: cyber attacks, corporate espionage and many
others. In connection with the above mentioned, virtual organizations in Ukraine should strengthen
security measuresfor interaction with third parties (agents, suppliersand customers) through corporate
intelligence, verification of counterparties integrity, and establishment of reliable software for
countering cyber attacks.

The scientific novelty of the results obtained isthat therisks of using digital assetsin the activities
of virtual enterprises have been identified. They include the possibility of using virtual platforms for
legalizing proceeds from crime; terrorist financing, etc.; shadowing of the proceeds received by the
subjects of purchase and sale of virtual goods, tax avoidance; the implementation of settlement
operations and the conclusion of smart contracts by persons who have not reached the appropriate age
or by personswith limited capacity; the spread of fraud, including digital fraud (cyberattacks, cor porate
espionage, etc.).

The possible direction of solving these problems is the use of modern biometric technologies that
allow controlling access to information and protecting the user from the dangers of unauthorized
interference with the operation of electronic systems; verification of the integrity of counter parties, the
installation of reliable softwar e to counter cyber attacks.

Key words: risks, digital assets, virtual organizations, virtual things, digital goods, digital fraud.



