IigBuIIeHHs iIH(PpOpMANIAHOI CTIMHKOCTI
BIPTYaJbHUX CHIUILHOT Y COMiAJbHUX
iHTepHeT-cepBicax

Pycnan I'pumyxk
Kageopa zaxucmy ingpopmayii ma xibepoesnexu
Kumomupcobkutl 6iticbKOGUL IHCIUNLYM
imeni C. I1. Koponvosa

Kumomup, Yrpaina
dr.hry@ji.ua

Abstract. Social networking services are a
source of threats to state information security. The
core method is to increase the information stability
of virtual communities in social networking
services to destructive information influences
through their hidden artificially controlled
formation. The formation of information resistant
virtual communities is suggested to be carried out
on the basis of the critical mass principle. This
approach provides their further stable development
and guarantees critical perception of the content of
destructive matter. In addition, for those virtual
communities that have unsatisfactory quality
performance indicators, it is offered to use latent
synergistic management in the form of directed
information influence.

KuarouoBi cioBa: couianbHi iHTepHer-cepBicu,
3arpo3u, indopmauiiina 0Oe3meka, crapram,
KPUTHYHA Maca, CHHEpPreTH4YHe YNpaBJIiHHS,
Mojaeab MoHo, IOKa3HUK XepcTa.

Bcryn

Hapasi comiansni iHTepHET-cepBicu (CIC) ne
TUIBKM KOHCOJIAYIOTh IHCTPYMEHTH Ul OOMIHY
MOBIIOMJICHHSIMU 1 MYJIBTUMEIIMHIM KOHTEHTOM,
ale W 3acCTOCOBYIOTBCSA JUId CaMOOpTraHi3arlii
CYCIIbCTBA Y BIPTYyallbHI CIUIBHOTH Ta peasi3arii
B3aeMoJii y peanbHOMY XUTTI [1, 2]. 3pocTanHs
nomnyisipHocTi CIC  Hepo3puBHO IOB’s3aHE 3
NOSBOI0  BHUKIUKIB  iHOpMariiHii  Oe3meri
nepxasu (IBJl) B iHdoOpMmamiiHOMYy mpOCTOpI
BipTyanpHux cnitbHOT. Tak, CIC axTuBHO
BUKOPHUCTOBYIOThCS Pociiicbkoro Penepartieto s
BEeZICHHS Ti0puaHOi BiiHU npoTn YKpainu. Metoro
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3MIACHEHHS POTHOOPIOIO CTOPOHOIO
iHopmMmariiiHoro BrumBy Ha aktopiB CIC e
MaHIMyTIOBaHHS OCOOUCTICTIO, TPYIIOK JIFOACH Ta
MacaMu, MOIIUPEHHs JAe3iHopMallii UIs BIUIUBY
Ha CYCNUIbHI W MOJITHYHI INPOLECH y JIeprKasi,
MOLIMPEHHS Xaocy cepell HaceJaeHHs Towwo [3].
AHami3 OCTaHHIX IOCHIIKEHb II0Ka3aB, IO
nieBUM HampsimkoM npotunaii 3arpo3am 1B/ y CIC
€ BUKOPUCTAHHS CHHEPreTUYHOr0 YIpaBiiHHA [4].

OnHak, HEBUPINIEHUM 3AJIMINIAETHCS 3aBIAAHHS
dbopMyBaHHA  CTIHKMX 1O  JI€CTPYKTHBHHX
iHpopmaniiinux BmmBiB y  CIC  cTpyKTyp

BIPTYaJbHUX CIUIBHOT akTOpiB. Takuil mimxin
JI03BOJIUTh  3MEHIIMTH BUTPAaTH pECypciB  Ha
HEeTepepBHUA  MOHITOPUHT  iH(opMaLiitHOro
npocropy CIC ta nporuaito 3arposam Ib/1.

ITH®OPMAIIMHA CTIMKICThH
BIPTYAJIBHUX CIIIJIHOT

ITin iHpOpMaIiifHOIO CTIMKICTIO BIpPTyalnbHOI
cnibHOTH B CIC OGynemo posymitu ii 37aTHICTB
pearyBaTH 1 BiJTHOBJIIOBATHUCS IC/Is BIUIMBY 3arpo3
iHpopMariifHiid Oe3meni, aganTyBaTHCS 10 3MiH
iH(oOpMaIiifHOro mHpocTOpy Ta pealizoByBaTH
CBOIO  MeTy (QyHKIIOHYBaHHSA.  Po3risHyTa
KaTeropis BIIPI3HAETHCA BIZ MOHSTTA
iH}opMarliiiHoi Oe3neku BIPTyalbHOI CHUIBHOTH
BpaxyBaHHSIM BHUMOTU 1l CTIHKOrO PpO3BUTKY Y
cepenounii CIC. JlocsrHeHHs iH(OpMaIiiHOI
criikocti  BipryaneHoi cmnitbHOTM B CIC
3a0e3rneyye 3aBYacHy TOTOBHICTb, a/I€KBaTHY
peaKIiro Ta YCHilHE BiJHOBJICHHS 0 3aJaHOTO
crany iHdopMmariiiHoi Oe3meku  BipTyaJbHOT
cninpHOTH micis peanizanii 3arpo3u y CIC. Cepen
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¢dakTopiB, SKi BIUIMBAlOTh Ha 3a0e3MedeHHS
iH(OpMaIiifHOi CTIKOCTI BIpTyalbHUX CIUIBHOT Y
CIC, BuaimumMo HaCTYIIHI:
® ISUIBHICTE Jep>KaBHUX Cy0'eKTiB
3abe3neyeHHs iH(opMmaiiHoi Oe3neky;
e coLiaJIbHI HOPMH;
COIliaJIbHI CAaHKIIII,
KPUTUYHE MUCJIEHHS aKTOPIB.

METOJ ®OPMYBAHHS IHO®OPMAILIITHO
CTIIKUX BIPTYAJILHUX COLJILHOT

[ITydHO KepOBaHUM CHHTE3 CTIHKUX CTPYKTYp

BipryanbHux cniubHOT y CIC  Hepo3pHBHO
MOB’SI3aHUA 3~ BUKOPHUCTaHHSIM  CTapramy
BipTyaslbHUX  chnutbHOT. [IpoGmema  crapramy

cuiisHOTU B CIC 3’sBs€ThCs TOAI, KOJIHM BUHHUKAE
norpeba MIBUIKOI aKTHBAMii BipaJbHOI MeTJIi, 110
320€3MeYnTh il CAMOPO3BUTOK B YMOBAX JKOPCTKUX
pecypcHUX OOMEXeHb IPU 3aTy4eHH] MIHIMAJIbHOI
KUTBKOCTI aKTOPIB. Hapazi  =e icHye
VHIBEpCATBHOTO  MIAXOAY 10  BHU3HAYCHHS
KPUTUYHOI Mach  aKkTopiB M cTapTaimy
BipryanpHux  cnimpHOT y  CIC,  Tomy
CKOPUCTAEMOCS METPHUKOI0 CaMOIMOMIOHOCTI —
nokasHukom  Xepcra [3]. Jana wmeTpuka
caMoroiOHOCTI  3a0€3MeunTh BUSBICHHS HE
TUIBKY TPEH/I0BOCTI y TOCIIIOBHOCTI HAIIOBHEHHS
BIPTYyaJbHOI CHUIBHOTH HOBUMH aKTOpPaMH, a M
JI03BOJIUTh ~ BCTAHOBUTH  TPHPOLY  CTapTary.
Bennunna mnokazHuka Xepcra OHOCepeaKOBaHO
BIAMIOBIMAaTHME HA  I[HWTAHHI YU JOCATJIO
BIpTyaJbHE CIIBTOBApPUCTBO KPUTHUYHOI MacH 3a
MIHIMQJIBHOT KUIBKOCTI aKTOpIB Ta BHUIUICHUX
pecypciB un Hi. Ha OCHOBiI KUIBKICHUX 3HAYCHb
MOKAa3HWKa XepcTa 3ampollOHOBAHO BHM3HAYATH
AKICHI ~ O3HaKM  cTapranmy —  “HeBaaiuii’,
“BunankoBui” 1 “Bmammii”’.  Skmo  crapram
BIPTYyaJbHOI CHUIBHOTHM € BJAJMM, II€ CTBOPIOE
HIEePEAYMOBH A ii IOJANIBIIOIO CTAJIONO PO3BUTKY
ta edexrtuBHoi mporuaii 3arpozam IBJ[ y CIC
BHACHIMOK fii (akropiB, 1m0 3a0e3MeqyrTh
iH(OpMaIliifHy CTIMKICTb.

Jns  BUMagKy, KOJMM CTapTam BIPTyaJbHOI
cnitbHOTH 'y CIC xapakTepusyeTbesi SIKICHUMH
MOKAa3HUKaMK “‘HeBmainuii” abo ‘“‘BHIAIAKOBUI”,
BOHA HE 3/aTHA 10 CaMOCTIITHOTO
(GyHKILIOHYBaHHS 1 PO3BUTKY. TOMY pPO3IIITHEMO
mporiec  GopMyBaHHS  BIPTyalnbHOI  CIUIBHOTH
aKTopiB, sKa Oyae 374aTHAa 10 CTajJoro

CaMOpPO3BUTKY 3aBJASKH aKTUBI3allii BipaJbHOT
netiai B CIC 3 BUKOPHCTAaHHSM CHHEPreTHYHOIO
yIpaBiaiHHS. 3Ba)KalOud HAa BHCOKY IIBHIKICTH

3pOCTaHHS KUIBKOCTI akTOpiB 1 BIPTyaJbHUX
cnimeHor 'y CIC, BUHUKHEHHS EBOJIOIIMHIX
OpOLECIB  y MeXKax BIPTyalbHHUX  CIIUIBHOT,

BUKOPUCTAEMO [UI ONHUCY B3a€MOJIl aKTOPIB Y
CIC mopmens MikpoOiooriunoi cucreMu MOHO.
ITicns  1mporo, BIAOOBIAHO 10  KOHIEMII
CHHEPreTUYHOr0 YIPaBIIiHHS B3a€MOIEI0 aKTOPIB
y CIC, cuHTe3yeMO Mozenb IPUXOBAHOrO
iH(opMmariiHoro BIUIUBY  HA  YYacHHKIB
BipTyanbpHOI cnuteHOTH [3]. BHacmigok 1poro
BiZIOyBa€ThCS IUTYYHO KEPOBaHA CaMOOpraHi3allis
akTopiB y CIC. V Takiii BipTyanbHI CHUIBHOTI
BUHHUKAIOTh KOTEPEHTHI KOJEKTUBHI Iporecu i

CIpsMOBaHa CaMOOpTaHi3amlis CHUTBHOTH  #
napameTpiB MPOIIECIB B3aEMOIii aKTOPIB.
IIpoBeneHi eKCHEpUMEHTANbHI JOCHIIKEHHS
3aIIPOIIOHOBAHOI0 METONYy bopmyBaHHS
BIpTYaJIbHUX CITUIBHOT MATBEPANIIH, 118(0)
CHHTE30BaHA CIIUIbHOTa 3JaTHa  CaMOCTIMHO
NOUIMPIOBATH ~ MYJIbTUMENIMHUA  KOHTEHT i3

3aJJaHUM HapaTUBOM, IO J03BOJHUTH €(EeKTUBHO
nporugistu 3arpo3am IBJl y CIC. Taka BipTyanbHa
crninpHOTa € iH(OPMAIIfHO CTIMKOI IO BIUIUBY
3arpo3 Ib/I B indopmaniiinomy npocropi CIC.
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