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Po3rasinyro oco0auBocTi po0OTH BeHIWHIOBHX Ki0epdisuyHMX cHcTeM MiciaA TPUBAION
exciuryaranii. [IpoananizoBano Bie roroBi crmocodu MaclITa0yBaHHA Kidep(i3MYHMX CHCTEM.
BuznayeHo ocHOBHiI HeTOJIKH Ta mepeBaru INepexoay BiKe TOTOBOI cUCTeMU Ha miaaTdgopmy
CTOPOHHBLOTO PO3podHMKA. 3anpomMOHOBAHO cHoco0U onTUMiamii 0a3 JaHMX i3 BeJIUKOI0
KiibkicTIO iHdopmanii. HaBeneHo anamiTHyHi AaHi, AKi npuBeu A0 pillleHHS] ONTUMI3yBaTH
HasiBHY 0a3y nanux. Iloka3aHo ejJeMeHTH BEHIUHIOBOI Ki0epdiZu4HOI cuCTeMH Ta MOKJIMBI 3MiHK
B il cTpykTypi mpu nepexoni Ha inmi naargopmu. Onucano (pyHkuii Moay’ iB mpoueciHry ta
aHATITUYHOI cucTeMH. 3aPONOHOBAHO JABA CNOCOOM ISl ONTUMI3ail po0oTH MOIYJIsA aAMiHiCTPY-
BaHHs. /loBeleHO0 e()eKTUBHICTH 3aNIPONOHOBAHMX PillleHb 32 T0MOMOI0I0 AHAJITHYHHUX TAHUX.
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Features of vending cyber physical systems perfor mance after durable exploitation have
been examined. Ready-made means of cyber physical systems scaling have been analyzed.
Main advantages and disadvantages of a ready system switchover to a third-party developer’s
platform have been defined. Means of large databases optimization have been offered.
Analytical data that led to the decision to optimize the existing database have been produced.
The eements of vending cyber physical system and possible changesin its structure due to the
switchover to different platfor ms have been cover ed. Processing modules and analytical system
functions have been described. Two ways of administration module optimization have been
offered. The efficiency of the proposed solutions has been proved with analytical data.

Key words: vending, cyber physical system, vending cyber physical systems, database,
optimization, replication, processing.

Beryn
BenauHr — 11e mposaxk ToBapiB Ta MOCIYT 3a JOMOMOT'OI0 aBTOMAaTH30BAHHX CHUCTEM. ABTOMATH30-
BaHUMH CHUCTEMaMH B IIbOMY BHIIJIKy € TOPTrOBI aBTOMaTH. BeHIMHIOBI aBTOMATH MOXYTh BUKOHYBATH
0e3miu QyHKIIH, 30KpeMa MmpoaaBaTh Harol (0X0M0MKeHI HAITOl, rapsAvi HaIoi, MOJIOKO, THBO, TOIIO), 1KY
(cHekH, IyKepKH, 3aMOpPOXKEHI MPOIYKTH), KBUTKH, OIUIAYyBaTH MApPKOBKY, IMPAIIOBATH i3 TOTIBKOIO
(Tepminanu, Gankomath). [Ipuknan peasizailii BEHIXHIOBOrO aBTOMATY sl MPOAAXy OYHMINEHO! MUTHOT
BOJIM HaBeICHO B [6].
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KibepdisuuHi cucremMu — 11e iHTErpartisi 004nCIIeHb, KOMYHIKAIIHHIX MepeX Ta (i3udHuX mporecis [5].
BaxxnmmBo po3yMiTH, 10 MEpeXKy BEHJMHIOBHX aBTOMATIB HE MO)KHA BBAXKATH KiOEP(I3MUHOIO CHCTEMOIO,
SIKIIIO B Hill BIZICYTHI MOHITOPHHT, KEpyBaHHsI Ta iHII (QyHKIIIl, sIKi BIACTHBI TAKKMM CHCTeMaM [2].

Benpunrosa kibepgizuuna cucrema (BKOC) 3a6e3nedye nocTiiiHNiT MOHITOPHHT Ta KEPYBaHHS CHCTE-
MO0 aaMiHicTparopoM. B3aemonis kopucryBauda i3 BKOC moxe BinmOyBaTHcs Oe3rocepe/lHbO 3 aBTOMATOM
(expaH, KHOMKH), MOOLTBHIMH JTofaTKaMu (ckanyBaHHss QR-KOJ1iB 3 aBTOMATIB Ta oriata yepe3 TeiieoH), Beo-
iHTepdeiicom. BeHnuarosuii aBromar mae OyTH 3'€IHAHWN 3 IHTEPHETOM JUIS TIepElaBaHHS CTATUCTHYHUX
JIaHMX, JAHUX TPO TpaH3aKilii (oriara mociyr KOpUCTyBaueM). 3aJIeKHO Bill aBTOMATY, 3’ €IHAHHS 3 IHTEpHE-
TOM MOXe OYTH MOCTIHHNM 200 TiepioAnyHNM (TIeperaBaHHs IaHUX 3aaHkM iHTepBaioM). [TocTiliHe 30upaHHs
CTAaTUCTHYHUX JIAHUX IIOMAara€ CBOEYACHO OOCITYroBYBaTH aBTOMATH Ta BH3HAYaTH €KOHOMIUHY BUTOIY Bil
KOHKpeTHoro apromara. Ha Binminy Binq BK®C, aBTOHOMHI BeHIMHTOBI aBTOMATH HE MalOTh Takux riepesar [1].

1. OO0’ exT mocaimKeHHsa

OO0’ eKTOM JIOCHI/DKEHHS € BEHAMHroBa KioepdizuuHa cucreMa. BoHa CKIagaeThes 3 IJIaTH KepyBaHHS
BEJIMHIOBUM aBTOMATOM, MOJIEMa Ta MPOrPaMHOI0 MOYJIS, SIKU MICTUTh MPOLICCIHT, aHAITHYHY CUCTEMY Ta
3aco0M MEPCOHAIBLHOIO CEpBiCy, TeHepaTopa KoHbirypaitiit as miats (auB. puc. 1).

Jo dyHKIIi# aHAIITUYHOT CUCTEMH BXOJISTH!

— KOHTPOJIb 3a CBOEYaCHUM OOCIyrOBYBaHHSAM aBTOMara (3aMiHa jaerajeil, iHKacarlis, OMOBHEHHS
3armaciB TOBapy TOIIO)

— eKCTpeHi cuTyallii, siki ToTpeOyIOTh HEralHOTO BTPYYaHHS,

— KOHTPOJIb 3a CKOHOMIYHOI BUT'OJIOK0 BiJl aBTOMATA.

3arajioM (YHKIi MOHITOPUHIY JalOTh 3MOrY 3alo0iraTM KPUTHYHHUM CHUTYaIlisiM, BH3HAYaTH
ONTUMAJIbHY CXEMY pOOOTH aBTOMATA.

o byHKIii KepyBaHHS BXOJATH:

— onoBuenns [13 aBTomara;

— yYBIMKHEHHsI/BUMKHEHHS OKpeMuX (YHKII aBTOMATA,;

— ayaMT poOOTH aBTOMATA.

Bumesragani ¢yHKii gornomararoTh miaTpuMyBaTi HopMainbHy podory BKDC. Ane 3 wacom mepeka
BEHJIMHIOBMX aBTOMATIB MOKE 3POCTAaTH, pa3oM i3 KUIbKICTIO JaHUX BiJ aBTOMATIB. SIKIIO >XypHAT pOOOTH
aBTOMaTa 3 4YacoOM MO)KHA BHJIAJIATH, TO JKypHAl TPaH3aKIli IJIaTeKIB Mae 30epiratucs mocTidHo. e
CIIPUYMHSE MOCTYIIOBE CIIOBUTBHEHHS POOOTH BCi€T CUCTEMH, a B TIPIIOMY BHIA/IKY — BUXiJI CHCTEMH 3 JIAJTy.

CrioBiTbHEHHSI po0OTH cripudunHeHe OnokyBaHHsM b/l min yac yntanHs nanux. e Bimoma mpobiiema
0araTbox pelsiiHUX 0a3 JaHHX, SKi MAlOTh BEIUKI pO3MIpH.

. 3acobu
Mirezee Moznem TIporeciar TSI TIEPCOHAIIBHOTO
KepyBaHHs BA cucrema cepBicy

——e e - S
{ Glkaphwii chaiin
NIPOLLIMBKM 3 HOMEPOM { Homep asTomary,
asTomary, kodirypatis KodhirypaLisi oBriasHaHHs
oBnanHaHs (AuHamidHi i (muHamicwi | cTaTnaHi
craTaHi napameTpu) napamerpy)

Teneparop
(chaiiury npoumBKy w1aTH, Ga3oBi KOHGIry pawiiHi napamerpH, A0ATKOBI KOH(IrypawiiHi napaverpm)

Mogens BA,
napamerpu

Puc. 1. Cmpyxmypa senounzo60i kibepghizuunoi cucmemu
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OCHOBHOIO TIPUYMHOIO ONTHMI3allii craau OjokyBaHHs B/l mim 4yac 4yuTaHHS BEIMKHX OOCATIB
nanux. TecTu, HaBeneHI B Ta0J. 1, mpoBOAMIIHN 3 IHTEPBAJIOM 5 XBHIIUH.

Tabnuys 1
Cratucruka o0pooku 3anutisB 10 b/{
SOL samur, ¢ O06poodka 3amur [Mam’ 1B, Kinbkicts
' PHP, ¢ HTTP, ¢ Mb pankis i3 B
41,2 8,65 49,85 212,95 35610
1,29 2,86 4,15 212,95 35610
1,29 2,89 4,18 212,95 35610
42,79 4,11 46,9 195,2 31843
1,05 2,59 3,64 195,2 31843
1,05 2,75 3,8 195,2 31843

I3 HaBeneHoO1 BUILlE TaONHIII MOYKHA TTOOAYUTH 3aTpUMKH B 41,2 Ta 42,79 cekyHaH, SKi BUHUKAIOTh
Yac BiJl 4acy HE3aJISKHO BiJ KUIBKOCTI JaHUX, siKi oTpuMytoTh 3 BJI. Lli aHaiTH4HI JaHi CTaId MOMTOBXOM
JUT onTuMizailii 6a3u ganux y BK®C, ockibKy 3aTPUMOK B IHIIUX CKIAJI0BUX CHCTEMH HEMAE.

2. Mera Ta 3aaa4i 10c/1iTKeHb
Mertoto poboTu € Bu3HaueHHs croco0y ontumizanii 6a3u manux (BJ) BKOC mis miarpumanHs
CTabUTBEHOT pOOOTH.
J1ist BUKOHAHHS TIOCTABIICHOT METH MOTPIOHO BUKOHATH TaKi 3aBJIaHHS:
— BHU3HAYMTH sAKHalKpaiuii crmocio ontumizaitii B/1;
— MiHIMI3yBaTH BUTPATH Ha ONTHMI3allilo;
— MiHimi3yBatu gac npocroro BKOC mix wac ontumizarii B/I.

3. JocainkeHHs iCHYIOUYMX pillieHb
PosrasiHeMo Taki MOXKITHBI BapiaHTH ONTHMI3allii CHCTEMH KepyBaHHs 0a3aMul JaHUX: TIEpEXi/ Ha IHIIHH
TUN 0a3 TaHUX, peopraHi3allis iCHyr0uO0i 0a3M JaHWX Ta IMPOrPAMHOr0 3a0e3MeueHHs MOAYJIS aIMIHICTPYBaHHS
BK®C, macmrabyBanHs icHyro4oi apxitektypu b/l, BuKoprcTaHHs roToBUX pimieHb 11s 10T .

3.1. Bukopucmanns nepenayiiinux 6a3 oanux

NOSQL — 6a3a manmx, ska 3abesreuye MexaHi3M 30epiraHHs Ta BUI0OOYBaHHS JaHUX BIIMIHHHUH Bin
MiIXOMy persiiiiHuX 0a3 qanux. [lepeparoro Takux 0a3 JaHUX € 3HAYHO OUTbINA MBHKICTH OTPUMAHHS JaHUX,
3HAYHO MPOCTIllle TOPH30HTAIbHE MAacCIITA0yBaHHS Ha KIACTEPH MAIMH, KOHTPOJIb JOCTYITHOCTI. MiHycamu
TAKOro PIllICHHs € Te, 1110 IIC/s 3MiH Y 0a31 OHOBJICHI IaHI HE 3aB)KIW MOYKHA OTPUMATH BiJpa3y a0 * BOHHU
Oynyts HetounuMmE. He y Beix peanizanisx NOSQL MokHA BUKOPHUCTOBYBATH TPAaH3aKIIil Ta BUKOPUCTOBYBATH
join. s Bukopucranss anaigory SQL joiny NOSQL icHye nekiibka ImiIxojiB:

— MHOXHHHI 3alUTH. PO3OUTTA CKIAJHUX 3alHUTIB Ha MiJMHOKUHY TPOCTIIIUX 3amuTiB. Take
pimenns y NOSQL 6a3ax maHuUX € ONTUMaNbHUM, TOMY IO CyMapHHH Yac BHKOHAHHS IUX KiTBKOX
3aMUTIB BCE OAHO Oye IMIBUAIIMM, HK OWH CKIaaHuM 3anuT y SQL ;

— KeIlyBaHHs, peInIiKallisi, HeHOpMaJli30BaHi JaHi — 30epiraHHs 30BHIIIHIX 3HAYEHb Pa30M 3 OCHOBHU-
MU JaHUMH. Takuil MiIXiI € BIAJIUM y pa3i yacTOro YMTaHHs JaHMX, ajic HaJ3BHYAMHO YCKIIAIHIOE 3MIHY
nanux y b/I;

— BKJaJEHI naHi: y JOKyMeHTHUX bJl MokHa 30epiraTH BENHMKY KUIBKICTh MAaHMX y MEHIIIH
KUTbKOCTI Konekuid. Takuii miaxia BukopuctoBytots y MongoDB.

MongoDB — noxymento-opientoBana CKB/] 3 BinkpuTuM BHXiTHHUM KojoM. BoHa He moTpebye
OMmuCy cxeMu Tadyuib. OCHOBHI MOXJIMBOCTI:

— nokymeHTo-opieHToBaHe cxoBuine (JSON-moniOHa cxema JaHuXx);

— JWHAaMIYHI 3alUTH;

— KYpHaJIOBaHHS BCIX OMeparii;

— edexTrBHE 30epiraHHs BeMUKUX OiHAPHUX (aiiiiB;

— aCHMHXpPOHHA pPeruTiKallis.
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3a mMoxmBocTi Bl MO)kHa pO3TOpHYTH Ha JIBOX CEpBEpax, BUKOPHUCTOBYIOUM peILTIKallifo master-
slave. TIpu Buxoxi 3 magy oauiei BJ] iHIa MpoIoOBIKye MPaIOBATH ABTOHOMHO.

3.2. Onmumizauin icuyrouoi BJ]

OnTumizanis icHyrodoi B/l Moke 3HaA4HO MOKpammTH poOOTYy cucTeMHu. Takuil miaxim € moBoJi
3aTpaTHUM, OCKLUTBKH JUIS ONTHUMI3AIil BXKe iICHYIOUOT apXiTeKTypH 3HaI00SAThCS MOCIYTH aMiHICTpaTopa
0a3 maHux Ta po3podOHuKa. Taka onTuMizallis nependadae:

— onTuMmizalito Ta 3MiHy SQL-3anuTiB i3 MOAAIBIINM TECTYBaHHSIM;

— pO3pOOIeHHS Ta 3MiHY iCHYIO4O01 apXiTekTypu bJI;

— TIepeHEeCeHHs BXKe iCHYI0OUOro MacHUBY JJAHWX HAa HOBY apXiTEKTYpy.

Haii6inbm 3aTpaTHUM 3a TaKOro MiIXoay Oyje Mirpaiis Ha HOBY apXiTeKTypy i3 30epekeHHsIM ycixX
naHux. J{ist Iboro po3poOHUKaM MOTPIOHO pO3pOOHUTH Mirpallii, Siki aBTOMaTHYHO TIepeHECYTh BCi JlaHi i3
icaytodoi B/] o HoBOI.

Takuit meron oOMexeHHH e(EeKTHBHICTIO amapaTHHX 3aco0iB Ha skuxX mpamioe BJl, ockimbku
HaBaHTa)XEHHS Ha KiOepdiznuHy miuatdopmy MOCTIIHO 3pocTae; TaKHi MiAXiN TUIBKA TUMYAcOBO JACTh
3MOTYy 3MEHIIIUTH HaBaHTaXeHHs Ha b/ Ta mpumBHIIINTA poOOTY Kibep(hizuIHOT CUCTEMH.

Takokx MOXHa BHUKOPHUCTOBYBATH IIOCTIHHMN Keml JUIS TPUIIBH/IICHHS 3aBaHTAXCHHS JaHUX.
[MocTiiHUI Keml TeHepyeThCsl TUIBKM OAWH pa3 MpH MepuioMy 3amuTi 1o aanux. [licms BuOipku Ta
o04HrCIIeHb JaHi 30epiratoThest 10 30ipHOT Tabmuili B BJ. Takuii minxin mae 3MOry 3Ha4HO 3MEHIIMTH Yac
JOCTYITY JI0 TJaHUX, aJie OTPpeOye OLIBIIOro TUCKOBOTO MPOCTOPY.

3.3. Bukopucmanns iHwmor cucmemu KepyeanHs 6azamu 0aHux

SAxio B npoekTi BuKopucTano SQL 6a3y qaHuX, TO MOXHA CIIPOOYBAaTH BUKOPUCTATH IHIILY CHCTEMY
kepyBanHs 0Oazamu mganux (CKIB). I3 Bukopucranasm MySQL € MOXIHBICTH MOBHICTIO TepeiTH Ha
pymriii MariaDB, sikuii Mae BiIKpUTHI BUXIIHHE KOA Ta PO3MOBCIOUKYEThC mmin minensicro GNU GPL.
MariaDB mpakTu4HO MOBHICTIO MATPUMYE CyMicHICTh i3 MYSQL, OCKiIbKH MMOYaTKOBO BiH PO3POOIISBCS
aK Bigranxyxenss Big MySQL.

Takuii miaXia TOMOMOXKE OLIHUTH 3MiHY IPOAYKTHBHOCTI 033U JaHUX 0€3 BEIMKUX CKOHOMIUHUX Ta
4acoBUX BHUTpaT. BpaxoBytouu e, mo MariaDB BukopucToBye HOBe cxOBHIIE AaHUX Arid, sSiKe 3aMiHUIIO
MyISAM, ane Mae TIOBHY 3BOPOTHY CYMICHICTh 3 HHM, MOXXHAa TOYHO CKa3aTH, IO 3anuc JaHux y bJl
BimOyBaTumerbes mpuaie. Hore cxoBuie PBXT miarpuMye MylbTUBEPCIHHUAN METO OpraHi3allii 1aHuX,
IIUM CaMHM JIO3BOJISIFOUH 11030aBUTHCS Bij OJOKYyBaHHS IMiJ 4aC YMTAHHS JaHUX.

MariaDB Galera — knacrepua CKB/I, sika miarpuMye CHHXPOHHY perntikariro multi-master. ITig uac
CHHXPOHHOI peruTikailii BCi By3JI 3aBXKIH MICTSTh akTyanbHi naHi. TpaH3akiii GikCyrOThCsl TUTBKH MiCIIs
MOUIMPEHHST JaHWX BciMa By3namu. 30iifHI BY3JIM CHCTEMH BUIIYYaIOThCS 13 CUCTEMH Ta MOXYTh OyTH
3HOBY 3amyieHi Bpy4Hy. OcoOnuictio miei CKBJl € MoxinBicTh MaciiTaOyBaHHS 1 YMUTAHHS, TOMI 5K
pelira pilieHb MPOIOHYIOTh TUTBKU MaciiTaOyBaHHs YuTaHHs (pHc. 2).

PostgreSQL — 06’ exTHO-persiiiiiHa crcTeMa KepyBaHHs 0azamu nanux. Ha BinqMiny Bix inmmmx CKB/] ve
KOHTPOJTIOETHCSL SIKOFOCh OJIHIEI0 KOMITaHi€r0. OCOONMBICTIO € MOXIIMBICTh OJHOYACHO MOAM]IKYBaTH JaHi
JICKUTHKOM KOpPHCTYBadaM. 3aBIsKU [IbOMY Biraaae morpeda B OJIOKYBaHHI ITiJT Yac 3UNTYBAHHS TaHUX.

Puc. 2. Ilpuxnao xoughizypayii MariaDB Galera kracmepa
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Ipu nepexoni va pymiit B/I 6e3 3B0poTHOT CyMiCHOCTI BUHHUKAE Oarato npobiieM. [t KopeKTHOT poOoTH
BJ1 Ha HOBOMY py1Iii ToTpiOHO Oy/ie BUTpaTUTH OaraTo yacy. SIKIio nepeHoc AaHuX, MOKITMBO, HE BUKITHKATHME
OaraTo mpo0JieM, TO HaJIAIITYBaHHS BCIX TaOJHIIb, TPUI'E€PIB, 3B’ I3KIB 1 T. J. MOYKE 3HAYHO CITOBUIBHUTH TIEPEXiI.
Takox motpiOHO Oyzie TPOBECTH TecTyBaHHs HOBOI b/1, 00 BM3HAYATH, UM KOPEKTHO BCE MPAIIIOE.

3.4. Macuwumadysarnns icuyiouoi apximexmypu bJ]

MaciiraOyBaHHs apXiTeKTypyd MO)KHA IIOAUIMTA Ha JBA THIIM: BEPTUKAIBHE 1 TOPU3OHTAIBHE.
BeprukanebHe macmraOyBaHHS rependadae TOKPAIICHHsST OOYMCIIOBATBHIX XapaKTEPUCTUK Ta MOJIEPHI3AIIIO
HasiBHOro OOnajHaHHS. Take MaciuTaOyBaHHS ITPOCTIIIC BUKOHATH, ajie¢ 3 4acOM TaKMW MIIXiJ BTpadyaTUMe
e(heKTUBHICTB, OCKUTLKH KUTBKICTh ianux y BJ1 3pocrarime, 1 3HOBY BHHUKaTUMYTh ITPOOJIEMH, SIK paHille.

lopuzonTanbHe macmraOyBaHHS peai3yBaTH CKJIaJHIIIE. BOHO BiIOYBA€ThCS MULIXOM peIDTiKaIlii
mastBHOl B/ Ha inmmmi mamman (puc. 3). CydacHi 3aco0u KOHTPOIIO XMapHUX 3acTocyHKiB (Google, Amazon)
3a0e3rmeuytoTh perntikaiio bJ] Ha BelMMKy KiMbKiCTh MalllMH. Y TAKOMY BHUMAJKY TIIKITFOUCHHS BiIOYBa€THCS
JI0 TOJIOBHOT'O CepBepa, SIKUH po3mo/iyisie HaBaHTaxxeHHs. Hanpuknan, onepartii BuGipku 3 b/ BUKoHyroThCs Ha
OJIHIN MAIIIMHI, a ONepallii 3anKucy JaHuX - Ha iHImii. Takuii miaxin € gyxe eeKTHBHUM, OCKUIBKH BiH OITH-
MaJIbHO PO3MOAUISE HaBaHTaKeHH Ha B/] Ta rapaHTye IUTICHICTh JaHKX Ta X OMHOPIAHICTh Ha BCIX MAIlIMHAX.

JloroMbKHMIA
By301 1

. JIOITIOMI>KHIHA
OCHOBHMI By30II »>
BY3011 2

JlommoMi>KHMIA

Puc. 3. I[Ipuxnao pennixayii 6azu oanux I

(eopuzonmanvre macuimabyeamnmst)

3a Takoro maxomy IO ONTHMi3allii MO)KHa HE KOPUCTYBATHUCS MOCTYraMH PO3pOOHHKIB Ta ajaMi-
HicTpaTopiB 6a3 JaHUX, OCKUTBKH MOTPIOHO OyJe 3MIHUTH TUTBKH KiHIIEBY aapecy Bl mis minkiroueHHs.
3Ha00UTHCS TITBKM CHCTEMHHUH aJMIHICTPAaTOp, SIKOMY MOTPIOHO HAJAINTYBaTH HOBY IUIATQOpMY JUIS
pO3ropTaHHs ICHYIO4Oi 0a3u JaHUX.

l'opuzoHTanbHE MacITaOyBaHHs TAKOXK Ma€e CBOi HEIOJIKH, SIKi IEPEBasKHO BUPAKAIOTHCS BAPTICTIO
perutikamii B/I.

3.5. Bukopucmanns zomosux piwens ons 10T

HaiiehekTHBHIIINM MiX0JJOM MOXKHA BBa)KATH BHKOPUCTAHHS BXKE TOTOBHX PIllleHb, PO3POOIEHUX
npoBiIHUMH KoMmaHismu. OnHuM 3 Takux cepriciB € Amazon Web Services mist 10T. I mardopma €
OJIHI€IO 3 HAMMOMYJSPHIIIUX Yy CBITi Ta MoXe 3a0e3neunTn Oe3nepediiiHy poOOTy NEKiINbKOX MITbHOHIB
MPHUCTPOIB OMHOYACHO. 3aBJASKHA CBOIM OOUYHUCIIOBAJIBHUM MOXKIHUBOCTSIM Ta MOXJIMBOCTI CTBOPIOBATH
(hakTUYHO Oe3MEXKHY KUIBKICTh perutikaiiii b/l s cucteMa € HaiicTaOLIBHIIIOW Ta Hale()SKTUBHIIIO IS
BHKOPHCTaHHs. CIUHMM HEIOIIKOM Ili€l cucTeMH € ii BapTicTh. TOMY HEBEIMKHM KOMIIAHISIM Ta
PO3pOOHKMKAM HE BHUTiHO BUKOPHCTOBYBATH B)XKE FOTOBE pillieHHsI [4].

CrabinbHICTh POOOTH CHUCTEMH 3a0e3MeuyeThCsl BHIUICHUMH CepBEpaMH, Ha SIKUX 3HAXOIUTHCS
komist BJI. 3aBasiku pymiiro, sikuii Oyyno po3poOeHO B KOMIIaHii, rapaHTis OJHOPIMHOCTI JaHWX Ha BCIX
ex3zemiuisipax b/l 3abesneuyerbest maibke i3 100% TounicTiO. Y pa3i BHHUKHEHHS KOHQIIKTIB OepyThes
naHi, sKi 30iraroThes y Outbirocti B/ O1ike, 010 HMUTICHOCT] JaHUX MOYKHA HE MepeiiMaTCs.
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OcuouuM By3noM cuctemu € AWS |0T Core, sikuit 3aiiMaeThbest OaaHCYBaHHSIM HaBaHTa)KCHHS HA
cucremy. Bin migrpumye mporokoan HTTP, WebSockets i cipomienuii mporokon 38's3xky MQTT. Lei
BY30J1 CIIPOEKTOBAHO TaK, 100 MpAaIfoBATH B yMOBaxX HECTaOUILHOIO 3’ €IHAHHS T4 MAKCHMAIBHO 3MEHIITY-
BaTH HABAaHT)XCHHS HA MEPEXKY CTUCKAHHIM JaHUX.

ITigkarouaroTs TPUCTPOI 3a goromororo miathopmu AWS 10T Device Management. 11s miardopma
JIa€ MOYKJIUBICTh BHOCHTHU JIO CBOT'O PEECTpa aTpuOyTH MPUCTPOIB (Ha3Ba, THII, cepis, pik BUPOOHUIITBA),
IO CIIPOINIYE TPYMyBaHHS Ta MOLIYK NpUCTporo. Llg miardopma Takok CIKye 3a CTAaHOM MPHCTPOIB Ta
MTOBIIOMJISIE TIPO BUXI1J] KOMIIOHEHTIB CUCTEMH 13 JIajy.

AWS |oT DM pnae MOXIUBICTD BifJjalieHO OHOBMOBAaTH [I3 MpUCTPOiB, BCTAHOBIIOBATH BHIIPAB-
JIeHHs1 Oe3MEeKH TOIIO BXKE Iicis BCTAHOBJICHHS 1X JI0 CHCTeMH. Taka aBTOMAaTH3allis 3HAYHO IOJIErIIye
poboty 3 10T cuctemoro, SIKIO0 BOHA CKIIAJAETHCS 3 KUTbKOX COTEHb a00 TUCSY MPUCTPOIB.

IcHytoTh OOMEXEHHs JyIsl BimpaneHoro oHomieHHs [13 mpuctpoiB. OCHOBHE OOMEXKEHHS — II¢ BUMOIa
BUKOPHCTOBYBATH CIICIIAIGHY OIEpalliifHy cucTeMy Ha MikpokoHTponepi Amazon FreeRTOS, sika € po3po0-
Koo Amazon i miaTpuMye TOBHY iHTerpaitiro 3 cepsicamu kommanii. Cepsic Amazon loT Greengrass Core
JIO3BOJISIE CTBOPUTH 3aBJIAHHS JUTsl OHOBIIEHHS [13 mprcTpoiB 1o «11oBiTpro». [1i 4ac HACTYIMTHOTO MiAKITFOYEHHS
MPUCTPOIO JI0 TIATHOPMH Ha HHOI'O 3aBAHTAXKHUTHCS OHOBJICHA MTPOIIMBKA, 1 BIH OHOBUTHCH.

3aranom miatdopMu st podoT 3 10T mpHCTPOSME JyKe CHIBHO BINPI3HSIOTHCS. AJe SIKIO OpaTH
TUTbKM OCHOBHHMI (DYHKIIOHAN (1p0) KOXKHOI IIaTGOpMH, TO PI3HMIN MPaKTUYHO HeMe. Bcei miatdopmu
JIO3BOJISIFOTH OHOBIFOBaTH [13 TpHCTpoiB, BCI MIATPUMYIOTH OCHOBHI MPOTOKONM TiepenaBaHHs naHux: HT TP
IUIsL TIepioAnMYHOro mepemaBanus indopmariii, WebSockets mms mocrilinoro 3'emHans. Takok KoKHA
atdopMa Ma€e CBOi MPOTOKOIH TepeaBaHHsI TaHUX BIacHOro pospoOieHHs. [lepexia Ha HOBY miaTdopmy
3MYIIy€e TEPEepOOUTH BECh MPOrpaMHHUN MOmynb Tardopmu. [IpomeciHr Ta aHaNITHKy BHUKOHYBaTHMYTh
3acobamu Amazon. s mboro MoTpiOHO MOBHICTIO TIEPENMCaTH 11 MOy 3a/1if0ur po3poOHHKIB. [Ipomecinr
MOBHICTIO Tepeiine mix koHTpoib Amazon loT Core a aHaliTMYHY YacTHHY BHUKOHYBaTHME IuTaTdopma
Amazon Analytics. Taki 3MiHH B apXiTeKTypi iatgopMu 3aiiMyTh Oarato yacy Ta pecypcis (puc. 4).
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|

| ;! :

|

| ! : { ¢ . |

| : | ‘ Amazon RDS (ocHOBHHIA By3011) ‘ |

| | |

|
| Moz asrovaTis 1.N | | Perorixaii 51 1N :
| ____ o - = == ______
{ Girmapruii it npoummK
3 HOMEPOM aBTOMATY, { Hovep aBTOMATY,
Kodiryparist oG ans Kodirypartist oGS
(wmamivm i cratrami (wmamivum i crammami
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I"eneparop
(dpaitmy npomnBky ruiati, 6a3oBi KOHGIrypaLiitHi mapameTpH, 104aTKOBI KOH(DIrypariiiHi napamMerpu)

Monens BA,
rapamerpu

Puc. 4. Cmpyxmypa eenounzo60i kibepghizuunoi cucmemu nicisi nepexody na niamgopmy Amazon 0T

Baza nanux mirpye Ha cepsic Amazon RDS, a 3aco0u nepcoHaNsHOro cepBicy 3aHIIaThCst 6€3 3MiH.

3.6. Mizpauis icnyrouoi apximexmypu b/l na zcomoege piwenns
OCHOBHI BUMOTH JI0 TOTOBOT'O PillIeHHS MOJSTAIOTh y MOCTIMHIA moctymHocTi BJ] Ta 3MeHIeHHi
yacy 00poOk#u 3anuTiB BUOIpKH. Takox moTpiOHO 3amobirtu O61okyBaHHo B/] min yac yntaHHs.
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Puc. 5. Cmpyxmypa eenounzo6oi kibepghizuunoi cucmemu nicis miepayii na Amazon RDS

MoskHa BUKOpUCTaTH ToToBe pimeHHss Amazon RDS. Jlns HanamTyBaHHS MOCTIHOT JOCTYITHOCTI B
Amazon RDS icuye ommis Multi A-Z. Bona mosBomsie posmictutu kormii BJ[ y pisaux periomax. Ile
3arobiraTiMe OJIOKYBaHHIO ITiJi 4ac YHTAaHHS Ta 3a JIOMOMOTOK TOPH3OHTAILHOTO MAacCHITa0yBaHHS
napajienbHO BUKOHYBaTH YnTaHHs 3 b/l 6e3 BUIUMHX 3aTPUMOK.

Hns mepexoxy ma Amazon RDS morpibHO Timbku mepeHecTH icHytouy B/l Ha HOBY mimaTdopmy
(puc. 5). Jlns uporo BuKOpHCTOBYeThes cepBic AWS Database Migration Service. Moro moxHa BHKO-
pucTOBYBaTH Uil ofHOpigHuMX Mirpamid Tunmy MySQL mo MySQL a6o neomnopimaux tumy Oracle B
Amazon Aurora. Takox 1el cepBic MOXXHa BHUKOPHCTOBYBATH JUisi Oe3lepepBHOI perutikaiiii JaHux 3
ocHoBHoi BJI. Ilix wac perutikamii Ta mirpamii yac mpoctoto ocHoBHOI BJ] 3Benena no minimymy. s
no4yatky poOOTH 3 HOBOIO IJIaT(HOPMOIO IOTPIOHO TUTBKK 3MIHUTH KiHIIEBUN NIISIX MinkmrodeHHs 1o b/ ta
B HAJIAIITYBaHHIX OE3MEKH BIIKPHUTH JOCTYI A0 rporpamuoi yactuaun BKDC.

4. BupimeHHs npodeMu

Buxons4u i3 mMocTaBIeHOl 3a1a4i Ta aHali3y BXKE ICHYIOUYHMX PIllIeHb, MOKHA BUIUINTH JIBa OCHOBHI
CIIOCOOM BUPIIIIEHHS TPOOJIEMH, SIKI MO)KHA KOMOIHYBaTH: TOPU30HTANbHE MacIITa0yBaHHS, BAKOPUCTAHHS
iHmoro pyurist B/l pa3om i3 ropuzoHTaIbHUM MacITa0yBaHHSIM a00 BUKOPHCTaHHs TOTOBOI IIATPOPMHU
Iuist posropranHs BJl, sika Bike MATPUMY€E TOPU3OHTAIBHE Ta BEPTHKAIBHE MacIITa0yBaHHS.

[HIi crmocoOu Hac He BIAIITOBYIOTh Yepe3 TaKi MPHYHHU:

— mepexin Ha Hepemsiiiny bBJl morpebye Benmnknx YacoBuX Ta (DiHAHCOBUX 3aTpaT; BaKKO
nepea0ayuTH MPOAYKTUBHICTh CHCTEMH, IIOKH HE Oyje MOBHICTIO po3ropHyTo bJl; BUXIOHHI KOJ BCHOT'O
MPOEKTY HEOOXiIHO TIepenucaTv i BUKOPUCTaHHs HOBHX 3anmuTiB 10 B/l (ckmagni SQL 3anuth moTpidHO
mepenucyBaTu B MacuB mpoctimx NOSQL 3amuTiB);

— BHKOPHUCTaHHS IHIIOTO PYINis He Ja€ TapaHTid 3HA4YHOTO MpHUCKOpeHHs pobotu BJI; € BHCOka
IMOBIPHICTB, IIO TEPEXi/l Ha HOBUH PyIIil MOXeE TUTbKH CIIOBUIBHUTH POOOTY;

— BepTUKaIbHE MaciTaOyBaHHS MOXe OyTH e()eKTHBHHMM TUTbKHM TIeBHHI 4ac, moku BJl 3HOBY He
30UTBLIATHCS IO KPUTUYHOTO PO3MIPY; TAKOXK TaKW MiXia He Bupinrye OnokysanHs BJ mix yac yntanHs abo
3aMHCy JaHHX;

— BUKOPHUCTAaHHSI TOTOBOTO PIllIEHHS JIsi MacTaOyBaHHS CIIOHYKAa€e BCTAHOBIIOBAaTH CTOPOHHE [13 Bix
PO3pOOHKKA, PEECTPYBATH BCI IMTPUCTPOI B CHCTEMI, HAJIAIITOBYBATH OHOBJCHHS. Takuil MifxXiA piBHOCHIBLHUN
MOOY/I0B1 CUCTEMHM 3 HYJIS, 3 TIEIO PI3HMIICIO, 10 TPUCTPOI BxKe (PI3MYHO BCTAHOBJICHO B CUCTEMY. Takoxk ITif
Yac Mepexo/ly Ha MOBHICTIO TOTOBE PIllICHHS MOXKE BUSBHTHCS, 1110 HAIIIE ariapaTHe 3a0e3mneueHHs (KOHTPOJIepH,
JaBaui) He MITPUMYETBCS I[EI0 CHCTEMOIO. TakoK € OOMEKEHHS B IPOTOKOJaX IepelaBaHHs TaHuX.
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B cykymHocTi 1i ¢akropu CBigYaTh MpO Te, IO TOTOBa IUaTGopMa € sSKHAHKpammMm pillleHHSIM Jis
PO3POOIICHHST CHCTEMH 3 HYJIS, sika 0OCITyrOBYBaTHME BEITMUE3HY KUTBKICTh MPUCTPOIB, JIe HisIK HE MPO Te, IO
Tepexiji TOTOBOI CHCTEMH Ha 30BCIM iHIY IUIAT(GOpMy BHSBUTHCS HAM BUTITHUAM.

Haiikpammim pilleHHsM € repexin Ha ToToBY miaTdopmy it posropTanas B/, sika BUKoprcTOBYBaTHME
1y camy CKB/I, 1o i HasBHa 6a3a manux. ['oroBa miatdopma q03B0JIsI€ O€3 BCTAHOBJICHHS CTOPOHHBOrO [13
BUKOPHCTOBYBATH TOPU30HTalIbHE MaciuTaOyBaHHs. TakoK Juisd 3a0e3MeueHHs Ie MIBUAIIONO JIOCTYITY IO
BHUKOPHUCTOBYBAHOI iH(pOpMaIlii MOJKHA 3a/isTH BIACHUH KeIIl: JaHi, Kl Xo4a O pa3 3aluTyBaInCs 1 € HE3MiH-
HUMH, B MaiOyTHhOMY (CyMa TpaH3akIlii, )KypHaJI TOJii TOINO) 3alMCYIOThCs B moCTiiiHmil kem BJI, skwid
3HAXOMUTHLCS B TIPOMDKHIM TaOmwIll. Yac )KUTTS TAKOTO Kelly HeOOMEXEHHH Ta rapaHTye IBHIKY JTOCTYITHICTh
JI0 BXKe paHile 3arnmutyBanoi indopmartii.

Mirpaiiiss Ha HOBY IIaTGOPMY J03BOJIMIA 3MEHIIMTH 4ac BUKOHaHHS SQL-3amuTiB Ta 3amo0irtu
onoxyBanHto B/l min vac untanus (nuB. Ta6id. 2). Lle o3Hauae, 1m0 OMIOKYBaHHS 3HUKIIM Yepe3 ICHYHOUi
komii B/, siki BUKOPUCTOBYIOTh i 4MTaHHSA AaHuX. OCHOBHUU BY30JI PO3MOALIAE HABAHTAXCHHS MIXK
By3JlaMHM TaKUM YHHOM, III0 3alUTH HAyTh A0 MEHII HAaBaHTAKEHHX PEIUTIKAIil JUIs IIBHAIIOI 00pOOKH
3anuTiB. 3 Ta0J. 2 BUIHO, IO MIC/IS MEPIIOro 3allUTy JaHUX BCl HACTYIHI 3alIUTH TUX CaMHUX JaHHX BHUKO-
HYIOTBCS 3a OJHAKOBUH Yac, OCKUIbKU JaHi 3HAaXOIATh y Kellli. Takok 3HUKIM OyiokyBaHHsS B/l mim uac
YUTaHHS JaHWX, 0 CIPUYUHEHO HASBHICTIO PEIUTIK Ta MOCTIHOTO Kemly.

Tabnuys 2
Crarucruka oopooku 3anutie 10 B/ micas mirpauii na Amazon RDS

SQL O6pobka 3amut , KinbkicTs psaxis
3aIIUT, C PHP, ¢ HTTP, ¢ Man’srs, Mb i3 BJ1
1,7 7,56 9,26 212.95MB 35610
1,29 2,85 4,14 212.95MB 35610
1,29 2,89 4,18 212.95MB 35610
29 4,61 7,51 195.2MB 31843
1,05 2,59 3,64 195.2MB 31843
1,05 2,75 3,8 195.2MB 31843
1,31 0,71 2,02 56.51MB 7375
0,9 0,77 1,67 56.51MB 7375
1,83 0,665 2,50 56.52MB 7384
1,98 0,65 2,63 57.01MB 7695

BucHoBkH

Hageneno ctpykTypy MoAaylsi aiMiHICTpYBaHHS BEHJMHTOBUX KiOepdi3nuHUX cucteM. Po3risiHyTo
Mpo0JieMaTHKY MIBUIKOTO POCTY KinbkocTi qanux b/l y BK®C, ske 3Ha4HO CHOBUIbHIOE pOOOTY CUCTEMHU
a00 MPHU3BOAMTS JIO ii HEKOPEKTHOI pOOOTH Ta BiJIMOB.

Bubpano ontumanbeHe pileHHs, sKe 103BoiUTh Macmrabysatu Bl ropu3oHTaibHO O€3 BENMKUX Yaco-
BUX Ta (hiHAHCOBUX BUTpaT. HaBeneHo aHaIITHYHI 1aHi, SKi MATBEPIKYIOTh epeKTHBHICTH 00paHOro crocooy.

Take pillieHHS MOXXHa BBaXKaTH JIOBIOBIYHHUM BHPIIICHHSIM NPOOJIEMH, OCKUIBKH 3a MOTpeOH B
MaiioytaeoMy BJ] BKOC moxxHa mpomoBKyBaTH MacmTa0yBaTH B TOMY CaMOMYy HarpsiMi 0e3 MpOCTOrO
cucTeMH. BincyTHIiCTH MpocToiB y pobOoTi 3abe3nedye HasBHICTH peIUTiKallii, sKa TapaHTye IUIICHICTh
JAHHUX HaBITh Y pa3i BUXOAY 3 JIaJy OIHOro abo JAeKiIbkox By3iiB B/I.
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