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AHotanisi. YV 38" 3Ky 31 HIBUIKMM PO3BUTKOM KiOep(hi3MIHUX CHCTEM iCTOTHY yBary B CBiTi 3BepTalOTh Ha Pi3Hi aCHEKTH 1X
dopmyBanHa i excrnyaranii. Y 2014 p. NIST, USA creopuia I'pomanceky pobouy rpymny kiGepdi3sMUHHX cucTeM s
00’ elHaHHA MHUPOKOro Kona (axiBIiB HA BIAKPUTOMY I'poMaJicbkoMy (opyMi, 100 OINOMOITH BU3HAUUTH Ta chOpMyBaTH iXHi
OCHOBHI XapaKTepPUCTHKHU Ul KePiBHUITBA PO3POOJICHHAM Ta BIIPOBA/UKCHHAM <IHTENEKTYaJIbHUX» IPOrpaM y pizHuX cdepax,
cepesl SIKMX PO3YMHI BUPOOHHMLITBO, TPAHCHOPTYBAHHS, €HEPreTMKAa Ta OXOPOHA 310pOB’S. BaMBUM BBaKaeTbCs NMHUTAHHS
MPOrpaMHOro 3a0e3IEUCHHs, OCKiJbKH, IO-Teplle, BKa3aHi CUCTEMH CKJIAJAIOThCS 13 BEJIMKOI, HEpPEriaMeHTOBAHOI KUIBKOCTI
KOMIIOHEHTIB, PO3HECEHHX Yy IPOCTOpi i yaci, a, Mo-Ipyre, KOMIOHEHTH CHCTEM MaloTh 3MOT'Y CaMOCTiiHO, i BIacHi morpebu,
JIOIATKOBO BCTAHOBJIIOBATH HEOOXi[HE MporpamMHe 3abe3nedeHHs, Bizome sk Middleware.

Kurouosi ciioBa: kibepdisuuHi cuctemy, cMapr-3aco0H, porpamMHe 3a0e3MeUeHHs, IPOMiXKHE IIPOorpaMHe 3a0e3M1CUeHH.

Annotation. In connection with the enhanced development of cyber-physical systems, considerable atention in the world
is given to various aspects of their formation and operation. So in 2014, NIST, USA has created a Cyber-Physical System (further
CPS) Community Working Group to bring together a wide range of professionas at an open, public forum to help identify and
shape the main characteristics of the CPS to guide the design and implementation of «intelligent» programs in various aress,
including smart production, transportation, energy and heathcare.

By analyzing the known CPSs, their metrological and software, we can evidence that their number is steadily increasing,
and the scope of application is expanding. Software and metrological assurance develop in the direction of supporting the work of
existing CPSs as dso and in the design of their suitability for new types of CPSs. Therefore, the requirements for creating a CPS
are security, confidentiality, reliability, stability, guarantees for common interconnected devices and infrastructures, dynamism,
compatibility (the ability to host different computing models), the support of different modes of communication in the network, the
solvability of complexity problems ( problems of accessing the obtained data and control with feedback in any architecture of the
CPS), synchronization, interaction with the operating environment, the ability to cooperate with each other for the creation of the
complex effects, the creation of effects that exceeds the sum of the effects of individud parts of the CPS, the ability to combine
severd goals.

CPSs are characterized by well-defined components: with known performance described by using standardized semantics
and syntax. CPSs must support the flexibility of applications and domains. To redize this, the definition of components must be
flexible and open. The architecture should support an accurate questioning of components in order to provide flexibility in the
creation and adaptation of virtua systems and the promotion of innovation. The CPS should support a large scale of sizes,
complexity and loading in addition. The components should be integrated or/and scaled quickly, even while operating. The CPS
architecture should consist of independent, disconnected components for flexibility, reliability and resilience to changing
situations. The solution must aso exist between the architectural layers, alowing each layer to be changed, without affecting other
layers. In order for the system to integrate different components, the interfaces to these components should be based on interpreted
and unambiguous standards. Adaptation is achieved through the flexibility of interna components and interoperability. An
important issue is software, since, firgtly, these systems consist of a large, unregulated number of components spaced apart in
space and time, and secondly, system components are able to independently install themselves for their own needs the required
software denominated as Middleware.

Key words. cyber-physical systems, smart means, software, middleware.

Beryn BaHHSI Ta iX IPOrpaMHOrO 3abe3medeHHsI. 3acodu
HEeOoOXiZHI Ul KOHTPOJIO IMapaMeTpiB TEXHOJIOTIYHUX
MPOIIECIB Ta HABKOJMIIIHBOTO cepeqoBHia [1].

CyTh «IHTENEKTyaJbHHUX» MpOrpaM IOJITae B
AKi

KiGepdisuuni cucremu (mami — KOC) — ne
IHTEJIEKTyallbHI CHCTEMH, Y SIKIi BXOAATH Mepexi ¢i- : :
3MYHMX Ta OOYKMCITIOBAJILHUX KOMIIOHEHTIB, IO imKenep- ~ TOMY, IO,  BHKOPHCTOBYIOIHM  JIaHl  CCHCOPIB,
HO B3a€MOZIOTh. BOHH [POHHUKAIOTH Y BCi chepH HKUTTE- SIKHAWIIBHIIIIE 1 SKHAWTOYHIIIE CUTHAII3YIOTh IPO 3MiHY
JUSUTEHOCTI JIFOAWHY: BUPOOHHIITBO, OYAiBHUIITBO, TPaHC- NapaMeTpiB  CEPE/OBHING,  CHCILIaNbHi  AITOPUTMH
IOPT, eHepreTHKy, MEIULHHY TOWIO, A¢ 3abe3nedyrorp  3aMIIOIOTh  aBTOMATHKY BHIIOTO PiBHS JUIs BHKOHAHHS
HOBI (PYHKIIIOHAJIbHI MOXJIUBOCTI Ui TOKpalieHHs  &ICKBaTHUX nifi. KOC Buxomuth 3a MeXi 3BHYAWHOIO
AKOCTI JKUTTS, JOCATHEHHS TEXHIYHOTO mporpecy B  IPOLYKTY, CHCTEMH Ta apXiTeKTypu MPHUKIALHHX
pi3HEX cdepax i ToMy iCTOTHO BIIMBAIOTH Ha cBitopy  Iporpam. 3assuyail KOC oxoruioe Bei BioMi acrekTn
ekoHOMiKy. OCHOBOIO pO3pPOOTEHHS Ppi3HHX Mojenel  poOoTH iHhopMaLiiHO-BUMipIOBATEHUAX CHCTEM,
Kibepdi3HUHMX CHCTEM € HasBHICTh 3acO0iB BMMipro-  YCKIQJHEHUX  YHACHIJOK B3aeMofii  iXxHiX — okpe-
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MHUX KOMITOHEHTIB 4epe3 Mepexi. BoHu 00 €qHyIOTh
TpaauIlifiHi iHGOPMALIHHI TEXHOIOTIT: BiJ HaIXOMKCHHS
JIAHUX BiJl CEHCOpIB 3 iX ONpAaILIOBaHHSAM i3 BHKO-
pHUCTaHHSM BOYIOBaHMUX OOUMCITIOBAJIBHUX ITOTYXKHOCTEH
a00 3 BUKOPUCTAHHSAM XMapHUX TEXHOJOTiH, J0 Tpaau-
LIAHUX OIepaIlifiHUX TEXHOJOTIH KOHTPOJIIO Ta YIpaB-
ninns. [Hakmre kaxydau, ocoonusictio KOC e moeaHaHHS
iHpOpMaIiHHIX Ta OMNepaliiHUX TEXHOJIOTIH, Ha IO
HAKJIaIal0ThCs Yaco-TIPOCTOPOBI OOMEKCHHS, OCKIIBKH
K®C yacto po3mopolieHi y IpocTopi Ta PO3IUICHI Y
qaci.

[MutaHHsT  yOpOBa/KEHHSA  «iHTEIEKTYaTbHHX»
mporpam y pi3HHX cdepax HacCTUIbKH akKTyallbHe, IO
NIST pospobuna knacudikamito KOC, sxa oxorutoe
pO3yMHE BHPOOHHIITBO (MpsAME Ta JOAATKOBE), PO3YMHI
KOHCTPYKIIii, PO3yMHUH TpaHCHOPT, PO3YMHY €Hep-
TeTHKY, PO3yMHY O€3IeKy JKUTTSI Ta PO3YMHY OXOpPOHY
3n0poB’si. 11100 3abe3rmeynTH BHPOBAHKEHHS «IHTENEK-
TyaJIbHUX» Mporpam, HEoOXiHO CTBOPHUTH HPUKIAIHY
MOZIENb CHCTEMH, MaTd BiJIIOBIIHE METPOJIOTiYHE Ta
nporpamue 3abe3neueHHs. Kpim Toro, Tpeba moduTHCh
CYMICHOCTI MIK pI3HOPDIIHUMH KOMIIOHEHTaMH Ta
cHCTEMaMH, TOMY MOTpiOHI po3poOku y cdepi Mmerpo-
Jiorii (kamiOpyBaHHS, OLIHIOBAHHS SKOCTI KOMITIEKCHHX
MPOAYKTIB, MiarHOCTHKA Ha OCHOBI Momeni), y cdepi
PO3pO0JICHHSI OCHOBHOTO 1 IPOMIXKHOTO MIPOrPaMHOro 3a-
OesnieyeHns.  Ilporpamue  3a0e3neueHHs  (Qopmye
aZieKBaTHY TPOTHO30BAaHY IMOBENIHKY CHCTEMH — Bif-
TMIOBiJIb CUCTEMU Ha 3MiHY 3raJlaHuX MapameTpiB.

HenoJgiku

Ha ocoOnuBy yBary 3aciiyroBye pexuMm poOOTH
K®C 6e3 yuacti ¢axisiip (anrm. — «man-out-loop»
regime), skuil y MOEAHAHHI i3 THYYKICTIO CHCTEMH,
3a0e31euyBaHOI0 aBTOMATHYHUM OHOBJIEHHSM IPOrpam-
HOro 3a0e3IeYeHHS Ta BIPOBAKEHHSIM IPOMIXKHOTO
nporpamHoro 3abesnedenns (auri. — Middleware), moxe
NPU3BECTH 10 BWUHHUKHEHHS KPUTHYHHUX CHTyalid y
Mpane3gaTHoCTI ¥ €(PEKTHBHOCTI POOOTH  CHCTEM
3arasioM. Hanpuknaa, MeTposioriyHa BiMOBa, CIpH-
YMHEHa TMOTIPIICHHSIM IapaMeTpiB CHUCTEM METUYHOro
OISy  (aBTOMATHYHOTO —BIPUCKYBAaHHSA JHKIB i3
IHCTAJhOBAHOI IIJ INKIPOIO MAI[i€EHTa KaICYIH), MOKE
MIPU3BECTH JI0 HE3BOPOTHUX HACITI/IKIB.

Meta poboTu

MeTtoro poOOTH € JOCIIDKEHHS MTPale31aTHOCTI i
e(peKTUBHOCTI KiOep(i3UUHUX CUCTEM Yy pe3yiIbTari
aHaJTizy 0COOJMBOCTEH X METPONOTIYHOrO Ta Mporpam-
HOTO 3a0e3MeueHHsl.

Martepianu Ta MeToaAn

Amnamizytoun BimoMi ceoromHi K®C, ix merpo-
JIOTIYHE Ta TpOorpaMHe 3a0e3MedeHHs, 0ayumo, II0

HEBIMHHO 3POCTA€ IX KiJIBbKICTh, PO3MIUPIOIOTHCS chepr
3actocyBaHHs. [IporpaMHe Ta MerponoriuHe 3adesrie-
YEeHHS PO3BUBAETHCS B HANpsMi MiATPUMaHHS pOOOTH
HasBHuX K®C Tta iX mpuaaTHOCTI AJIsl KOHCTPYIOBAHHS
HoBux K®C. Tomy BuUMOramu, sKi CTaBIATb, CTBO-
protounn KOC, e Oe3neka, KoHQIACHIINAHICTD, HaMiH-
HICTb, CTIMKICTh, TapaHTii MO0 MONIMPEHUX B3AEMOIIO-
B’SI3aHUX TIPHUCTPOIB Ta 1H(PACTPYKTYp, JUHAMIYHICTS,
CYMiCHICTh (MOXJIMBICT PO3MICTHTH pi3HI OOYHCITIO-
BaNbHI MOJIENi), MiATPUMYBaHICTh pI3HHX PEKHUMIB
CNUIKYBaHHSI Y MEpeKi, BUPILTYBaHICTh MPOOIEM CKIa-
HocTi (mpoGiieMu 30HIYBaHHS Ta KepyBaHHS 3i 3BOPOT-
HUM 3B’ S3KOM y Oyap-skiii apxitekrypi K®C), cunxpo-
Hi3alis, B3aEMOJis 13 CEpe’OBHIIEM eKCILTyaTalli,
MoxJuBicTh pizHux K®C cmiBnpaioBaTtd s CTBO-
peHHsl edeKTiB, OUTBIIMX 332 CyMy YacTHH OKPEMHX
K®C, MoxXuBiCcTb HOECIHAHHSA IEKIIBKOX LIUIEH.

K®C xapakrepu3yloTbCsl UiTKO BH3HAUCHUMHU
KOMITOHEHTAaMU: 3 BIJIOMUMH XapaKTePUCTHKAMH, OIHCa-
HUMHU 3 BUKOPHCTaHHSIM CTaHIApTU30BaHOI CEMaHTHKU
ta cuHTakcucy. KOC nmoBuHHI MiATpUMYBAaTH THYYKICTh
JIONATKiB Ta AOMeHiB. J[is 1poro BH3HAYEHHS KOM-
TIOHEHTIB MOBUHHO OYyTW THYYKHM 1 BIIKPHTHM, apXi-
TEKTypa TOBHHHA MiJTPUMYBATH TOYHE OIMUTYBAHHS
cMapT-peuei, o0 3a0e3NeYnTH THYYKICTh Yy CTBOPEHHI
Ta ajanTamii BIPTyaJlbHUX CHUCTEM, Ta CHPHSIHHSI
inHoBarisiM. K®C moBHHHI MiATPUMYBATH BEIHKHUIMA
Jiama3oH pO3MipiB, CKJIATHOCTI Ta HAaBaHTa)KCHHS Ha
nomarok. | y mpocridf, i y ckimaaHiil posnoxpineHii
cucTeMi HeoOXiHO BUKOPUCTOBYBATUCS Ti cami KOMIIO-
HeHTH. KommoHeHTH Maroth OyTu 3i0paHi Ta Macii-
TaboBaHI IIBUAKO, HAaBITh mmig dYac podoru. KDC
MOBUHHA CKJIAJaTHCS 3 HE3AJISKHHX KOMIIOHEHTIB IS
3a0e3IeUeHHsT THYYKOCTi, HAIIMHOCTI Ta CTIHKOCTI IO
3MIHHHX cuTyaliil. Po3B'S3KM NMOBHHHI iCHYBaTH MiX
apxIiTeKTYpHUMHU [IapaMH, L0 Ja€ 3MOTY 3MiHIOBATH
KOKEH MIap, He BIUIMBAIOYM Ha iHmm miapu. J{ns toro,
mo0 cucTemMa MoIvia IHTErpyBaTH pi3HI KOMIIOHEHTH,
iHTepdeiich A0 IMX KOMIIOHCHTIB ITOBHHHI OCHOBY-
BaTUCh Ha IHTEPIPETOBAHMX Ta OJHO3HAYHUX CTaH-
naprax. CraHpapruszamis iHTepQeEHCiB JacTb 3MOTy
3a0e3MeunTn pi3HI KOMIIOHEHTH HAasBHUX 1 MaiOyTHIiX
cucteM. Apanraiiisi J0CATae€TbCs 4Yepe3 THYUKICTh
BHYTPIIIHIX KOMITOHCHTIB Ta 30BHIIIIHIO CYMiCHICTb.

Inakme kaxyun, 1o KOC craBnsaTh pisHOMaHITHI
BuMoru. ToMy BBa)KaeMO 3a JIOLIJIbHE OXapaKTepu3yBaTh
koxeH 3 BuAiB KOC 3 ypaxyBaHHSIM METPOJIOTIYHOTO Ta
MporpaMHOro 3a0e3MedeHHs], K€ BUKOPUCTOBYIOTH ITif
Yac X KOHCTPYIOBaHHSI.

1. Bugu K®C

1.1. K&C «Po3ymHe BHPOOGHHITBO» — Oararo-
(YHKIIIOHANBHI CMapT-MallluHU, BUPI3HSIIOTHCS MaJUMU
po3MipamMH, aJanTHBHICTIO 10 MOTped KOPHCTYBadiB
(peamizyeTbcst 30MpaHHAM MOTPIOHOT (PYHKINIOHATBHOCTI
Ha omHiii wmammHi). OTpumaBn iH(bOpMALiO PO
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3MineHi Bumord, KOC cama BHOCUTH KOPEKTHBH B TeX-
HoOJIOTiUHUM Tmporec. [IpukaamoM po3yMHOrO BHPOO-
HULTBA € BUPOOHUITBO MeETAlly 3 BHKOPUCTAHHIM
TOYHHUX Bar. [X HOpMasbHe (yHKIiOHyBaHHS 3a0e3Meuy-
€TbCSl KaNiOpyBaHHSIM, BHKOHYBaHMM Ha Micii, 0e3
neMoHTaxy koHCTpykiii KOC. lo mpukiany, 3aBIskd
«man-in-loop» TexHOIOorii 3MIHCHIOETHCA IMCTAHIIHHA
aTecTallis TOYHUX Bar, IO CHPUSE MiJBUIIEHHIO iXHBOT
MPOAYKTHBHOCTI B NEBHUX OINEpaIliffHUX Jiana3oHax a0
3HaueHb poOounx erajioHiB. [lepeBaxno s Takux KOC
3aCTOCOBYIOTH TPOrpaMHy 0000HKY Linux, a Bimma-
JIEHWH JOCTYIN IO BaromnpouecopiB KoMmoHeHTiB KOC
0e3mocepelHbO Ha poOOYMX MICIAX 3a0e3MeuyIoTh
3aBISKH BUKOPHUCTaHHIO TmpomucioBoro Ethernet sk
CTaHJapPTU30BAHOTO BapiaHTa MEPEKEBOr0 IPOTOKOIY
Ethernet, amanTtoBaHOro ISl MPOMHCIOBHX YMOB, 3
METOI0 aBTOMaTru3allii Ta KepyBaHHS TEXHOJIOTIYHUMHU
MpOLIECaMH.

1.2. KOC «Po3ymni OymiBii» — iHTeNneKTyanbHi
OymiBimi (3 MiHIMaJIbHAM YHM HYJIBOBUM CIIOXHBAHHSIM
pecypciB), 10 MOTPEOYIOTh MOCTIHHOIO MOHITOPHHIY,
BOHHU TOBHHHI OyTH MiJIKITIOYEHI 0 MEpPEK IHTENEKTY-
aJbHUX CEHCOpIiB 1 KoHTpomoBatucs 3acobamu KOC.
OCHOBHOIO BUMOTOIO € JIOCATHEHHS HYJIbOBOTO CIIOXKH-
BaHHs eHeprii. J{Js 1boro BUBYAIOTH TEIUIOBI YMOBH 3a
JIOTIOMOT'OI0  IHTEJIEKTYaJIbHUX CEHCOPIB TeMIlepaTypH
JOKAJIIBHOT ~ Mepexi Ta 3a0e3medyloTh — aJeKBaTHY
130Js11H10 32 Oe3repepBHOro 0araTOTOYKOBOrO KOHTPOIIIO
Temrieparypu. Benmuky yBary NpUAUISIOTH TOTEpenHii
OLIIHIII TEIUIOBMX YMOB Ha eTari OyiBHUIITBA, YCYHEHHIO
MICTKIB XONOAy Tomo. J{Jis bOro BUKOPHCTOBYIOTH TaKi
MeToau 1 3aco0M KOHTpONIO TeIuia: MeToau iH(pa-
YEepBOHOI J[IarHOCTUKU 3a JOIIOMOIOI0 TEIUIOBi30pa,
METOJI TUCKPETHO-TOYKOBOTI'O BUBUEHHS TEMIIEPATYPHOTO
PEKUMY OOMEXYBaJbHUX IUIOIIMH, MOHITOPUHI TEMIIE-
patyp y 4aci 3a IOITOMOTOIO YHIIB 13 BOYJOBAaHHUMH CCH-
COpaMU TeMIIepaTypH, NPUKPIIUIEHUMHU 10 BHYTPilIIHbOT
Ta 30BHIIIHBOI ITOBEPXOHb OOMEXYBaJIbHUX ILIOMINH
Tomo. Tak BUSIBISIFOTH Ta YCYBalOTh MICTKU XOJIOAY,
JIOCIIJDKYIOTh ~ €HEpreTH4Hi BiNOMBHI MOKPHUTTI 3
HEBIZOMHM Koe(illieHTOM YOPHOTH 1 KepPYIOTh pOOOTOI0
€HEPreTUYHHUX IIJACUCTEM JUIsi  EJEeKTPOIOCTavYaHHs,
ONaJIEHHs Ta BEHTWIALil. VY mepeBakHid OLIBIIOCTI
takux K®C 3acTocoByroTh TporpamHe 3a0e3reyeHHs
StructureWare Building Operation.

[IJo6 moBemiHKAa MPOTPAMHOIO 3a0E3MCYCHHS
K®C siamosigana #oro cnenudikamii mijg 9ac BHKO-
pHUCTaHHS B IEBHOMY CEpPENOBUIL, MPOBOAATH (HYHKIIIO-
HaJIBHY TICPEBIPKY, OPIEHTYIOUHCh HA NCTCPMIHICTUYHI i
croxacTuyHi cucremu. Crenudikaiis BUpakae cTaH
Oesmeku, skoi Tpebda MJOCSITTH 3a BCIX MOKIMBHX
BHUKOHAHb TIPOrpaMHOro 3abesreueHHs (a1 aerep-
MiHICTHYHHX CHCTeM) abo 3 HEeOoOXiJHOIH MiHIMAaTbHOK
BiporimHicTio (st croxacTHyHUX — chcTeM). KOC
NpaIfOIOTh Yy  HENETepPMIiHOBAHMX  CEPEIOBHIIAX.

CTOCOBHO TpOrpaMHOro 3a0e3MeueHHs 1€ O3Ha4ae, M0
JiesKi Horo BXOIM — BHUNAAKOBI BEIHMYMHH. Tomy
OOYHUCITIOIOTh HMOBIPHICTH TOTO, IO MpOrpamHe 3a0e3-
MICYCHHS BIMOBigae crenudikaiisM Oe3neku. Bigomi
nBa Meroau mnepeBipku KDC: iMoBipHiICHa MOIENb
MepeBipkd  (cHMcTeMa MOJENMIOEThCA  SIK  JIAHIFOXKOK
MapxkoBa, a HMOBIpHICTH OOYHCIIOIOTH 32 JOIHOMOIOIO
noOynoBM MHOXHMHHM PpIBHSHb Ta 1X YHCIOBOTO
pO3B’SI3aHHs), CTATHCTUYHA TepeBipka Mozeni (KoxHe
BUKOHAHHS CHUCTEMH PO3IVIAJAEThCS SIK BUIPOOYBaHHS
Bepuymti, a BiporiHiCTh OOYHCIIOETHCS 32 METOIOM
Monrte-Kaprno).

1.2. TIlpomixkne mnporpamMue 3aGe3nedeHHs
(T3 — Middleware) € nepenymoBOIO €(QEKTUBHOI
poboru KOC [2]. BoHo Hamae mociyrd MpOrpaMHUAM
JofaTKaM, OKpIM THX, IO MOCTYIHI B OIeparliiHii
cucTeMi, 3 €IHye KOMIIOHCHTH MpPOTrPaMHOro 3abe3re-
YeHHs Ta KopriopatuBHi nporpamu. Y T1I13 BxoasaTs BeO-
CepBEepH, CepBEepH JONATKIB, CHCTEMH YIIPaBIiHHI
KOHTEHTOM Ta AaHAJOri4Hi IHCTPYMEHTH, IO MiJITpH-
MYIOTh PO3POOJICHHS Ta JOCTABJICHHS TOMATKIB I YMOX-
JIUBJIIOIOTH 3B'SI30K Ta KEPYBaHHS NaHUMH B PO3IIO-
nmigeHux aomatkax. Ile ocoOmuBO cTocyeThes iHpOpMa-
LIHUX TEXHOJNIOTiH, OCHOBaHMX: Ha PO3IIMPEHIH MOBI
posmitku (XML); Ha mporokomi 0OMiHY CTPYKTYpoO-
BaHMMH IIOBIJIOMJICHHSIMH B PO3MOIIEHHX OOYUCIIO-
BAIBHUX CHUCTEMax il 4Yac JOCTyImy Jd0 00 €KTiB
(SOAP); Ha BeG-cepBicax; Ha MOIYIBHOMY TIiIXOMi
(SOA) 710 po3pobieHHS IPOrpaMHOTro 3a0e3MmeYeHHs, 0
OCHOBaHMI Ha BHKOPHCTaHHI pO3IMOAUICHHUX, CIA0KO
NOB’SI3aHUX ~ 3aMIHHUX  KOMIIOHEHTIB,  OCHAILEHUX
CTaHIAapTU30BaHUMU iHTepdelicamu s B3aemomii 3a
CTaHJaPTU30BAaHUMH IIPOTOKOJIAMH; Ha THQPACTPYyKTypi
Web 2.0 Ta Ha IPOTOKOITi JIETKOTO AOCTYIY 0 KAaTajoriB
(LDAP). lo mocnyr, sKi MOXXHa PO3IISAIATH SK TIPO-
MIDXHI IPOrpamMH, HaJEXHUTh IHTErpallis KOPIOPaTHBHUX
JIONATKiB,  IHTErpamist JaHUX, OpI€HTOBAaHMX  Ha
noBimomnenns 11113 (MOM), 6pokepu 3amuty o6’ €KTiB
(ORBS) Ta xopmopatusHi cepicHi mmau (ESB).

[HIIMMU TIpUKITagaMu IPOMIXKHOTO MPOTPaMHOT0
3a0e3IeueHHs €:

* [Iporpamue 3a0e3neueHns Mer, sike He Mae sjpa
Linux i sxoMmy Opakye intepdeiicy. Mer Gimbiie
CTOCYETBHCSI MOOLITBHO-OPIEHTOBAaHUX ONEPALiHHUX CHUC-
TEM ITOCTaYaIbHUKIB 00IaJHAHHSI.

* Omepauniita cucrema Android, mo BHKOpHUCTO-
Bye siqpo Linux i 3abe3meuye cucTeMy MOAATKIB, SKY
PO3pOOHUKH BBOISTH Yy CBOi mporpamu. Kpim Toro,
Android 3a6e3neuye pisens 13, 30kpema 6iGmioTeKH,
sKI HAJAOTh TaKi IIOCIYrd, SK 30epiraHHs NaHUX,
eKpaHHE  BilOOpakeHHs, MynbTUMenia Ta  BeO-
nepenisigad. Ockinbku Oi0ONIOTEKH CKIAJAalOTh Ma-
IIMHHOIO MOBOIO, KOMAaHAW BUKOHYIOTH IIBHKO.
biomioreku Middleware Takox peamisyloTh (QYHKIIT,
cneuudivHi I MPUCTPOIB, TOMY JOAATKH HE TOTpe-
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OylOTb 3aJI©KHOCTI BiJ BapiaHTiB MK pPI3HUMH
npuctposmu Android. Ipomixkuuii map Android takox
MicTUTh BipTyanbHy Mamuuy Dalvik Tta ii ocHoBHI
6i0rioreku s gonartkis Java.

* YV texHonorii moxentoBanHs I1I13 BukopucTo-
BYETHCSI B KOHTEKCTI apXIiTEKTypH BHCOKOTO PiBHS, SIKa
3aCTOCOBYETBHCS JUIsi 0araTboX PO3MOMIIEHHX MOJEIo-
BaHb. Lle — map mporpamHoro 3abe3rnedeHHs, po3Miliie-
HUM MiX KOIOM JomaTka Ta iH(PacTPYKTYPOIO M7 4ac
BukoHaHHs. [1I13 ckiamaeTses 3 0i0mioTekH (QYHKINH Ta
Jla€ 3MOTYy BUKOHYBAaTH HH3KY IpOrpaM-MOJCIIOBaHb
(benepariB) — mepecunati mi (yHKIii i3 3araabHOI
0i0JioTekH, a HE CTBOPIOBATH X IOBTOPHO IJISI KOKHOI
porpamH.

* Po3poOHMKH 0e3ApOTOBUX MEPEX BHKOPHCTO-
BytoTb III13 i BupimeHHs mpoOneM, IMOB’s3aHUX i3
0e3pOTOBHUMH MepexaMH CceHcopa. BrpoBapkeHHs
nporpamu 113 nae 3Mory po3poOHHMKaM IMX MeEpex
IHTErpyBaTH ONEpaliifiHi CUCTEMH Ta araparHi 3acodu 3
PI3HUMU JI0AaTKAMU.

» Universal Home APl a6o UHAPI — e intep-
(elic TPHUKIAJHOTO TPOrpaMyBaHHS Ui INPUIAJiB
noOyToBoi enexTpoHiky, crBopenuit ®opymom UHAPI.
Mera UHAPI — naru 3mory cranpaprHomy I1I13 mparro-
BaTd Ha IUIaTGopMax MOTOKOBOTO aymio/Bigeo dYepes
arnapaTHOHE3aJeXKHUI MPOMUCIOBUIA cTranaapTHuid AP,

* HaGopu mporpamMHoro 3abe3redeHHs IS iCH-
tudikauii pagiogacror 3ade3neuyrots [1113 s pinsrpy-
BaHHS 3alIyMJICHUX Ta HAJTMIIKOBUX BUXITHUX JaHUX.

* ILAND - me mpomixkHe mporpamHe 3a0e3rie-
YeHHs, TNpHU3HAuUeHE JUIi BUKOPHCTAHHS Y PEXHMI
peasbHOrO 4Yacy, IO MpOINOHYE [ETepMiHOBaHY M-
TPUMKY pekoH]iryparii B 0OMexeHHi Jac.

1.3. Posymnui BuMipoBaibHI 3acodm € Bax-
JIUBOIO TIEPENyMOBOIO i cTBopeHHs K®DC, ockimbku
BOHM  SIBJSIIOTh  COOOI0  OCHOBHI  KOMIIOHEHTH
iH(pOpMaIiiHO-BUMIPIOBAIBHUX — MiJICHCTeM. Po3ymHi
BHMIPIOBAJIbHI 3aCO0M MOMIISIFOTHCSA HA TaKi ITiKJIACH:
PO3yMHI CEHCOpH, pO3YMHI IepeTBOproBaui, ix Mepexi,
SKi MOXYTh CIHIJIBHO 00 €IHYBATHUCh Y Cy4acHHX
6e3mpoToBuxX ceHcopHHUX Mepexax (BCM).

Po3ymHMii ceHCOp MICTHTh B OTHOMY KOpIYCi
YYTIIMBUA €JIEMEHT, MIKpDOCXEMH aHaJOroBOro iHTep-
¢eiicy, AUIl # intepdetic mman. Kpim mporo, y
PO3YMHOMY CEHCOPi € MIiKpPOIIPOIIECOp, SIKUI KOHIAUIIIIOE
curHany (BCTAHOBIIOE aMIUTITYIH Ta (OPMH CHTHATIB
mepen  BiANpaBICHHSIM IX JO TOAAJbIIMX BY3JIB,
Bi(iNETPOBYe HeOakaHi ITYMU Ta BUIPABISE TOMIIKH
nepes BiANpaBIeHHAM TaHuX). [IpoTe CTBOpEHHS Kiacy
PO3YMHHX CCHCOPIB HOBOI'O TIOKOJIHHS Iependavae
HEOOXiZHICTh y JONATKOBUX (YHKIiOHAIBHHX MOXIIU-
BOCTSIX. CAMOTECTYBaHH:, CaMOiJICHTU(IKAIl1, caMOBaTi-
nmu3ariii abo camoamanrariii. J{omiapHI Taki MOXKIHBOCTI
PO3YMHHX  CEHCOpIB, SK CcaMOKaliOpyBaHHA Ta
CaMOJIiarHOCTHKA, MOXJIUBICTh OIpalbOBYBaTH CHIHAI,
a TaKOK MYJIBTHCEHCOPHI MOXJIIMBOCTi. KOHCTPYKTHBHO

PO3YMHHI CEHCOp TeMIepaTypu BHKOHYETHCS SIK Tep-
BUHHUI aHajoroBuii abo 1uppoBHH TEpMOYYTIUBHIA
MIEPETBOPIOBAY, OCHAIICHHUI OJIOKOM OIpAIIOBAHHS CHI-
Haly Ta iHTepdelicoM, SKMH MOXE BHKOHATH HU3KY
PO3YMHHX METPOJIOTIYHUX (DYHKIIH 3aBISKH CIeliaib-
HOMY METPOJIOTIYHOMY MPOrpaMHOMY 3a0€3IIeUeHHIO.

[pakTr4yHO 1IE MOXKE OYyTH IHTENEKTyalbHUH CEeH-
COop TeMIlepaTypud 3 HH3KOI CIICIiali30BaHUX aJjro-
pUTMiB, TmiepenOadyeHnX Ha erami MpOeKTyBaHHSA i
BHUTOTOBJICHHS a00 YCTAaHOBJICHMX IIi3HiIIE, TOOTO CEH-
COp 3 TakMMHU BOYZOBaHUMH aJTOPUTMaMH, sIKi HeoO-
XigHl Uit 3a0e3ledeHHs BUKOHAHHA CIELlai30BaHUX
MerponoriuHux (yHKIiiH. 3okpema, Taki (yHKLIi Ie-
penbavyaroTh  3MATHICT  peani3yBaTd
TepeMUKaHHs [iala30HiB BUMIPIOBAaHHS, 3aJI©KHO Bif
3HAUEHHS BXIJHOTO CUTHAIly; aBTOMAaTHYHY CamoBaJi-
JIU3aIliI0, CaMOIIEPEBIPKY, CaMOIiarHOCTUKY TOIIIO; BBe-
JICHHS TIOTPABOK Y IIOKa3HW, KON 3aiKCOBaHO Iit0
(bakTopa BIUTHBY, JIiHEapH3alil0 HOMIHAIBHUX XapakTe-
PHCTHK; KOMIIGHCAIII0 TEMIIEPaTypH XOIOTHOTO 3IIIOTY
TepMomnap.

aBTOMaTH4YHC

PesynbTaTu if 06roBopeHHs

3Bakaroun Ha npukiaaHi acnektd podoru KOC 3
iX migcucreMaMu TEMIIEpaTypHOTO KOHTPOIIO, Heoo-
X1THO po3po0JsiTH 3acO0M BUMIpIOBaHb, 30KpeMa, pa3o-
BHUX 3aCTOCYyBaHb, Tak 3BaHi ad-hoc migcucremu, abo x
MJCHCTEMH «HA BHMOTY». Mepeka «Ha BHMOTY» €
MIEPECKOKOBOIO, OCKIIbKH HE CTOCYEThCS —Harepesn
yCTaJIeHOI ~CTPYKTYpH, 30KpeMa BIJICYTHI Mapuipy-
TU3aTOPH y JAPOTOBHX MeEpeXax YHM TOYKH IOCTYIY B
oprasizoBaHiii cTpyktypi BCM [3]. Koxken By3oi1 mepexi
Oepe yJacTh y MaplIpyTH3allil, IePEKUIAIOUN JaHi Ha
CYCIIHI BY3JIH, OCKUIbKYA BH3HAYECHHS TOTO, Ha SKi BY3JIU
3MIMCHIOEThCS TIEPEKUIAHHS, BHUKOHYETHCS IUHAMIYHO
HAa OCHOBI Mamu 3 €QHaHb Mepex. Ha gomaTok 1o
KJIACUYHOI MapIIpyTH3allii Mepei «Ha BHUMOTY» MOXeE
BuKopucroByBarucs ¢namuar (anrn. Flooding)  ams
NepeKUIaHHA JaHUX. TakuM € MPOCTUH POYTHHIOBUM
aJITOPUTM, 3a SIKUM KOXXHUH BXiJHUH MaKeT BUCHIAETHCS
Ha BCi MOXIIUBI ajfipecu, 3a BHHSATKOM TOTO ITyHKTY,
3BIZIKM Hafi#moB. OIaIuHr MOMMPEHUH y MOCTax Ta B
cucremax, takux sk UseNet i ¢aitnooOminHi mepexi
(peer-to-peer file sharing), a Takok sK 4acTHHA IEIKHX
POYTHHIOBHX TPOTOKONIB, 30kpema OSPF, DVMRP, a ix

BXKE 3aCTOCOBYIOTh Yy O€3IpOTOBUX Mepexax «Ha
BUMOTY>.
JHenenrpanizopanuii tunm BCM — ne Oarato-

JIAHKOBI MEpeXi, IO CKJIaJaroThCsl 13 0Oe3ApOTOBHX
aBTOHOMHHX XOCTiB. KoeH XoCT MoXke CIyryBaTu
MapUIpyTU3aTOPOM ISl TiepeaaBaHHs Tpadiky Bif IHIINX
By3JiB. be3npoToBi omHOpaHroBi Mepexi «Ha BHUMOTY»
OXOIUTEHI ITMPOKUM CIIEKTPOM MEpPEKEBUX BHIO3MIH, IO
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MICTATh CEHCOpH, MOOULIbHHIA MeXaHi3M IEepPECKOKIB,
nepcoHajbpHy creungiky uu iHmi wmepexi. Haykosi
PO3pOOKH y IIili Tay3i MOBHHHI IependayaTd HaBYaHHS
ceHcopa (mepeBe/IeHHs HOTo 3 PO3PSAAY IHTENEKTyAIbHUX
0 PO3YMHHX), BHUBYCHHS OC3MEKOBHX AaCIEKTiB 3a
PaxyHOK IHTEIEKTyaJIbHUX MOXJIMBOCTEH BYy3Ja, 30HU
MOKPUTTS ~ CEHCopa 3a  MOro  BUNAAKOBOTO YU
JIETEpPMIHOBAHOTO PO3MIILIEHHS, pPO3TallyBaHHs 00 €KTa,
BU3HAYCHHS BIUIMBY DPO3MIICHHS CEHCOpAa, BHBYEHHS
€HepreTUYHOI e(eKTHBHOCTI IepenaBaHHs iHopMalii
Ta PO3KIIaAy AisTTBHOCTI, MaplIpyTHU3allii, TOMOIOTYHUX
3B'S3KiB, TIOIIMPEHHS JaHUX 1 iX HarpoMajpKeHHs,
JIOCIIJDKEHHST  BIUIMBY JepeBa pekoHpirypamii Ta
KOHCTPYIOBaHHsI KOHKPETHOI Toronorii. [yt HopMaibHOT
poboTH MepexkeBa TOIONOTISI INependadae po3mIsia He
TIJIBKH CEHCOPHUX BY3IIiB, a i 0a30BUX cTaHMLiN 1 Kpoc-
mapiB. Crpykrypa Kpoc-mapiB BaximBa miusi BCM,
OCKIUJIBKH iX MO)KHa BHUKOPHUCTOBYBATH ISl ONITUMAIILHOL
MOIYJIAINT 3 METOI IiJBHIICHHSI IapaMeTpiB Iepena-
BaHHS, TaKUX SK IIBWJAKICTH TIepeJaBaHHA JaHHX,
€(peKTUBHICTh BUKOPUCTAHHS €HEpril TOIIO.

Bucnosku

Besnepe0iiina Ta HagiliHa pobora KibepgiznaHux
CHCTEM OCHOBaHAa Ha KOPEKTHIH opraHizamii BXiJZHHX
MOTOKIB  iH(pOpMalli, 3aBIIKH JOCTOBIpHIA poOOTI
mijicucTeM, 30KpeMa TeMIEepaTypHOro KOHTPOJIIO, a
TaKOX HaJIHHOrO THporpamMHoro 3abe3nedeHHs. Hass-
HICTB PI3HUX BUJIIB CEHCOPIB IS KiOep(i3HIHUX CHCTEM
BHMara€ He CTUIbKM YHi()iKOBaHMX BHXIIHHX CHUTHAIIIB
pi3HHX THMIB CeHCOpiB (I [BOrO 3AIHCHIOETHCS
KOHJIMIIFOBaHHS 1X CHTHAIIB [4]), CKINbKH OMpaIfOBaHHSI
3HAYHOI, IEPEeBaKHO HAJUTUIIKOBOI, KIIBKOCTI JaHHX.
Jl1st poro Tpeda 3aCTOCOBYBATH CIEIiabHI aITOPUTMU
[5]. Bonrouac mist 3abe3medeHHs] METPOIOTIUHOI T0CTO-
BIpHOCTI 3a JOIOMOTOI0 IHIIMX AaJTOPUTMIB CIIiJIBHO
OIPalbOBYIOTh JIaHi, OTPUMYBaHi MapajeiabHO Bif
pisuux tumie ceHcopi (data fusion). Ile morpebye pos-
pOOJIEHHSsI CIIeliaIbHOTO MPOrPaMHOro 3abe3redyeHHsl, a
BOHO, CBOEI0 YEProl, — OKPEMO BHJIJIEHOI METPO-
JIOTi4HOI TepeBipku [6].

IMoasika

ABTOpPH BHUCJIOBIIOIOTH BISIYHICTH KOJEKTHBY Ka-
¢denpu iH(OpMaIliHO-BUMIPIOBAILHUX TexHOnoriin Ha-
LIOHAJILHOTO yHiBepcuTeTy <«JIbBiBChKa MOMITEXHIKA» 3a
Ha/laHy JOIIOMOTY Ta BCEOiYHE CIPHSHHS Y ITiATOTOBII
CTarTTi.
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