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[. Introduction

Discussion about privacy right enforcement started with
the publication of Samuel Warren and Louis Brandeis's
article in the journal Harvard Law Review in 1890 under
the title «Theright to privacy» [1]. The researchers stated
that due to the importunate journalists’ activity there is a
«right to be alone» based on the principle of «personal
immunity». Later there appeared the statements about the
right of certain persons to determine the degree to which
the other persons have the access to their information and
requirement about the right of the society to know the
information on the person.

We bdieve that modern achievements in the sphere of
information technologies threaten the human privacy and
cause the negative consequences in the issue of access to
the personal data. It should be considered on specific
examplesmorein detail Social networks.

[l. Social networks

Social network is the Internet-service designed for the
simultaneous communication of users and for their
information posting and sharing.

As of January 2017, according to Alexa& SimilarWeb [7]
the most popular social networks are as follows: Facebook,
Twitter, Linkedin, Instagram, Vkontakte, Odnoklassniki ta
QZone.

The usars and resource owners are modly interesed in the
persond data protection in the social networks. Some want to
keep ther life private and others want to get as many user as
possble  Despite the confidentidity policy in the socid
neworks these are the users who are regpongble for the
content filling with the personal information. On the socid
neworks servers the centrd dorages are created of the
persond data, the amounts of which grow each day depending
on itsfilling by the users.

The andydis of [2] Facebook “Data use palicy” testifiesto
the fact that, depending upon the services used by the person,
the presst social nework received different types of
information from the person or about the person, as fallows:
Sex, dae of hirth, place of resdent (location), telephone
number, aredit cards numbers, 1P-address, related accounts,
name change data, paolitical and rdigious views, list of ddeted
friends, language of communication, searching requeds, €c.

On February 2011 Austrian media-tourist Maks Shrems
suspected that Facebook stored all information on USA
users and uses it without following the EU norms. After
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many requests to the directorate of the social network,
Shrems recelved CD-disc from Facebook with all
information on him (information was on 1200 pages)
stored at the corporation. When reviewing the data he
found the messages deleted and closed againgt public
view, stored in the company databases. Based on these
violations the lawyer addressed the court twice in Dublin
(Ireland) as to the personal data protection. According to
the first claim consideration results, the court obliged the
social network to be more responsible with regard to the
persona data. The second claim was rejected.

In 2013 Shrems addressed the Court of the European
Union (Equity court). In October 2015 this court passed a
decision about cancellation of the transatlantic agreement
about persona data use (“Safe Harbour” Agreement),
which alowed American companies transfer the data on
their European users in USA. The Agreement was
acknowledged illegal as it did not alow the European
regulators protect the EU citizens, whose rights to the
personal data protection were violated.

In 2015-2016 the governments of some European
Union states blamed the Facebook Corporation for not
following the confidentiality principles with regard to
these users. Thus, in February 2016 the National
Committee for data processing and civil liberties of
France which conducts the surveillance over following
the personal data protection law, stated that Facebook
should stop tracking the site visitors who are not its
registered users [3]. According to the results of analysis
conducted by the French regulator, the Facebook
directorate decided that any site visitor accepted the social
network using conditions on default, even if they were not
authorized on the site. The commission states that social
network, automatically transfers the cookie file into the
browser of all site visitors and uses it for collecting the
data necessary for the advertising. Apart from this the
Committee blamed Facebook that the social network
stores the data about religious beliefs, political views and
sexual orientation of the users. The representatives of the
regulator stated that this approach “violates basic rights
and interests of the people, including theright to privacy”.

In response, the Facebook stated that the Statistics kept by
the social network does not allow identifying anyone sepa-
rady and that Facebook plagins are not ingalled through
cookie by the user who has not had them before, i.e they
should have accepted the user agreement before that [4].

To ensure personal data protection on 14 April 2016 Euro-
pean Parliament ratified “Genera Data Protection Regu-
lations (GDPR) [5], which comeinto effect on 04 May 2018.

Thisact presupposes the following:

- Right to forgetting or the right to delete the
information (a person may demand the destruction
of higher personal data);

- right to claim (a person will be able to oppose the
processing of higher persona data, including the
“praofiling” [6]);

- right to the data transfer (people will be able to
apply for sending personal data by one their owner
to the other);
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- finesfor the data confidentiality violation (liability
is established for the persona data confidentiality
infringement, and, depending upon the type of
violation, the companies may be brought to the
adminigrative liability in the form of fine
amounting to more than 20 million EUR or 4%
from the annual world turnover).

Providers outsde EU offering the goods and services for
the EU citizens shall follow the norms of the said provision
regardless of whether they hold the personal data or not. The
companies outsde EU conducting the monitoring of the EU
citizens behavior (for ingance, use of cookies on their web-
stes which often contain the information on the users to
track their behavior) will dso be obliged to fulfill the
requirements of the new law. Persona data may “quit” the
European Economic Area (EU countries + Norway, lceland,
Liechtengtein) only on condition the EU laws on the personal
data protection are valid outside the EU territory.

Thereform is conditioned by the unification of therulesand
necessity of creating the unified, rdiable and efficient persond
data protection mechaniam for EU citizens, induding in the
Facebook socid nework. However, thisis the user who isto
be the personal data protector. You should adways pay
thorough attention to what you publish in the Network.

Conclusions

In the epoch of the steep development of information
technologies, traditional legal methods and ingtruments
are not enough for solving the privacy problems. However,
the new technologies shall not be regected, it is only
important to solve the issue of regulation, accumulation,
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storage, application and protection the information on the
person. This will alow realizing the potential and
advantages of the information technologies for the
consumers and at the same time minimizing the risks of
losing the security and confidentidity.
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