YK 004.056:004.031.4

. M. CamoiinieHko
HartionansHuit yHIBEpCUTET KOpadiieOyIyBaHHs iMEHI aaMipasia Makapoga,
kadenpa EOC Ta iHpopmariliHoi Oe3neku

CTBOPEHHA BE3IIEYHUX ITAPYBATUX CTPYKTYP
MOBOIO PHP/ SECURE LAYERS CONSTRUCTION ON PHP

© Camoiinenxo /. M., 2016

3anponoHoBaHO MeTOAM peaiizauii apXiTeKTypHMX NPOrpaMHHUX WIApiB 3ac060aMu MOBH
PHP 3 norpuMaHHsiIM BUMOI 0e3MeKU II0A0 IX CTBOPeHHSI, (PpYHKIiOHYBAHHS TA 3HUIEHHS.
Hageneno npukJ/iaja CTBOPpeHHs MEPBHUHHOIO LIAPY AWCHeTYePa JOCTYNY 3 BUKOPHCTAHHAM SIK
¢pynkuiii PHP, Tak i cepsepa. BucBiTiieH0 MpUHIUNKM KOHCTPYIOBAHHSI BHYTPIIIHIX mIapiB.
JonepxxaHHsl 3aNpONOHOBAHMX NPHHLIMIIB NMPOrpaMyBAaHHSA MoOKe NMOKPAIIMTH MOKA3ZHUKH
0e3nexy Mepe:keBUX iH(popMaliiHUX pecypciB.

Kuarouori cioBa: indopmaniiina 0e3nexa, mepexeBi pecypcu, PHP mepeskeBe mporpa-
MYBaHHS, 3aXUcT iHpopMamii.

This paper deals with the demonstration of secure layering principles with the usage of
PHP language. It shows the methods for layers creation, exploitation and destruction in
compliance with data protection requirements. The way for access manager creation iscarried
out as an example of primary layer. For other layers the concept of programming is
illustrated. The usage of principles shown in the work could improve secure indicators of
networ k infor mation resour ce.

Key words: information security, network resource, PHP, network programming, data
protection.

Beryn

3amaui 3axMCTy MepekeBoro inpopmariiinoro pecypey (MIP) — caiity, moprany, Bed6-0aHKY TOILIO
CBOJIIOI[IOHYIOTh 3 PO3BHTKOM Ta YCKJIaJHEHHSIM MEPEeXKEBUX TexHonoriii. Ha mpomy erami HeoOXigHO
po3aitsatu MIP sik mporpamHuuii TBip Ta cepenouiie iioro gpynkuionysanus (CD) — cepBepHe anapatHe Ta
porpaMHe 3a0e3MeUYeHHs, 1110 peaji3ye KIiEHT-CepBepHY KOMYHIKAIIii0, 3A1HCHIOE TIoNepeIHE 00pO0ICHHS
3alMTIB Ta iHiliOE BUKOHAHH komy MIP i € (un moxe OyTu) crinmbHuM i 6arathox MIP Ha omHOMY
cepBepi. Haliuacrire oCHOBHI 3yCHJIIA 11100 3aXUCTY CHPSIMOBYIOTBCS came Ha YAOCKOHAJICHHS Oe3reKu
C® — oHOBJICHHS JIiHIH 3B’ 3Ky, KOMYTaIlIiHOr0 001aIHAHHS, OIepaIlifHUX CUCTEM TOIIIO.

Bapto Bim3HaunTH, mo po3aiieHHs MIP i CdD moxHa BIACTEKUTH 1 Ha CIIPSIMOBAHOCTI MEPEKEBHX
atak. Hampuknan, ataku tumy “BigmoBu B odcnyroByBanHi” (DOS) cnpsimoBani Ha C®, Tofi sIK aTaku
i’ ekmii komiB — Ha MIP. Bigrak 3axomau 111010 BUSABJCHHS Ta 3aXUCTY BiJ 3a3HAYCHHMX aTaK ITOBMHHI
peai3oByBaTHCh Y Pi3HUX 00’ €KTaX PI3HUMH CIIOCOOAMH.

CHHXPOHHO TOAUISIOTHCS 1 ACHEKTH aaMIHICTPaTHBHOI BIiJMOBIJANBHOCTI 3a HENOJIKH OC3IeKH.
3rigHO 3 HOpMaMH 3aKOHOJABCTBA BiAMOBIAAJIBHICTh MOB S3aHA 3 MUTAHHAMH BiacHOCTI. OYEBHIIHO, IO
BiracHuk C® (cepBepy, KoMyTalliiiHOro obOiagHaHHs, ¢aiiepBoiy Tomio) i BracHuK MIP MoxyTh OyTH
pi3HUMH oco0amH. Y TaKkOMy pa3i CyNepeukH IIO0A0 KOMIICHCAIIM BUTPAT, IO CTAJMCSA 4Yepe3 HEIOJNIKU
3aXUCTY, MOXKYTh BUJIIMTUCH B OKPEMY IpoOJIeMy, sika MOXe OyTH MOCHJICHA PO3IIMPEHHAM KOJjia BJIaCHHUKIB
IHTENEeKTyalbHUX MPaB, 30KpeMa Ha OlepaliiHy CHCTEMY, aHTHBIPYCH TOIIIO.

VY 1iit poOOTi OCHOBHA yBara 30cepekeHa Ha aclekrax 3axucty camoro MIP. BraxaTtumemo, 110
BiaacHuK MIP posmimae (xoctuts) #oro y CD, 1m0 € BiacHicTIO iHIIol ocodu. BiamosinHo yci muraHHs
moyao 3abesnedenHs pobotn MIP maioTh OyTH MaKcHMalbHO TOB'Si3aHI Yy HBOMY 0€3 HaIMipHHX
CHoJiBaHb Ha AKicTh 3axucty CO.
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AHaJi3 gocaigxeHb Ta myOsikanii

[eBHi HanmPSIMKK MMOOYAOBU 3aXHCHHX DillleHb, [0 BPaxOBYIOTh 3raJlaHuil TOALT, IPYHTYIOThCS Ha
CTBOpeHHI noxatkoBoro “mpormapky” mixk MIP ta C® [1]. Xo4a icHye meBHE pO3MAITTS MOMIOHUX
MPOIIAPKiB, iX JOBOJII 4acTo y HeOpMalbHOMY CITUIKYBaHHI y3arallbHIOIOTh TEPMIHOM “J0Kep”, TOMi SIK
Docker — e nuie ofMH 3 3a3HAYCHUX MPOrPAMHUX MPOAYKTIB. ['0JOBHA i/iesl TAKMX Mporpam IOJsrae y
crBopeHHi BipryanpHoro C® nms kokHoro MIP, 30kpemMa TOBTOpPHO 3amylieHoro. 31eOLTbIIoro
CTBOPIOEThCS HaBiTh BipTyanbHe amapaTHe 3abesmeuenns (hardware virtualization). Takum piBHEM
BipTyasi3ariiil Biapi3HA€ThCS, HAPHKIIAI, KoMiuieke Vagrant [1].

Bipryansae C®D, 3 ogHoro 00Ky, He Jae MOXKIMBOCTI KogaM MIP 31ificHIOBaTH BIUIMB Ha MapaMeTpu
peansHoro C® Ta, 3 iHIIOrO, — Jelio cTaditizye podory MIP mix yac 30BHIIIHIX BIUIMBIB Ha peaibHe CO.
Takox peanmizyeTbcs JOAAaTKOBa He3alexHICTh pisHUX MIP um pisHux 3amyckiB ognoro MIP, o
OJTHOYACHO € aKTUBHHUMH Ha cepBepl. Sk HemOMK MOXHa 3a3HA4YMTH, IO BIpTyasi3allii € JIO0BOJI
PECYPCOMICTKOIO MPOIEAYPOIO 1 3HAUHO 301IbIIY€E 3aBaHTaKEHICTh K MPOIlecopa, Tak 1 rmaM’sTi cepBepa.
OcraHHE MOXE CTaTH MPUYMHOIO MOripHieHHs AoctynHocTi MIP 3a Benmukoi iHTEHCHBHOCTI 3BEpHEHB
KOpHUCTYBauiB, TOOTO ypaznusocti 10 DOS-artak.

Takok moTPiOHO 3a3HaumTH, 110 BipryadpHe C® He mnokpamiye 3axwuineHocti MIP mo atak,
CIPSIMOBaHUX Oe3MocepeHbO Ha Horo komu. Skino SQL-iH' €Ki € MOXKIIMBOIO, TO HEBAXKIIMBO, 3 SIKOI 0a3u
nanux (BI) Oyne BumydeHa iH(opmarlis — 3 peaibHOI 4M BipTyasbHOI. [lommkomkenHs BipryanbHoi B/ He
3amo1i€ BEIMKOI KO/, TIPOTE BUTIK CITYy»K00BOi iH(popMarlii 3e0e3mednTy BipTyai3allieto He BAacThCs.

Krnacuuno BBakaeThbCs, M0 HAWOLUIBHIINIMM BOAYaeThess ILIIX, 3a skoro MIP cTBOproeTbes 3
MaKCHMAJIbHO HE3aJICKHUMH CTPYKTYpPHUMH eineMeHTamu. [lomiOHuMi mimxin mo KoHuemiii 3axucty MIP
BCTaHOBJIFOETBCST HOPMATHBHOK JOKyMeHTariero [2, 3] Ta MmbkHapomuumu cranmapramu [4]. CTocoBHO
acrekTiB, M0 CTOCYIOThCs OesnocepenHbo MIP, moxna cdopmymoBat Taki BuMmord. [lo-mepie,
CTPYKTYpHOIO omuuuner0 MIP BHIOUIAETBCA KOMIUIEKCHa cucreMa 3axucTy indopmamnii (KC3I), mo €
“ HEMPOHMKIIMBOIO O0OOJIOHKOI”, sIKa 3axMinae BHyTpimHi 00 ekt MIP [2, p. 8]. Tlo-apyre, BHCYBa€ThCs
BUMOTa MaKCHMMAJIbHOI IHKAINCY/IAIlii JaHUX BCEpeAuHI 00 €KTIB, BIIMOBHM BIJ OrOJIOIICHHS TIJI00aTbHUX
3MiHHUX. [lo-TpeTe, BCTAHOBMIOETHCS HEOOXIIHICTh BHSBJICHHS Ta PEECTpallii CIpod HECAHKIIOHOBAHOIO
noctymry (HCJT) [3, p. 6.1.2.4]. 3MicT BXHUTOro y HaBeIEHOMY O3HA4YeHHI TepMiHa “000I0HKa” TIPOITOHYETHCS
YTOYHHTH 32 IOMIOMOT'0K0 MKHAPOIHOrO CTanaapTy [4, p. 5.2] sk BuineHy apxiTeKTypHy ckianoBy MIP (tuap,
layer), sika yHeMOXIIMBITIOE TIepeiauy 3aluTiB 0 BHYTPIIIHIX 00’ €KTIB, OKpIM, sIK Yepe3 cede.

3 mpaktuuHoro morsiny, MIP, sik mporpaMHHii KOMIUIEKC, CTBOPIOIOTH 3a JIOIIOMOTOI0 CEPBEPHHX
MOB mporpamyBaHHs. [loBoii wWacto JUis TMpOrpaMHOi  peamizailii  00OJOHKOBOTO  NPUHIIMITY
BUKOPUCTOBYETHCSI 00’ EKTHO-OpieHTOBaHa mapaaurma mporpamyBanus (OOII), ska Ha piBHI imeosorii
3a0e3neuye SK THKANCYINSIII0 JaHWX, TaK 1 HEMPOHHKIHUBICTh Y PO3YMIHHI HEJOCTYIMHOCTI 00’ €KTHHX
koniB. HeoOxigHo 3a3HaumtH, mo sikicHuil cynposim OOII, TOOTO MOXIMBICTH YTBOPEHHS CIIpaBi
“HenmpOHUKINBUX  00OJOHOK, Mae 3a0e3ledyBaTHCh, 30KpeMa, 3aco0aMyd MOBHU IporpaMyBaHHs. Jms
KOHKPETHKH MOTPiOHO BU3HAYUTHCH 3 MOBOIO, sika OyJie BHKOPHUCTOBYBATHCH /1 4ac ctBoperHs MIP.

Sk cepBepHY MOBY IpOrpaMyBaHHS JUIS JOCIIIPKEHHS BHOpaHO MOBY OOpPOOJICHHS TiMEPTEKCTY —
PHP. Kpurepiem BrOOpy BHCTymnHIa momyispHicte MoBu PHP [5], nunHawmika ii po3BHTKY Ta miaTpHUMKa
(¢akTUYHO yciMa XocT-cepBicaMu. HesBakarouum Ha OKpeMi HEraTMBHI BHCIIOBNIIOBaHHS yOik PHP, ii
MOIIUPEHICTh CBIAYUTH PO HEMOUUIBHICTh BIAMOBHU Bif Ii€]l MOBH, aKTyalli3yIOud MOCTABJICHE 3aBIaHHS
crBopernst KC3MIP BuGpanumu 3acobamu.

OcHoBHOIO TpoOJIeMOr0, 10 BHHHMKae mig 4vac nmodOymou KC3MIP mosoro PHP, momsrae y
BIICYTHOCTI HaJiHHOTO 3a0e3IleueHHs MOBOKO IHKANCYyJAlii JdaHux. Yci orojomeHi (yHKIi craioTh
JOCTYITHMMH SIK TTI00aTbHI, HE3aIeKHO Bi MicIs iX orosomieHHs (30KkpemMa, BeepeanHi 00’ €KTIB UM iHIINX
¢yHkiiit). J[ogaTkoBO HEMOIIbHICTh BHKOPUCTAHHS 00 €KTHO-OpieHTOBaHOro mimxomy (OOII), peari-
30BaHOro Moo PHP, poskputa y [6], 3 mpHKIagOM aTaky PO3KPUTTS 3HAYEHH 3aXHIINEHHX 00 €KTHHX
MOJIIB 3amuTamMu “330BHI” 00’ €KTa.

Bumoru miono mgomatkoBoi (ynkiionansHocti KC3I MIP, neramizanii i OyIOBH BHUMAararoTh
CKJIaJIaHHS MOJIEIICH aTak, crioco0iB iX BUSBICHHS Ta MPOTHIIi. Y 1[bOMY HaIlPSIMKY TIOTPIOHO BIA3HAYUTH
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JOCSITHEHHS, 110 JajIk 3MOTy (pOopMaTi3yBaTH O3HAKH aTak [7], mpoBeCTH aHami3 HelipoMepeKeBUX 3aC00iB
BUsIBJICHHs1 aTak [8], chopMyiroBaTH ajiropuTMH MPOCKTYBaHHS MEXaHI3MIB 3aXHCTY 3 YpaxyBaHHSIM
IHIUBiTyabHUX HaOopiB aTpuOyTiB [9], a TakoXk BiI3HAYMTH ACIICKTH PAH)KYBAHHS 3arpo3 3a PU3UKaMH
[10]. BucHoBku pedepoBaHMX TOCITIIKEHh MOBUHHI OYTH BpaxoBaHi I 4Yac CKIAAaHHS KOHKPETHHX
peamnizaniii KC31 MIP.

BpaxoByroun Bif3HaueHi OCOONHMBOCTI aTak 1 MPHUHIUIIB 3aXUCTy, CKaXEMO MPO HEOOXiTHICTh
po3pobrnienHs o0’ eqHanoi konmeniii crBopeHHss MIP. Inxei, 3axmaneni y aokep-momiOHi cucTeMH y
MOEHAHH] 3 TPUHIMIIAME “ O0OJIOHKH”, 1HKAICYJISIIii 1 apXITEeKTYpHOTO pO3IIapyBaHHS, pa3oM MOXKYTh
cratu ocHOBOIO o0ymoBu KC31 MIP.

Merta poGoTH — pPO3POOMTH TPHHIUNM MporpaMmyBaHHs Moo PHP, mo natote 3mory
CTPYKTYPYBATH KOJI, CIIPSIMOBAHMI Ha TIOKpAIeHHS 1HKancysmii, a1 peatizaiii KC3I MIP.

Peanizauisi 1ucneryepa 10cTymy

VY HaifnpocTimoMy BUNIAJKY 00’ €JHaHY KOHIICIIII0 HEIPOHUKINBOI OOOJIOHKH 1 JIOKEP-CHCTEM MOKHA
BBaXKAaTH SK TaKWi croci0 oprauizamii komie MIP, 3a SKOro BHOKPEMITIOETHCS MPOrpaMHHMK KO, L0 CTaE
npoMiKHOO Jankoro Mk C®D ta 6esmocepennim yHkiionanom MIP. 3 mormsiny nporpamMyBaHHs Iie 03HAYae,
110 JKO/IHA 3 OCHOBHHX TNporpamHux ¢yHkiiin MIP He € mocTyrmHOI0, TOKH He BUKOHAIOTHCS YCHIMHO (QYHKINT
KC3I. Ile, 30kpeMa, IPUHIIMIIOBO OOMEXHTH ITOTESHITIA aTaK iH' €KIIii KOMIIB, OCKUILKU caMi KOIH JOCTYITY JI0
icrotHux Qynkiid MIP Ha eramni oOpoOIIeHHS 3aUTy KOPHUCTYBaya MPOCTO HE ICHYIOTh.

Ilomo PHP, To HemocTymHicTh (yHKIIH Moxke OyTH 3a0e3leueHa JIMINE BIACYTHICTIO IX
MOMEPEIHLOr0 OroJiomieHHs. BinmoBigHo, Ha MoOMEHT 3amycky MIP oromnoimieHMMH TOBHHHI OyTH
BukmouHo ¢yHkmii KC3I, a yci iHII OrojgomyBaTHMyThCs 3roJoM. 3 OMJIAAY Ha Te, IO IIPOIECH
CTBOpEHHSI HOBHUX TNPOTpaMHUX CTPYKTYp [Tl 4Yac BHKOHaHHS Yy TIporpaMyBaHHI Ha3WUBAIOTHCS
JMHAMIYHAMHY, HA3HBATUMEMO TIOCTYIIOBE PO3IIUPEHHS CTPYKTYpy MIP auHaMidHEM CTPYKTYpYBaHHSIM.

3a HasgBHOCTI HEOOXITHOCTI JOaTKOBOTO pO3IIAPyBaHHS KOMIB: 0araToKpokKoBoi aBTeHTHDIKaIlil Yu
PO3MEXKYBaHHs PIBHIB JOCTYIy MOXHA TOBOPUTH IPO KacKajJHE AWHAMIYHE CTPYKTYypyBaHHsS, TOOTO
MOETaIHe OroJIONIeHHsT (PYHKIH HACTYITHOrO MmIapy 3a TMO3UTHBHUX pe3yJabTaTiB poboTH (QyHKIIH
MOTEPEHBOT0 HIapy.

[Mepurim erarom BimokpemsierHst MIP i CO mokHa BBaKaTH peattizailiro aucnerdepa poctymy (1) —
CTBOPEHHS €MHOI TOYKH MPOXOMKEHHs yCix 3amuTiB [2]. CrocoBHo MIP 11e 3aBIaHHs Ma€ IeBHI OCOOIHBOCTI.
3neb6inbimoro MIP ckiamaeThbest 3 KUTbKOX pi3HUX (paiiiiB, Mo po3MIlIalOThCs y pi3HUX KaTtanorax. YacTtuna 3
HHUX MICTHTb MIPOrpaMHi iHCTPYKIIii, 10 MOXKYTh OYTH aKTUBOBAaHI P 3BEPHEHHI JI0 (aiiniB B 00XiJ1 cTapToBOi
cropinky. TUTIOBHM BHPIIICHHSIM ITi€T TPOOJIEMH € CTBOPEHHS OKPEMOT'0 KaTaJlory TSl BIAOBIMHUX (aiiiliB Ta
O0OMEKEHHS J0CTYITy J0 Hboro. [Ipote, sk Bxke OyJ0 3a3HaYeHO, OOMEKEHHS JOCTYIY 10 (haiiIoBOI CUCTEMHU
3iicHIOETRHCs 3aco0amu CD, Ha HAIMHICTE IKUX MOXKHA HE ITOKIAJATHCh.

KonTpomoBaHHsI TIpolieciB 3amycKy pO3MOAUICHHX IPOrpaM Mae peai3oBYBATHCH SIK CKIIAJ0Ba
yactTiHa [uxX mnporpam. IlepeBary mnorpiOHO Hamath po3poOiIeHHIO iHTepdelciB B3aeMomil, 1o
BHU3HAYATUMYTh CTPYKTYpPH JaHHX, SIKI MEPEeNaroThcsi MK pi3HUMH ()parMeHTaMH KOJIB 1 CBiIYaTh Mpo
MpaBUJIBHUI MEXaHi3M 3amycKy. Y HaHMNpoCTIIOMY BHINAJIKy TakuM iHTepdeiicom Moxe OyTH oaHa
3MiHHa, IO OrOJIOIIYEThCS y cTapToBOMY aiii 1 mepeBipsSeThess B YCiX BigokpemieHuX (aiinax.
3a3HaueHW# MiAXiJl MOXKHA CIIOCTEpIraTH y sSIKICHUX MPOEKTaxX 3 BIIKPUTUM KojxoM. [locuieHui 3aXucT
3a0e3meuyBaTUMETbCS PO3PI3HEHHAM 1H(OpMAIii, Mo mnepenaeTbes y pi3Hi (ainu. 3a Takoro miaxomay
JUCKPEIUTAIIIS OXHOTO 3 (hailyliB HE MOTiPIIUTh 3aXHUIIEHICTD IHIIHX.

Hpyroto ocobmnusictio /I MIP € nonepenue o6pobienns 3anutiB 3acobamu CO. Bonu 3aiiicHIOETH
aHaJli3 CTPYKTYPH 3aIUTiB, BiIOKPEMITIOIOTh 3ar0JIOBKH, (POPMYIOTh TTI00alIbHI MACHBH 3 BIIOMOCTSIMH TIPO
JIeTajIi 3aluTy 1 MapaMeTpH, 1110 J0AaH1 10 HbOro. Y mpoieci 00poOaeHHS MOYKE BUHUKHYTH TIOMHIIKA a00
Oyrtu 3miHeHu# crapToBuii (iHaekcHui) ¢aitn. 3 METo yHepe/KeHHsS IMX CHUTYyalliil, HoTpiOHO
nepe3nauuT Gynkiionan CD, HACKIIBKY 1€ MOXKITUBO.

Hanpukian, s omHoro 3 HaiimomyssipHimmxX —cepBepiB  Apache 3a3HaueHi iHCTpyKIii
obopMIIsIIOThCs Y (aiiii 3 imeHeM .htaccess, o mae OyTn cTBOpeHHI Y KO)KHOMY KaTaso3i. [lepexoruieHHs
MMOMMJIOK 3a0e3neuyeThest iHCTpyKiiero ErrorDocument, BiiiMB Ha OOpOOJICHHS 3alMTIB — JTUPEKTHBOIO
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RewriteRule. 3a momoMoror 1ux 3aco0iB MOXKHA CIPSMYBAaTH YCi 3alUTH, 30KpeMa i MOMHJIKOBI, JI0
OJIHOTO €JIMHOTO (paiiia, mo BUKoHyBaTHMe poib JIJ1. 3okpema, inctpykuis “ RewriteRule .* dispdosp.php”
crpsiMye yci 3BepHeHHs 10 (aitna “dispdosp.php”, HaBiTh SKIIO y 3amuTi BKa3aHe iM’ s icHyro4doro (aiina
YH KaTaJyory.

Jnst 1ogaTKOBOr0 KOHTPONIO TPaBUIBHOI POOOTH BIPOBAKEHUX 3aCO0IB HEOOXITHO CTBOPUTH
3BHYAMHWEN 1HAEGKCHUM (aiin, 3amyck SIKOro CBiquuTUME Tpo mopymeHHs y pobori Cd. Ha Bubip
po3poOHKKa 3acobamMu iHAEKCHOro ¢(aiiiaa MokHa abo crpoOyBaTH mepenaTh kepyBanus g0 [JI, abo
CIIPOBOKYBaTH aBapiiiHy 3ynuHky MIP. [epmmii BapianT moTpiOHO BBa)kaTH HEOE3MEUHININM, OCKUTBKH
BigMoBa okpemux ¢(yHkmii C® BimkpuBae moOTeHINian aTak “pyxy mo mupekropisx” (DT-directory
traversal). Y Oyap-skoMy pasi 3 MipKyBaHb Oe3MeKH HEIOIUILHO CTBOPIOBATH iHII (aiiinu y cTapToBOMY
kartano3i MIP, 3anumarouu nuiie JBi MOKIMBOCTI 3amycky, — uepe3 [1J] abo yepe3 iHaeKCHUN (aii.

Peamizartisi peectpartii, sk mociayru Oesmexu [2, 3], minkom joriuno mae Oyt 3abesmeuena JIJ1.
OCKUIBbKM JOBUIBHUH 3aIMT, 110 HaAXOAuTh 10 MIP € kepyroumm, TOOTO TakuM, IO CYIPOBOMIKYETHCS
3Minamu y poboti MIP, yci 3anuTu mianamaioTh Mg KpuTepii HeoOXiaHol peectpaitii [2]. V Oyab-skoMy
pasi peectpallis ycix 3amuTiB 0e3 BHHATKY € MPOCTIIION 3 MOMIAAY IpOrpamMHOi peanmizaiii. 3pocTaHHs
30epexeHnX 00CsTiB JaHUX OyJe MITKOM MMOMIPHHM 1 KOMIICHCOBaHWUM BHUTPAIIeM y 4aci, MOTpiOHOMY JUIst
aHaJII3y 3alUTy Ha KPUTEPIi 11070 000B’ A3KOBOI peecTpartii.

Ha npakruiii, 3xe0utbioro ajis 30epekeHHs iHdopmaitii, 10 HaaxoauTh 10 MIP, BUKOPHCTOBYIOThCS
cucremu ympasiminas 6asamu ganux (CYBI). IlepeBaru Ta Henomiku Budopy CYBJI € mpeameroM okpemoi
JMCKycCii y Mexax miel poOdotu i obroBoproBatHch He OymyTh. [Ipore cam daxr 3'eqnanns 3 BJl y A
JIONIATKOBO CBITYMTHME TIPO TpaBWiIbHHHN crioci6 3amycky MIP 1 yHemoximBuTh noctyn ao ¢yskuii b/ B
00xin aucrierdepa, TOOTO Ge3nocepenHbO BiINOBIIATUME KOHIIEMIIT TapyBaTol apXiTeKTYPH.

BuyTtpimni mapu

3a pesynbraToM ycmimHoi podotu /] moTpiOHO aKTHBYBaTH KOAW HACTYITHOTO IIapy — aHaii3aTopa
3armuTiB. JI0 3aBJaHb 1[OTO APy 3apaXxOBYBATHMEMO MPUHHATTS BUPIMICHHS IIOJJ0 CAMOTO 3aIHTy, — YU €
BiH NMPaBUJILHUM, TIOMIJIKOBUM, Y1 MICTUTh O3HAKH aTak 4u po3Biaku [12].

Tumosoro st Mo PHP € mpakTika, KoM 3a pe3yabTaTaMy IOMEPEAHBOr0 aHaiizy 3anuty (y oMy
pasi — micisa JIJI) 3amyckaeTbes MexaHisMm ceciit [13], depe3 sKHii BCTAHOBITIOETHCS IEBHA O3HaKa (ceciiima
3MiHHA), 1110, MO-MIepIIe, CBIMUMTH NP0 HOpMalbHHUil 3amyck MIP Ta, mo-apyre, BCTAHOBIIIOE TIEBHY MPUB’ SI3KY
1o kopucryada. [Ticist iporo MIP mepesaryckaeTbes i B MOAaibIIoMy MPHUB’ A3YETHCS JI0 CECil.

[ligknrodeHHss KOAIB HACTYIHOI'O Iapy BIANOBIAHO 1O imel MMHAMIYHOTO CTPYKTYPYBAaHHS KOIY
MOKe OyTH BHpakeHe y Takui croci0. Hacammepen moTpiOHO BiZMOBHUTHCH Bija inel iHimiamii cecii Ta
nepesanycky MIP, ockinbku 11e (pakTUYHO € MOBEPHEHHSM JIO MOMEPENHbOro Imapy. Takok mepenada
imenTH(dikaTopa cecii poOMTh KOMYHIKAI[iI0 BPAa3JIMBOIO JIO MPOCITYXOBYBaHHSI KaHAIY YW OKPEMHX aTak
“kpamikku ceciit” [14].

Jani HeoOXiIHO BCTAaHOBUTH TEeBHUH iHTepdeiic B3aeMoii mapiB. Y HAMIIPOCTINIOMY BHIIAJKY HUM
MoXke OyTH TIeBHA 3MiHHA, 1[0 BCTAHOBJIIOETHCS B OJJHOMY Iapi Ta IMEPEBIPSIEThCS Y HACTYMHOMY (aie He
nepeaaeThes y KaHal KOMYyHiKallii). STk Bke 3a3Ha4anoch, pojib iHTepdeiicy MoXKe MOoJIsraT y BIIKPUTOMY
3'eqnanni 3 BJI, ame, skmo mnepemdavaeTbcsi MOXIHMBICTH pobdotn MIP y cratmunomy pexumi (3a
BificyTHOCTI 3B's13Ky 3 BJI), iHdopmarlii mpo 3'e€aHaHHS MOXKE BHSIBUTHCh HEIOCTATHHO. 3a MOCHIICHUX
BHMOT Oe3neku iHnTepdericHa 3MiHHA MOXKE MICTUTH KOJOBE 3HaYEHHS, 110 Oy/1e BUKOPHUCTOBYBATUCH IS
nemmdpyBaHHs pparMeHTiB KOy HACTYITHOT'O HIapy.

Bpemri-pemt QpyHKIIT mapy MOBUHHI YMOXKIIHBIIOBATH SIK AWHAMIYHE CTBOPEHHS, TaK 1 IWHAMIUHE
3HumIeHHs. CaMe OCTaHHs BHMOTa MoTpedye MifBHINCHOI yBaru mija yac BukopuctanHs mosu PHP. Ls
ocobmuBicts PHP cTocyetbest TexHOMOTIT oroionieHHs QyHKIiH: ko GyHKIlis Oylia oroiolieHa, To BOHA
crae “BUIMMOK” B yCiX 00JIaCTSAX BUAMMOCTI MPOrPaMy Ta YHEMOXKIIMBITIOE 3HUIIIEHHS [11].

3ayBakeHHsI MOXKHA UTIOCTPYBAaTH TaKUM MPHKIAAOM. Ha meBHOMYy erami poOOTH KOpHCTyBady
nepenaaeTbes popmMa aBTOpM3allii, A€ BiH BBOAWTH JIOTIH Ta mapoyib. MyHKIT MepeBipkr aBTEHTHYHOCTI
JAaHUX Ha CepBepi Ie He aKTUBOBAHI, TOOTO aTakH iH' €KIIIT KOMIB 100 JOCTYIy HEMOKJIMBI IPUHIIAIIOBO.
KopucryBau BBOIUTH Ta Tiepeac AaHi Ha cepBep 1 3a3HaueHi QYHKIIIT OTOIOMIYIOThCS, alle Y pa3i TOMUJIKH
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aBTOpH3allil TepexoJy /O HACTYIHOro Imapy He BinOyJerbcs, KopucTyBauy Oyne BimoOpaxeHe
MOTIepEe/PKEHHS HEMPaBUIIBHOI CIIPOOH Ta IOJIsl IOBTOPHOTO BBEACHHS. A cepBepHi (QYHKIIT 3aIMIIAThCS
oroyomeHnMu. ToOTO y pa3i MOMUIIKHM TepIoi crpodu aBTOpH3allii 3’ ABISAETHCS MOTEHIIIHA Hebe3neka
iH’exuii KomiB uepe3 oromoureHi ¢ynkuii. (VY npukinam nependadaeTbcs aCHHXPOHHHH PEKUM pOOOTH
MIP, ockinbky BimmpaBieHHS JaHHX 3 Tmepe3amyckoM MIP cynepednTs apXiTeKTypHOMY NPUHIUITY
“pyxy” Bin mapy /o mapy sk B OIMH, TaK i B iHIIHi OiK).

Buxozom i3 onucanoi cutyarlii Moxe OyTH BUKOPUCTAaHHsS aHOHIMHHX (pyHKI# ((yHKIIIOHATBHUX
BKa3iBHUKIB). OronomieHi (QYHKIIT HE MarTh IMEHi, TOOTO HE BHOCAThCA y TIIOOAIBHY TAOIHUINIO
oronomrenux ¢ynkiiii PHP. Joctyn no ¢yHKiiid 3a0e3nedyeThes 30epekeHHsM iX aapec (BKa3iBHUKIB) Y
3MIHHHUX. A 3MIiHHI YHEMOXXJIUBJIIOIOTh SK OTOJIOIICHHS, TAaK 1 3HUINCHHS, a TaKOX OOMEXeHHs 001acTi
BHJIUMOCTI. ICHYIOTB JiBa CIOCOOM 3aJaHHs aHOHIMHUX (DYHKIiH, Oe3rmocepeIHbo:

$f = function($xy){ rino bynxuii}
Ta 3a JIOIOMOI' 00 BUKJIMKY BOyoBaHOi (yHKIii Create function:
$f = create_function("$x’,'rino’).

VY Oynp-sikomy pasi cTBopeHa (YHKIIiSI HE PEECTPYEThCS Y TEpeNiKy OrojoNIeHMX KOpPHCTyBadeM
(GYHKIIIH Ta YHEMOXIIMBITIOE 3HUIICHHS SIK 3MIHHOI CTaHJAPTHOIO TUPEKTHBOK MOBH PHP unset:

$analyze = function($request){ echo $request,”<br/>";}; // Oronorenns Gpyukiii

$analyze("'str"); // Buksmk QyHKIIT 3 mapameTpoM
unset($analyze); // 3uumenns GyHKIl — momanbIIni i BAKIUK HEMOXKIHBHIA

Bapro 3ayBakuTH, IO BiJICYTHICTh peecTpallii aHOHIMHHX (QYHKIIH y CTaHIApPTHOMY IEpemiKy
OrOJIOIMICHUX (YHKIIHA JOJATKOBO IIOKpallye SKICHI MOKa3HMKH Oe3meku MIP dyepe3s yckiaamaHeHHs
PO3BIAKH TOCTYITHHUX JJIs1 BUKIUKY KOJIB.

VY To# camuii yac mporeaypa OroJIomieHHs aHOHIMHUX (PYHKIIH, Xo4a 1 Moripurye 4uTabenbHICTh
KOy, YCKIAJHIOIYM poOOTY pO3pOOHMKaA, IPOTE HAJa€ eIeMEHTapHI 3axoau o0(ycKallii mporpamu, 1o
TaKOX € MO3UTUBHUM 3 TIOTIIsAY iH(popMaiiiHoi Oe3neky.

Takox BUKOpPHCTaHHS aHOHIMHUX (PYHKIIH MOKpANIylOTh “CTIHKICTE” Mporpamu 0 BHYTPIIIHIX
noMWiIoK. Tak, TIOMWJIKM TOBTOPHOTO OrOJONICHHS 3BUYAHHMX (yHKOIA € ¢daTampHUMH i
YHEMOXKJIMBIIIOIOTH TIEPEXOIUICHHS SIK BUKITIOUCHHsI (€XCePtion) 3acobamu Oe3mednoro Bunpodysanns (try-
catch). SIkmo 3 SKMXOCh TMPHYMH KOMis Mmiapy Oyjae aKkTHBOBaHA MOBTOPHO, TO (aranbHa MOMUIIKA
MPUIMHHATE Po00TY MIP. AHOHIMHI OTrOJNOIICHHS HE MPHU3BOAATH IO MOMUJIOK, OCKUIBKH IMEPEe3HAYUTH
3MiHHY MOXKHa ©Oarato pasziB. 3a TOTpeOM TNepeBipKM Ha HAsIBHICTH aKTHBHOI KOMil IIapy MOXKHA
CKOPHCTATHCh IHCTPYKITi€to iSSet, sika Hagae iHdopMaIlifo 1010 BCTAHOBIEHHS 3MIiHHOT:

if (isset($analyze) ) {

pearyBaHHs Ha TIOMHJIKY TTIOBTOPHOT'O OTOJIOIICHHS
}
el se{

Hagenena TexHousoriss Mae yHiBepcaJdbHHH XapakTep i Moxke OyTH 3acTOCOBaHA JUIsl CTBOPCHHS
JIOBLTBHOT KUTBKOCTI MapiB, OOMEKEHHS CTOCYIOTHCS TUTBKH JIOTIKH (PYHKITIOHYBaHHS.

CTBOpPEHHS aHOHIMHOI (yHKIIiT 3 BKasiBHuKoM $analyze

Buchnoeku

Po3ristHyTO MPUHIMITY TPOEKTYBaHHS POrPaMHOI CKIIAJ0BOI MEpEKeBUX iH(POPMAaIIHHIX pecypciB
3 goTpuMaHHaM MikHapoaHux cranaapTis |SO/IEC momo posimapyBaHHs.

[lokazaHo croci0 CTBOpEHHsI MEPBHHHOIO MIapy — JAWCIETYEpa JOCTYNY 3 BUKOPHCTAHHSIM SK
3aco0iB moBu PHP, Tak 1 cepBepHOro mexanismy oOpoOJeHHs. BpaxoBaHO MOMIHBICTH TeEpeBIpKH
BiZIMOBH pOOOTH JHICIIETYEPA.

Hageneno croci6 KOHCTpYIOBaHHSI BHYTPIIIHIX MIAPIB 3 MOXKIIMBICTIO SIK CTBOPEHHS, TaK 1 3HHIICHHS
(GyHKIIOHATBHOCTI Y MUHAMIYHOMY pexuMi. OCHOBY MigXOMy CTaHOBHTh BHKOPHUCTaHHS aHOHIMHHX
¢dyHKIiH. 3a3HaueHi epeBar, HelOJMIKU Ta 0COOIUBOCTI 3a3HAYEHOTO CIOCO0Y.
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[epcniekTHBY MONANBIIMX PO3BIIOK BOAYAIOTHCS Y MPAKTHYHOMY BUIPOOYBaHHI 3aIPOIIOHOBAHHX
METO/1iB TIOPIBHIHO 3 KJIIACHYHMMH 3 TIOTJISLy TIOKa3HUKIB iHPOpMAIliitHOT Oe3MeKH.
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