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3nilicHeHO JOCJIIKEHHSI TeHepaTopiB NCeBAOBHNAIKOBUX OITOBHX NOCTiIOBHOCTEI,
nodynroBanux Ha ocHoBi LFSR. Po3podiaeno imirtauniiini momeni reneparopiB i3 pisHumu
3HAYEeHHSIMH TBIPHUX MOJIIHOMIB. J{0CTiIKeHO CTATHCTUYHI XapaKTepPHCTUKHU TeHepaTopis, ix
nepiogy TNMOBTOPEHHS, CKJAJAHICTHL MOOYI0BH (TEXHOJIOTiYHICTH) mix 4Yac peamizanii Ha
NPOrpaMoOBAaHMUX JIOTIYHUX iHTerpaJbHUX cXeMaX |1 MAaKCUMAJbHO MOKJIUBY [IOBKUHY
KpUOTOorpagiyHoro Kimwya.

Kuiio4uoBi cjioBa: mceBIoBUNAAKOBA 0iTOBAa MOCIII0BHICTH, T€HEPATOPH NCEBAOBHIAN-
KOBHX YHCeJ, CTATUCTUYHI XapaAKTePUCTHKH.

The researching of pseudorandom bit sequences generators that based on LFSR is
carried out inthearticle. The imitation models of generators with different formative
polynomials are worked out. The researching of generators statistic characteristics, their
repetition period, complication of construction (technologicalness) for realization on
programmable logic devices and maximally possiblelength of cryptographic key was also
undertaken.

Key words: pseudorandom bit sequence, pseudorandom number generators, statistic
characteristics.

Beryn

CydacHa HayKa IIHPOKO BUKOPHCTOBYE I'€HEPaTOPH ICEBIOBMIIAIKOBHX OITOBHX IOCIIIOBHOCTEH
(TTIBBII) y pi3uux cuctemax. Y cdepi 3axucty iHdopmalilii NCeBIOBHUIIAAKOBI YKCIa BUKOPHCTOBYIOTh SIK
y TEXHIYHUX, TaK 1 y KpunrorpadidHux 3acobax 3axucty iHpopmaiii. Bimomo, mo xapakTepucTHKH
cHCTeM OC3MEeKH 3aJieXaTh BiJl XapaKTEPUCTHK iX MiJICUCTEM, SIKi BU3HAYAIOTHCS HE TUTHKH BUKOPHCTAHUMH
QITOPUTMAaMH, alle W SKICHUMH IOKa3HHKaMH BUKOPHCTAHHMX TICEBJOBHIIAJIKOBHX IOCIITOBHOCTEH.
Ockinbku 0Oe3reka KPUITOCHCTEMH 30CepePKeHa Ha KJI04Yi, TO IijJ 4Yac BUKOPUCTAHHS HEHAIIHHOIO
MpoIlecy reHeparlii KIIF0viB ycsi KPUIITOCUCTEMA CTa€ BPa3JInBO0. ToMy akTyaldbHHM € MUTaHHS T00YI0BH
skicanx, Hangiiaux I TIBBII.

Mera po6oTu — nocnigutu xapakrepuctuku [TIBBII, moOynoanux Ha ocHoBi LFSR, 30kpema ix
CTaTUCTUYHI XapaKTEPUCTHUKH 1 TIEPiOJH MOBTOPECHHSI.

I'eHepaTopu NnceBIOBUNATKOBHX OITOBHX MOCTiIOBHOCTel Ha ocHOBi L FSR

Bigomo, 1110 OKpeMoO B3ATi TeHepaTopH ICEBIOBHUITAAKOBHX OiToBux mocmigoBuocted (I'TIBBII) Ha
OCHOBI pericTpiB 3cyBy 3 JiHiliHUMHU 3BopoTHHUMHE 3B si3kamu — LFSR (linear feedback shift register) e
Halexkate 10 Kpunroctiiikux [1, 2]. Hespakaroun Ha Iie, BOHH YacTO BHKOPHCTOBYIOTBCS ITiJ] Yac
peamizarii morokopux mm¢ppis (Hanpukinax, amroputMu — A3, A5, A8, PIKE, SEAL, RC4) a6o sk
CTPYKTYPHI €IEMEHTH CKIaJHIMKX MpucTpoiB. OCHOBHOO iX MepeBarolo € BelNHKa IBUAKOAIA 1 IpocToTa
3a amapaTHOl peaizallii.
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Cratuctnuni xapaktepuctuku [TIBBII Ha ocHoBi LFSR posrmspmanuce y Oaratbox poOoTax,
30kpeMa y [1, 2]. OaHak 3aauIaroThes He TIOBHICTIO PO3B’ I3aHUMH TaKi 3a1adi:

— BH3HAYCHHS MiHIMaJIbHOI KUTBKOCTI CTpYKTYypHHUX eneMenTiB LFSR i mpuctpoiB Ha iX ocHOBI, 32
SKHX JIOCATAEThCS CTAaTHCTHYHA Oe3neka, TOOTO CTATUCTHYHI XapaKTepPHCTHKH BUXIAHOI OiTOBOI
IIOCJIIIOBHOCTI € 3a0BUILHUMUY,

— KOMIUIEKCHE MOPIBHSHHS OCHOBHHX XapaKTepPHCTHK reHepaTopiB Ha ocHoBi LFSR 3 xapakrepuc-
THKaMH TeHEepaTopiB, MOOYJIOBAaHUX Ha IHIIMX 0a3ax, HAIIPUKIAJ, Ha OCHOBI MOIU(IKOBAHUX aTUTHBHHX
redeparopiB @iconayui (MAI'®) [3] uu Ha ocHoBi R-6iokiB [4, 5].

[IpoBezeHi y 1ikt poOOTI JOCTIHKEHHS CKEpOBaHi Ha YaCTKOBE PO3B’ sI3aHHS BKazaHMX 3a1a4. [1pu 1ipomy
BBaXkaeMo, 1110 cratucTiyHi Xapakrepuctrku [ TIBBII € 3a10BinbHUMM, SKIIO BUXiHA OITOBA MOCIIIOBHICTD
rereparopa npoxomuth yci Tect NIST [6], a min yac KOMIUIEKCHOrO MOPIBHSHHS T€HEPaTOpiB Ha Pi3HHUX
0azax, OKpiM iX CTaTHMCTMYHUX XapaKTEPHCTHK, OyJeMO TaKOK PO3MIAAATH: TEPIOaU MOBTOPEHHS BUXITHOL
MOCTTiTOBHOCTI, CKJIAIHICTh MOOYMOBH (TEXHOJOTIUHICTB) IMiJ Yac peaisaiii Ha MPOrpaMOBAHMX JIOTIYHHX
cxemax ([JIIC) i MakcMMaIbHO MOYKITMBY JTOBYKHHY KpPUIITOrpadivHOro Kiroya.

Bapro migkpecnuTH, M0 KPUNTOCTIMKICTh TaKMX TEHEepaTopiB 0e3 KpHIIToAaHANi3y, HE € rapaHTo-
BaHOI0. CTaTucTUYHA Oe31eKa, SIK BiJOMO, € IUIsl IIbOI0 HEOOX1THOIO, ajie He TOCTaTHhOK YMOBOIO [7].

Bapiantu nodynosu I'TIBBIT Ha ocHoBi LFSR HeoOxinHO po3rismaTy, BpaXoBYIOUH PIBHSHHS HOTO
(GyHKI[IOHYBaHHS:

Qt+1)=T"Q(t), (1)
e Q(t) i Q(t+1) — cranum perictpa y MoMeHTH 4acy t i t+1 (o i micist cunxpoimmysibey); T — kBaapaTHa

MaTpuLs DOPSAAKY N BUITISAAY:

& a, .. a,q1 a, 0O .. 00 a,
1 0 0 0 1 .. 00 a.
T,=|0 1 0 0| abo T,= ; 2
0O .. 10 a
O 0o .. 1 0 0 .. 01 &
N — CTeMHb MHOT'OYIEHHA!
F(x)=éna,-xi, a, =a; =1 a;1{01}, j=1(n-1); (3)
i=0

I — crenidb Matpuiti [1].

Otxe, LFSR BinpizHsIOTHCS:

— CTerleHeM i BHIOM TBIpHOro mosiHoma (3), 110 3aJar0Th KUIBKICTh PO3PSIIB pericTpa 3cyBy i
BILIMBAIOTh Ha ()OPMY 3BOPOTHHUX 3B’ A3KIB;

— BurmsiaoM (T1 uu T2) i cremeHem I MaTpwili, IO 3aJal0Th croci0 (GopMyBaHHS 3BOPOTHHX
3B’ SI3KiB 1 (POPMYIOTH iX OCTaTOYHY KOHQITypaIito.

MakciMallbHO MOXITBHE TIepiof] TIOBTOpeHHs craHiB TpurepiB LFSR, a omke, 1 BuxigHoi GiToBoi
MOCITIZIOBHOCTI JIOPIBHIOE 2" - 1. YMmoBH, 3a SIKHX TIePioJ1 MOBTOPEHHS JOCSTAE 1[LOr0 3HAYCHHS, 3aJISKaTh Bill
(dopmu muorowieHa F(X). Muorounen F(X) cremens N Ha3MBaETHCS MPUMITHBHUM, SIKIIO BiH HE JAUTATH HAIILTO

YKOZICH MHOT'OWJICH BUTIISITY X — 1, ne S<2" - 1. IocnigoBHICTb, 1110 ¢dbopmyetbest LFSR, Mae MakcumaibHui
mepiox TOMi 1 TITBKM TOMI, KOJIM 4YMCiAa S 1 r € B3aeMHO mpocthMH. 3a I =1 mpumituBHicTh F(X) €
HEOOXITHOIO 1 IOCTATHBOK YMOBOIO OTPUMaHHSI MAKCUMAITBHOT'O T1epioay moBTOpeHHs [1].

Jani HaBemeMoO KinbKa MPUKIAAIB TEHEPATOpiB 3 METOI 3'sICyBaHHS MIHIMalbHOI KITBKOCTI iX
CTPYKTYPHHX €JIEMEHTIB, HEOOX1THUX JIJIs 3a0€3MeUCHHS CTaTUCTUYHOT O€3MEeKH.

Ha puc. 1 nokaszana crpomieHa (0e3 KiJl yCTaHOBJICHHS MMOYaTKOBOI'O CTaHy) CTPYKTypHa cxema
I'TIBBIT Ha ocHoBi LFSR, 1110 BiAmnoBizae TBipHOMY NPHUMITHBHOMY TIOTIHOMY:

F(x)=x? +x* +1, (4)
JI0 CKJTa[ly sIKOi BXOISATh Tpurepu 11 — Tg 1 cymaTop 3a MoayJieM 2.
V oMy BHIaAKy BHOpaHuii Tin MaTpuil 73 i creminb Marpuii I =1.

30



| T3 p| T4 p| 5| p| T6 L p| T7|—

L IplTold 5 four

[C

el el el e

|’C

rC C
2 [

Puc. 1. Cnpowena cmpyxmypna cxema I'TIBBIT na ocnosi LFSR (F(X) = x% + x4 +1)

Ha puc. 2 nokasano rpadik 3anexxHocTi nepiogy nosropeHHs reneparopa Tp (period) Bin 3HaueHHs

IBilikoBoro mouaTtkoBoro komy A_O y pericrpi

MOJIETTIOBAHHS.
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Puc. 2. 3anesxcnicmo nepiody nosmopenns 8 i
LFSR(F(X) = x? +x* +1) B
8I0 NOUAMK0B8020 KOOy y pezicmpi 200
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LFSR, orpumanmii B pe3ynbpTari iMITaliifiHOTO
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Host ycix 3uadens novarkosoro xoxy A_0, okpim 4_0=0, — T, = 2% —1. Uit (hakT mATBEPIKYE

xopucHy BiactuBicte ['TIBBII Ha ocHoBi LFSR, T00TO Te, 110 32 mMpaBuiabHOrO BUOOPY TBIPHOTO MOJIIHOMA,
Matpuii i crenenst marpuii piBHsHHS (1), nepion noropenHs ['TIBBII nocsrae MakcHManbHO MOKIIMBOTO

3pavenHs 2" —1 1A ycix 3HaueHb MOYaTKOBOTO KO Y PEricTpi, okpiM HymboBoro. Llum ¢paxrom I'TIBBIT Ha
ocHoBI LFSR BUTITHO BiZpi3HAIOTHCS BiJl reHepaTopiB Ha ocHOBI MAT'® un Ha ocHOBI R-0110Ka.

Amnainiz 3a gonomororo TectiB NIST HaBeneHoro reHepaTopa IMokasaB, MIO HOTO CTATHCTHYHI

XapakTEPUCTHKU HE BiAMOBIIAIOTH BUMOTaM BHIIaIKOBOCTI (puc. 3).

IMoBipHicTb NPOXoAXEHHA TecTiB
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Puc. 3. Cmamucmuunuit nopmpem I'TIBBIT
na ocnosi LFSR (F(X) = X% + x* +1)
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Jaui 3a mormomororo iMitaitifinoro MmoaentoBanss i TectiB NIST Oynu gocimimpkeHi XapaKTepuCTHKH
reHepaTopa, Peasli3oBaHOro Ha OCHOBI TBIPHOTO MIPUMITHBHOTO TTOJITHOMA!

F(x) = x3+x3 +1, (5)
3a TUIy MaTpuli 77 1 cTenens Matpuii r =1,

Moro cratictrunmii mopTper, oTpuManuii 3a GikCOBaHMX, B TOBLIbHHIT CIIOCIO 3aJaHMX TOYATKOBUX
YCTaHOBOK pericrpa, mokaszanuii Ha puc. 3. OTxe, 1l TeHepaTop TaKoX HE MPOXOIWTh 0araTto TECTiB
NIST. IIpu upomy Oymno 3adikcoBaHO, IO TEPioJ MOBTOPEHHS BHXiJHOI IMOCIiZOBHOCTI reHeparopa —
T, >10°.

Joxomxe

0,6

ImoBipHicTb

0,5

Howmep Tecty

Puc. 3. Cmamucmuunuii nopmpem I'TIBBIT
na ocnosi LFSR (F(X) = X3 +x3 +1)

HonatkoBo 3xikicHoBanock mociimkenHs ['TIBBII mooynosanux Ha ocHoBi LFSR 3a mominomamu,
nogaaumu y Tadi. 1. B ycix ['TIBBIT BukopucroByBanace Matpulls BUDISALy 11, crenmins Matpui f = 1.

Tabauys 1
Bapiantu noninomis I'TIBBII
Bapianr [oninoM
1 F(x):x32+x7+x6+x2+l
2 FO)=x*+x8+x* +x3+1
3 F(x)=x3° +xMt+1
4 F(x)= x5 +x?+1
5 F(X) = x"0 +x%" +1
6 F(x)=x®+x® +1
7 F(x) = X7 + %22 41

Pesynbratn mocnimkenHs cratuctuannx xapakrepuctuk [ TIBBIT nokasani Ha puc. 4.

OT1xe, B pe3ybTaTi JOCTIKEHHS craTUCTHYHUX XapakTepuctuk ['TIBBII 3'sicoBaHo, 110 HaBIThH 3a
BEJIMKAX CTEIEHIB MOMiHOMIB (BapiaHTH 3—7) BHXigHA IICEBJOBHIAAKOBA ITOCTIIOBHICTh 3aBKIN HE
MPOXOAUTh OJIMH TECT, a CaMe: TECT JIIHIHHOT CKIaHOCTI.
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Puc. 4. Cmamucmuuni nopmpemu I'TIBFII na ocnosi LFSR: a —eapianm 1; 6 — sapianm 2;

6 —sapianm 3; 2 — eapianm 4; 0 — eapianm 5; sc — sapianm 6; 3 — eapianm 7
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Baxxiueum ¢aktopoMm, 1o BuzHadae skictb [TIBBII, € cknaanicTh Horo moOymaoBH — TEXHOJIOIIY-
HicTh. ['eHepaTopu, 0 PO3MIAAAIOTECA Y 1K po0OoTi, HAJIGKATh 10 IU(PPOBUX arapaTHUX IeHEPaTopiB,
TOOTO MPHUCTPOIB, MO peaNi3yIOThCs Ha eIeMeHTHi 0a3i mudpoBoi TEXHIKH, 30KpeMa, MPOrpaMoOBaHHX
noriunux iHrerpanbHux cxemax (ITJIIC). ¥V 3B’s13Ky 3 MM MU TPOIIOHYEMO OI[IHIOBATH TEXHOJOTTYHICTD 32
KUTBKICTIO eneMeHTapHuX IHdpoBux komipok, HeoOXximHux s mooynosu ['TIBBIT wa TJIIC. Takumu
KoMmipkamu y Bumaaky opraxizarii ITJIIC 3a apxitekryporo FPGA (Field Programmable Gate Arrays) €
koH¢irypoani soriuni 6moku (KJIB), mpu3HayeHi it BUKOHAHHS JIOTIYHHUX GYHKIIHA Bi KUTBKOX
3MIHHHUX, & TAKOXK QyHKIiH nam’ siti [8].

Cxnagnicte noOymoeu ['TIBBII Bu3nauamack 3a kiibkictio KJIB, HeoOxigHux s iX peaizairii.
V Bunazky reseparopa Ha ocHOBi LFSR 14 kinbkicTh A| pgr JOPIBHIOE KUIBKOCTI PO3PSIIB pericTpa:

ALrsr =N. (6)
Kpunrorpadiuaum kmrouem ITIBBII na ocHoBi LFSR € mowarkoBmit cran perictpa. IloBHa

MHOKHHA 3HaYeHb [IUX CTaHiB HopiBHIOE 2" - 1, OTIKE, JOBKUHA KIII0Ya Clrsr BHM3HAYAETHCA BUPA3OM
Clpr =n. (7
BucHoBku

3niicaene mocimimxeHus ['TIBBIT ma ocHoBi LFSR mokasano, mo HaBiTh 3a BEIMKUX 3HAYEHb
CTENEHIB TBIPHUX TMOJIHOMIB T'€HEPAaTOPH HE € TIOBHICTIO CTATHCTUYHO Oe3meyHuMu. OTXKe, Taki
TeHEepaTOpH HE MOXKHA BHKOPUCTOBYBATH y KpunTorpadii 6e3mnocepeiHbo, IpoTe iX MOXKHA BUKOPUCTATH,
SIK €IIEMEHTH CKIIQJHINIOT KpUNITOrpadiyHoi CHCTEMH.
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