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Abstract — In this paper we are implementing an Anti-
Forensic tool that is used in data hiding approaches of the
Anti-Forensic technology. This tool will encrypt a secret file
twice: firstly it is encrypted with the XOR and then by the
powerful AES (Advance Encryption Standard). To make XOR
strong we have used three files that are selected by user. These
files will create a mess with the plain text before encryption
making the cipher text more secure and harder to break.
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I. Introduction

According to Saferstein, forensics is ‘‘the application of
science to those criminal and civil laws which are
enforced by police agencies in a criminal justice system’’
[1]. The dictionary definition of the word “anti” is
“opposed to” or “against”. So now if we define Anti-
Forensic it resembles the methods used to prevent or act
against to the application of science to those criminal and
civil laws that are enforced by police agencies in a
criminal justice system. Peron and Legary pinpoint Anti-
Forensics as the attempt to “limit the identification,
collection, collation and validation of electronic data” so
that the crime investigation is hindered [2]. This
definition is not complete however, since it disregards the
analysis of the evidence. Evidence analysis is essential to
the forensic process; therefore, we must include it if we
list each phase in our definition. Another definition by
Grugq identifies Anti-Forensics as “attempting to limit
the quantity and quality of forensic evidence” [3]. This
definition is useful as well, but it only considers the
evidence and completely ignores the forensic process.
According to Ryan Harris Anti-Forensic is considered to
be to be any attempts to compromise the availability or
usefulness of evidence to the forensics process.
Compromising evidence availability includes any
attempts to prevent evidence from existing, hiding
existing evidence or otherwise manipulating evidence to
ensure that it is no longer within reach of the investigator.
Usefulness maybe compromised by obliterating the
evidence itself or by destroying its integrity.

In this paper we will focus mainly on data hiding
approaches used in the Anti-Forensic process. There are

various forensic tools like EnCase [2], FTK [3], and etc.,
and they have powerful functionalities relevant to
computer forensics. However, the situation is different
from the past. Criminals are no more in the level of
“script kids” about computers and anyone can get various
Anti-Forensics (AF) tools [4] from Internet. Dr. Marcus
Rogers classified AF into four categories in [4]: data
hiding, data wiping, trial obfuscation, and attacks against
the computer forensic process or tools. The first can
include encryption and Steganography.

Il. Related work

The proposed scheme in the paper [5] consists of three
stages. In the first stage, a user encrypts his own private file,
P, using available cipher algorithm, E, and its key, KE. The
encrypted file, C1, can be expressed as C1 = E(P, KE). In the
second stage, the user selects some files and copies data
block with the same size as C1 from each file. No one but
the user has knowledge about the files. The copied data
blocks are XORed with each other, and its result, KXOR, is
encrypted into KXOR by the same manner as used on P.
Thus, KXOR can be expressed as KXOR = E(kXOR, KE).

The problem found in this scheme was the double
encryption algorithm that to by AES is time consuming.
So we decided to propose an idea that can efficiently
decrease the consumption of time and even increase the
security. Therefore we have proposed a new idea by
modifying its approach. Our proposed scheme is explain
in the next section.

[II. Our proposed scheme

Our scheme also consists of three stages. In the first
stage, a user encrypts the three files, F1, F2 and F3 by
XORing them together to make kXOR. Then with the
help of key kE generated by the password specified by the
user, we create a digest using MD5 with SHA-1 hashing
technique for this kXOR. This digest obtained is called
KXOR. In second stage this KXOR is XORed with the
plain text to get the encrypted plain text and then is
encrypted using AES with the help of key KE generated
again with the same password.
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This generated Crypt Text C is the final encrypted
message for the corresponding plain text P as input.

The Encryption process used in our scheme is
diagrammatically shown as below:

The results of both the New Algorithm and the Old
Algorithm implemented in [3] are shown below in the table.

TABLE 1
COMPARISON RESULTS OF TWO ALGORITHMS
Execution Time (in Seconds)
File Size New old
(in MB) Algorithm Algorithm
1 29.1 39.7
5 214.9 341.4
25 872.3 1257.9
50 1872.6 2693.4
100 3219.5 4270.4

The Results shows that the Execution time of the Old
Algorithm is high as compared to the New Algorithm.
This shows the performance in comparison of speed of
the New Algorithm is better than that of Old Algorithm.
These results are shown in the graphical form as below.

Figurel. Encryption Procedure

The Decryption processs also can be described as the
reverse of Stage 1 and Stage 3 as below:

Figure 2. Decryption Procedure

IV. Prepare Your Paper Before Styling

Before you begin to format your paper, first write and save
the content as a separate text file. Keep your text and graphic
files separate until after the text has been formatted and
styled. Do not use hard tabs, and limit use of hard returns to
only one return at the end of a paragraph. Do not add any
kind of pagination anywhere in the paper. Do not number
text heads-the template will do that for you.

Finally, complete content and organizational editing
before formatting. Please take note of the following items
when proofreading spelling and grammar:

Abbreviations and Acronyms

The results are compared with the algorithm used in
[5]. It proves the new approach is optimized with respect
of time, speed and security.

The results are evaluated by varying the file size used
for encryption. The execution time of the process is
calculated for each file and the results are evaluated.
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Fig 3 : Comparison Results of Two Algorithms

These results can be proven theoretically also as the
Old Algorithm and New Algorithm wuses same
specification but the only difference is the no. of time it
does the encryption and no. of hashing. This difference
can be shown in the table as below.

TABLE 2
ALGORITHM SPECIFICATIONS
Comparison New Old
criteria Algorithm Algorithm
Size of key 128 bit 128 bit
No. of Encryption 1 2
(AES)
No. of hashing 1 0
(MAC)

As we can see in the table above that the no. of Encryption
that is AES encryption in Old Algorithm is 2 times whereas
New Algorithm uses Encryption once and hashing once.
Time taken for the process depends on AES and MAC
algorithm. Since MAC is much faster than AES. Therefore
the execution time of the New Algorithm is faster.

In implemented scheme in which a secret file is encrypted
twice: one by a common encryption algorithm like AES and
another by XOR. Despite the first key is revealed by
guessing or dictionary-based attack, the attacker cannot
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reconstruct the original secret until knows the files used to
derive the second key block according to our scheme.
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I. Bctyn

JI71g KO’KHOTO BJIaCHUKA Ta aJMiHICTpaTopa BaXJIUBOIO
€ 3aJlaua MOHITOPHMHTY Ta aHaNi3y CTaHy Ta MPOLECy JKUT-
TeRiAIBHOCTI Horo Beb-dopymy. Ilpote sxonHa 3 mepeni-
yennx CYIH He 3ale3meuye aaMiHicTpaTtopa SKICHUMHU
3ac00aMu MOHITOPHHTY Ta aHaiizy. Y HepeBa)cHiil Oiib-
mocti Bumaakis 3a pomomororo CYIH anminictparop
Be6-popymy Moxke OoTpUMATH ITHIIEC AYKE OOMEKCHHHA
Ha0ip CTATHCTHUYHUX MaHWX (KUTBKICTH TOBIIOMIJICHB 3a
JIeHb, KUIBKICTh yYacHUKIB, sIKi BigBigamu ¢gopym npors-
TOM J00H, 3araibHy KUTBKICTh ITOBIIOMIICHb Ta JTHUCKYCIH
Beb6-¢dopymy, HalakTHBHIII AWCKYCil, HaaTpaKTUBHINI
JIMCKycCii, HAWAKTUBHIIIOTO yYacHUKA 3a JIeHb, MHOXKUHY
YYaCHUKIB, SIKi ChOT'OJIHI CBATKYIOTh JI€Hb HAPOJKCHHS i
T.11.), ane xogHa CYIH He Hazae MOXIMBOCTI CHOCTEpi-
raTéd BENHKY KUIbKICTh BaXJIMBHX IMOKa3HHUKIB(TO3HIIIIO
(dbopyMy, TMHAMIKY CTBOPEHHS OBIJIOMJICHb Ta JUCKYCIH,
JUHAMIKY 3pOoCTaHHS iH(opMarliiiHoro HanmoBHeHHs Beo-
¢dopyMy, HaHaKTUBHINI TiNpOPYMH, ANHAMIKY aKTHBHO-
CTi Y4acHMKiB, HAIOBHEHHS MiA(OpyMiB, pO3MOALT ayaun-
TOpii y4acHUKIB 1o miadopymax i T.iH.).

Il. AHani3 ctaHy Beb-copymy

Amnami3 crany Be6-popyMy 3BOAUTHCS 10 BU3HAYCHHS
WOTO TOKa3HHKIB epekTuBHOCTI. HYOTHpPH 3 HaBEACHHX
KpHUTEpiiB epeKTUBHOCTI, a came: KiJIbKICTh 3apeecTpoBa-
HUX YYaCHHKIB, 00’eM iH(opMaliliHOro HamOBHEHHH,
HIBHKICT TpHUpOCTy iH(OpMamifHOro HarmoBHEHHH,
HIBHJKICTh MPHUPOCTY KUTBKOCTI YYacHHKIB, MOXKHA BH-
3HAQUUTH Ha OCHOBI JaHHX, LIO MICTAThCS B 0a3i JaHUX
(dopyMy, ofHaK I IHOTO Tpeba pO3MHMPHUTH PYHKIIIOHA-
npHICTH icHyt0unX CYIH. Po3mmpenns ¢yHKIiOHaIBHO-
CTi TOJIATa€ y TOONpanioBaHHi nporpaMuoi yactuan CY-
IH 3 meToro BUpIIICHHS 3a/1a4 BH3HAYCHHS €(EeKTUBHOCTI
Beb-popymy. Po3pobka HOBHX MPOrpaMHHX 3aco0iB, y
CBOIO 4epry, nepeadayae po3UIMPEeHHs CXeMH 0a3u TaHHUX

JUIS TIPOBEICHHS HEOOXIAHOTO aHamizy crtaHny Be0-
¢dbopyMy, BH3HAUEHHS IOKa3HUKIB e(eKTHBHOCTI BeO-
(bopyMy, a Tako)XK MOHITOPUHTY Ta MOKIIMBOTO TIPOTHO3Y-
BaHHS HOT0 pO3BUTKY.

Amnaii3z crany Beb-¢hopyMy 3rifHo 3 KpuTepismu edex-
TUBHOCTI 0yJ€MO IPOBOIMUTH Y IBOX HANpsIMKax — OKpe-
Mo OyneMo aHami3yBaTu ydacHUKIB BeO-¢opymy Ta ioro
iHpopMaIiiiHe HAMOBHEHHS. Y CBOIO Yepry aHaili3 ydac-
HUKIB Beb6-hopyMy MOKHA MPOBOAWTH Y NBOX HAIpPSIM-
Kax — aHaJli3 TOsSBU HOBUX YYAaCHHUKIB Ta MisUTBHICTH ic-
HyIOUHX. AHali3 30utblIeHHs iH(opManiifHOro HaroB-
HeHHs OyZeMO MPOBOAWTH 3 TOYKHU 30py HOTO MOALTY Ha
TUIH, TOOTO 3POCTaHHS KiJBKOCTI MOBiIOMJIEHb Ta 3pOC-
TaHHS KUTBKOCTI AUCKYCi. Yci Il MOKa3HUKHU IiSIBHOCTI
Beb6-popymy € B3aemozanexxHuMu. CKakiMO, 3pOCTaHHS
KUJIBKOCTI YUaCHHKIB BKa3ye Ha aKTyaJIbHICTh Ta aTPakTH-
BHICTh iH(opMauiiiHoro HamoBHeHHs Beb-popymy, i B
CBOIO 4epry Beje 10 30UIbIIeHHS KiTbKOCTI iH(opMariiii-
HOTO HAmOBHEHHs. | HaBMaku, 30UTBIICHHS KIIBKOCTI ITi-
KaBOT0 KOHTEHTY MPU3BOJHUTH 10 30LIBIIEHHS KiTBKOCTI
BiJIBilyBayiB, 1 SIK HACIIIOK — YYaCHHUKIB. ¥ CBOIO 4epry
3MEHIIEHHS MPUPOCTY HOBHUX YYAaCHHKIB HPU3BOIMUTH 0
3MEHIIEHHS aKTHBHOCTI 1CHYIOUHX.

Jist 3abe3nederHs cTaOlIbHOT JiSUTBHOCTI Ta PO3BUTKY
Beb-popymMy HeoOXximHO, 1100 MOKa3HUKH e(PEKTHBHOCTI
Ha BEJIMKUX YaCOBHX MPOMIKKaX OyJIH HeCTIaIHIUMHU.

A.AHani3 npupocmy y4yacHukie Beb-gpopymy
ma ix dissnbHocMi

Amnanmizyroun Beb6-popyMm 3 TOUKH 30py HOTO YIaCHUKIB 1
iX IiSUTBHOCTI TIOYHEMO 3 aHali3y NPUPOCTY YYaCHHUKIB.
[leprmoro miero MOOMHY, SIKY it HOTPiOHO 3pOOHTH IS TO-
ro, mod cratu ydacHukoM Beb-popymy € peectpartis. Y
OITIBIIOCTI BUMAKIB MpPOLEAypa PeecTpallii € TUIOBOIO —
HEOOXITHO 33/1aTH CBOE iM’sI Ta MApOJIb, @ TAKOXK iHIII JaHi,
SIKI MOKYTb OyTH 00OB’SI3KOBHMH a00 Hi - Taki K €JIeKT-
POHHa IOIITa, JIaTa HAPOHKEHHS, TOIIIO.

AHaJi3 NpUpocTy YYaCHUKIB

JocnimxyBatn yyacHukiB Be6-¢popym mounemo 3 ana-
mi3y ix mpupocty. JIronchka mpuposa Taka, Mo OJHa JIFo-
JMHA TyXe PiTHO MOXe MOCTIHHO OyTH aKTHBHHM yd4ac-
HukoM Beb6-dbopymy, sk mpaBmiio, 3 4acoMm aKTHUBHICTBH
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