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METO/U IIU®PYBAHHSA IHOOPMAIIII I3 BUKOPUCTAHHAM
MACKYBAJIBHUX CUMBOJIIB

© lenamosuu A., [lapamyo A., 2015

IIpoananizoBano edexkTUBHiCTHL Ta HajiliHicTh HaliBiZoMimIUX 0J0KOBHUX IIHM(PIB.
3anponoHoBaHo MeTO/ IIM(ppyBaHHs iHpopMauii i3 cTATHYHUM BKIIOYEHHAM MACKyBAJIbHUX
CUMBOJIIB. 3anponoHoBano Merox mudpyBaHHsa iHpopMmauii i3 AMHAMIYHUM BKJIIOYEHHSAM
MACKyBaJbHHUX CHMBOJIB. OOIPYHTOBAHO BHCOKi MOKAa3HUKHU HAIIHHOCTI Ta e(eKTHUBHICTH
3aNpONOHOBAHMX MeTOAIB UG pPyBaHHA.

Kurouogi ciioBa: meton mnppyBanHns ingopmanii, MackyBaJbHi CHMBOJIH.

In this article the analysis of effectiveness of the most known block codes is done.
Information encryption method with static inclusion of masking symbols is introduced. Also
infor mation encryption method with dynamic inclusion of masking symbols is founded. High
reliability index and effectiveness of the introduced methodsisjustified.

Key words: infor mation encryption method, masking symbols.

Beryn
EdextuBHICTh Ta HaIWHICTD MUQPIB HEOOXIAHO PO3TISLAATH KPi3h MpU3MY dacy. € 06arato IiKaBHX
mudpiB, po3podICHUX Y MUHYII CTONITTS, alie IX BBa)kalll Hee)eKTUBHUMU Yepe3 TPYIHICTh 1 CKIaIHICTh
BUKOHAaHHS apu(METUYHUX IIEPETBOPEHb, HHU3bKY NPOAYKTHUBHICTH poboTH Kpunrorpada tomo. Ha
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Cy4acHOMY eTami po3BUTKY Kpumrorpadii HeoOXiHO y BCiX MUTaHHSIX BPaxOBYBAaTH, IO IUQPYIOTH Ta
nemuGpyoTh 1H(GOPMAIIi0 3 BUKOPUCTAHHIM O0YHCIIOBAIBLHOI TeXHIKH. Heo0XiIHO TaKoK BpaxOBYBaTH,
IO 3 BETMKOI0 HMOBIPHICTIO MIM(POBAHMIA TEKCT MOXKE OTPHMATH 3JIOBMHUCHUK 1 TAKO)K BUKOPHCTOBYBATH
3ac00M OOYHCITIOBANILHOI TEXHIKH Il HOro JemudpyBaHHs. E(eKTHBHICT KPUNTOCUCTEMH (aJITOPUTM
mmdpyBaHHs Ta AemmppyBaHHs, abo mUQp) BUBHAYAETHCS TPYAOMICTKICTIO 1 9aCOM, SIKUH 3aTpavyeThCs
Ha mWMQpPYBaHHA Ta JeMUPpPyBaHHS TeKCTy. HaliifHICTh KPHIITOCHCTEMH BH3HAYAETHCS HYACOM, SKHH
3JIOBMUCHHK 3aTpPaTUTh U TOTO, MO0 PO3KPUTH ANTOPUTM IHQpyBaHHS 1 nemmdpyBaHHS Ta 3HANTH
ko4 mudpy. OdeBuaHO, M0 ePEKTUBHICTh 1 HAAIMHICTh 3a0€3MEYUTH OJHOYACHO BAXKKO — iJCaJIbHUX
mmdpiB He icHye. HeoOXigHO BpaxyBaTH, IO YacTO € KOHKPETHI CHUTYyallii, sIKi AUKTYIOTh BUMOTH JO
KpunrocucremMu. Hampuknan, 6ip>xoBa iHpopMallis mepectae OyTH TAEMHOO Yepe3 Tapy JeCsATKIB XBIIUH,
ane mae OyTu 3amudpoBaHa i repeaaHa 3a JideHi ceKyHau. A iHoal iH(opMallisi ToBUHHA 30epiraTucs
JECATHIIITTSAME, 3aT€ HEMAE BUMOT JIO MIBHIKOCTI mmdpyBanHs [5].

AHaJi3 JiTepaTypHHX JKepet

[Tix wac anamizy po3risiHeMo OJOKOBI mU(pH 3 Torsay eheKTUBHOCTI Ta HaailtHoCTi. J{o 610K0BHX
HaJIEeXKaTh Taki MUQPH, B IKAX 32 OJMH Iepio)] MUGpyBaHHS IEPETBOPIOIOTHCS MTEBHA KUTBKICTh CHMBOITIB
B Omoky — K. Takwii mudp Mae mT0BONI BHCOKI MOKa3HUKM HamiHOCTI. J[0 HaiBimoMimmx OJIOKOBHX
mudpiB Hanexats Taki mudpu: mudp mepexa deiicrens [1], mudpp Xima [2,3], mudp Bixkenepa [1, 4,
5] Ta inmi. ngp mepexa Deiicrens — 1e cydacHU KOMIT IOTEpHUH MHUQp, epeBark Ta SKOCTi SKOTr0
Bigomi. [lludpu Ximma i Bixkenepa — me pydni mudpu, sSKi MamTh JaBHIO ictopito. Icropudno M
MPHUITUCYIOTh 0araTo HEIONIKIB: MPUMITUBHI, HeeQeKTHBHI, pydHi mudpu. B mii crarTti neranbpHimre
posrisiHemo mmdp Ximia. PosrmsHemo Horo 3 morisay eQeKTHBHOCTI 1 HaAiHHOCTI. SKINO po3risaaTa
mmpp Ximma sk pyyrauid mmdp — BiH € J0oBoii Tpynomictkuid i Tomy HeedektuBHUA. Lndpyrors
iHpopmanito Tak. KoxkHiii OyKBi1 BIIKpUTOTO TEKCTY MPUCBOIOETHCSA 4yucio. st maTHHCHKOrO andasiTy
4acTO BUKOPUCTOBYIOTh Haknpocrimy cxemy: A =0, B=1, ..., Z =25, ajne 11¢ He € iICTOTHOIO BJIACTHBICTIO
mmdpy. Biok 3 n OyKB po3risaaeThes SK N-MipHUNA BEKTOP 1 MHOXKHUTBCS Ha NXN MATPHITIO 10 MOIYITIO 26.
(Axmro kpim OykB B angasiT BKIIOYAIOTH PO3AUIOBI 3HAKH, TO SIK MOJYJIb BHKOPHUCTOBYIOThH YUCIIO, OLIbIe
3a 26.) Kmrouem mis mmdpy Xiuia € MaTpuis, sSKa MPEACTaBIsSETbCS CIOBOM YM JOBUIBHUM HaOOpoM
OykB. Jlns mmpyBaHHS BHKOPHCTOBYIOTH YHCIIOBY KBajapatHy Mmarpumtoo (373, 4°4, 55, 6°6, ..).
Martpuiis HOBUHHA MaT 00CpPHEHY MATPHIIO, 100 OyI10 MOKITUBUM po3lIH(pyBaHHS.

Bigomuit crioci6 mmdpysanns iHpopMmanii Bixkenepa [1, 4, 5] Ha ocHOBi momiangaBiTHHX Tepe-
TBOpeHb eneMeHTiB BifkpuToro Tekcry (BT). CyTs mporo cnoco0y mojsrae B 3aMiHi KOXKHOTO elIeMEHTa
BT na enement mudposanoro tekcry (ILT) 3rigHo 3 OyKBOIO KITIO4a, MPUYOMY JJIsl KOXKHOI OYKBHU KITFO4Ya
€ BianoBinHui ajndasir 3aminu enementie BT. Skiio mopkuHa Kitoya MeHIna 3a nosxuny BT, To kirou
MOBTOPIOETHCS CTUTBKH pa3iB, o0 Bech MacuB BT MaB neBHHI eIeMEHT KITIo4a JJIs IepeTBOPEHHSI.

HepnomikoM 1poro crnoco0y mumdpyanHs iHdopMallii € Te, o npu Benukux odcsrax BT moxHa
3HaxoauTH noBTopeHHs B LT, siki OyayTh po3TalioByBaTUCh Ha BiIAJsIX, KPATHUX JOBKUHI Kiro4a K.

ITocTanoBka 3ana4i nocaizKeHHA
Hocniguti 3acodbu kpuntorpadii, ski MOXHa BHUKOPHCTOBYBATH JUISI PO3POOJICHHS KpPHUIITO-
rpadiYHUX CHUCTEeM 3axHCTy iH(popmarii, 3aco0iB 3axucTy iHpopMalii B KOMII'IOTEPHHUX CHCTeMax Ta
MepeKax.

OcHOBHI pe3yJbTaTH J0CJTITKEHHS

PosrisiHemo ocoOuBOCTI 0JIOKOBOrO crioco0y mmdpyBaHHs iHdopMallii Ha ocHoBl muppy Ximia
[2-5], xomu OOK 3 K CHMBOJIB MEPETBOPIOETHCS Ha IOCTIIOBHICTh YHCeN (HAMPHKIAA, BiAMOBIAHO 0
MOPSIIKOBOIO HOMEpa CUMBOJTY B aihaBiTi) i mepiuii 010K 3aBAOBXKKH k (IOYMHAIOYH 3 TIEPIIOTO CUMBOIY
BT) yTBOprOE MATPHIIO-CTOBITYMK 1 MHOXHTBCS KBajpaTHa Matpuils Kimod A (po3mipom k X k) Ha
MaTPUIFO-CTOBMUMK B 3 k uncen, siki BiamosimatoTh k nepmuM cumBonaMm BT. Hacrynui cumBomm BT
MOCIITIOBHO JIUISATHCSI HA HACTYITHI OJIOKK TIO k CHMBOIIB, 1 mporec muppyBaHHs 3aKIHUYETHCS, KOJIH BCi
oykeu BT Oynyte 3ammdposani. Kirou k Moxke OyTH JOBUTLHUM, 1 HOr0 TpUMaroTh y TaeMHUI. Jyis
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posumdpysanns 1T HeobxinHo oGumcnutu obepHeny matpuimio A™' (mpuuomy Ax A'= 1, e 1 — ne
OMMHUYHA MATPHIA) 1 MOCIITOBHO MHOXHUTH k cumBoiie LT Ha oOepHeHy MaTpuI, 1 THpoiec
nemm@pyBaHHs 3aBEPIIAETHCS TOJI, KOJIW BCi CUMBONIH (110 k& cuMBOdIiB y Oorri) OyayTs posmmdpoBaHi B
nporeci MHOXeHHs KoxkHoro Omoky IIT ma obepheny wmatpumo A'. Ilpum oGuncieHHsX (mpu
MEpEMHOKEHHI TBOX MAaTPHIlb) MOXKYTh OYTH BEIWKI YHCIAa — TOJi BUKOPUCTOBYIOTH 3aCO0M IMOHHMIKEHHS
3Ha4YeHb HIKAJIHM YUCEN 3a JIOOMOT'0l0 MOYJISIpHOI apudMeTnku. Benmuurna MoyIist iepeBaskHO JJOPIBHIOE
KUTBKOCTi cuMBOIIB B andasiti BT.

Croci6 mmdpyBaHHsS Ha OCHOBI mHUdpy Ximma — moJirpaMHUA ONOKOBHH IMUGP MiICTAHOBKH,
OCHOBaHWI Ha JiHIHHIN anredpi. Llei crocid mmdpyBaHHs 1aBaB MOXKIUBICTD 3alIH(PPOBYBATH OLIBIN HiXK
Tpu cuMBOonM 3a omuH 1wWKI. [ludpyrots iHpopMmanito Tak. Koxnili OykBi BIIKPHUTOTO TEKCTY
MPUCBOIOEThCS  4Mcio. J[mst maTuHChbKOro andapiTy 4acTO BHKOPHCTOBYIOTH HAMIPOCTIIIY CXEMY:
A=0,B=1, .., Z=25, ane 11¢ He € ICTOTHOIO BiacTUBICTIO MKpPY. Biiok 3 N OykB po3risaaroTh K N-
MIpHHUH BEKTOp i MHOXAaTh Ha NxN MATPHUIIO 3a MOIyJdeM 26. SIKIIO SK MiACTaBy MOAYJST BHKOPHUCTO-
BYETBCSI YHCIIO, ObINe 32 26, TO MO)KHAa BUKOPHCTOBYBATH 1HIIY YHCIIOBY CXeMy — KpiM OYKB B andasirt
BKITIOYAIOTh PO37LI0BI 3Haku. Kimouem st mmdpy Xima € MaTpuis, sika IpeCTaBIsSETbCS CIIOBOM YH
JOBUTEHUM Habopom OykB. J[iist midpyBaHHsS BUKOPHCTOBYETHCS YMCIOBA KBaapaTHa Matpuis (3”3, 4™ 4,
5" 5,...). MaTpuiis noBHHHA MaTH OOCPHEHY MATPHIIIO, 1100 OysTa MOYKIIHBA OMeparlis JenmppyBaHHs.

{06 po3mmdpyBaTH MOBIAOMIICHHS, HEOOXIHO 3BEPHYTH IH(PPOTEKCT HA3aJ] Y BEKTOp i MOTIM
MPOCTO MIOMHOXKUTH Ha 00CpHEHY MaTpuIlto Kitoda. HeoOXimHO 0OroBOpHTH JEsIKi CKIIaTHOIII, OB’ sI3aHi 3
BubopoM mmdpyBanpHoi Marpumi. He Bci MaTpuii MaioTh obepHeHy. OTke, SKIIO MU IPAIOEMO 3
OCHOBOIO MOIyJsi 26 , TO IETEpMIHAHT MOBHMHEH OyTH HEHYJIBOBUM 1 He aimutucsa Ha 2 1 13. fAximo
JETepMIHAHT MATpUIIi JOPIBHIOE HY/II0 a00 Ma€ CHIbHI JUIBHUKH 3 OCHOBOK MOYJISI, TO TaKy MaTPHUIIO
HE MOXXHa BHKOPHCTOBYBaTH B mudpi Ximna i HeoOXiqHO oOpaTh iHIIy MaTpHUIiO (B iHIIOMY BHIIAIKY
mudpoTekeT OyAe HEMOXKIMBO po3mudpyBatH). TUM HE MEHII, MaTpHUIlb, SKi 3aJ0BOJBHSIOTH
BHIILICHABEICHI YMOBH, TOCTaTHBO.

Mludppysanns. Koxniit Oyksi natuHchKoro andasity Bifmosigae uncio : A = 0, B =1, ..., Z=25.
Brnok 3 n OyKB mpencTaBIsSEThCS SIK N-MIpHUI BEKTOP 1 MHOYKHTHCS N X N MATPHIIIO 32 MoayieM 26. (ko
BHKOPHCTOBYETBHCS YMCIIO, OUIbIE 3a 26, TO MOXKHA BHKOPHUCTOBYBATH IHIIY YHCIOBY CXEMY 1 JOAATH
po3ainoBi 3HakK.) Matpuiis € ximodeM mmdpy. MaTpuis NoBUHHA MaTH 0OEpHEHY MaTpHIIo, 00U cTaa
MOXITUBOIO MTPOIIeypa po3mrppyBaHHSL.

Y HacTyHmHHX MpPHKIaJaX BHKOPHCTAHO JIATMHCHKI OyKBW Bil A 10 Z, BIANOBIAHI 1M YHCIIOBI
3HA4YE€HHS HABEIECHO B TAOJIHILL.

ABCDEFGHIJK LM NOPQRSTUVWXY Z
0123456 7891011 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Posrnsnemo mnporec 3ammdpyBanus ciosa 'BCD' 3a momomororo kiroua (GYBNQKURP y
OyKBEHOMY TIPEICTABIICHHI) 1 BIAMOBIIHOMY YKMCIIOBOMY MPEICTABICHHI y BUIJISII MATpHIli po3mipom 3” 3:

6 24 1
13 16 10
20 17 15

Ockinbku OykBi 'B' Bignosinae uncio 1, 'C' — 2, 'D' — 3, To noBiIoOMJICHHS MOXHA ITOJIATH 5K
MaTpPHIIIO CTOBIEIb (200 BEKTOD):

—
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VY npoMy BHMNajKy 3ammppoBaHuii BEKTOp Oye:

6 24 1 ; 57 5
13 16 10 I EEH I X mod 26
20 17 15 | | 3 99 21 ( )

o Binnosinae mmdposanomy Tekcry 'FXG’. Mu 6aunmo, mo koxxHa Ooyksa LT sminunacs. udp Xima
nocsr audysii 3a Lllennonom, i n-po3mipHuil mudp Xima Moxe nocsartu audysii n CHMBOIIB 3a pas.
PosmndpyBanns. s Toro, moOu po3mmdpyBaTd TMOBIIOMIICHHS, HEOOXIAHO MEPETBOPUTH
CHMBOJIM MIM(POBAHOTO TEKCTY HA BEKTOP 1 MEPEeMHOKHUTH Ha obepHeHy maTpuiio kmoda (IFKVIVVMI y
OyKBEHOMY TIpeCTaBJicHH1). ICHYIOTh CTaHAAPTHI METOIM OOYHMCIICHHS O0CPHEHUX MATPHIlh, SKi IIHPOKO
BHUKOPHUCTOBYIOThCS Y MaTpUIHOMY 4rcieHHi. OOepHeHa MaTpHIlsS B HAIOMY MPHUKIIAL Oyie

& 5 10
21 8 21
21 12 10

SIKI10 TepeMHOXKUTH MaTPUIIO-KITI04Y Ha MaTpulto-cToBm4uK [T "WLY', To oTpumaemo

8 5 10 5 365 1
21 8 2l BT B =2 mod 26
21 12 10 21 549 3 ( )

Pe3ynbTyroda MaTpHIIS-CTOBITUUK JIa€ MOKJIMBICTD BITHOBUTH CUMBOJH BifIkpuTOoro texcry 'BCD'.

HeoOxingHo 3a3HaunTH AEsSKi 0COOIMBOCTI BUOOPY MaTpHIli KiIto4a i 00epHeHol MaTpuili. MaTpuis
MaTHMe OOCpPHEHY TLNBKH B TOMY BHITAJKy, KOJH 1i JeTepMiHAHT HE JIOPIBHIOE HYIO i HE MA€ CIUIbHUX
JUTBHUKIB 3 YHCIIOM, SIKE € OCHOBOIO MOJTYJIS.

VY 3anporoHoBaHoMmy crocobi mumdpyBaHHS iHpopmamnii [6] BHUKOPHUCTOBYIOTH MacCKyBallbHI
CHUMBOJIH, SIKi BCTAHOBJIIOIOTBCS cepel CUMBOMIB Biakpuroro tekcry (BT), mo yckiaaHwoe mpoueaypy
posmizHaBanHs BT npu nepebopi MOXKITMBUX BapiaHTIB IUQPIB 1 epedopi KIF0UiB 0 KOKHOrO MUpy Ta
MPUBOIUTH JI0 MiJBUIICHHS KPUITOCTIHKOCTI.

[MocTaBneny 3amaqy po3B’si3ylOTh TaK, IO 1 B 3aIPOIIOHOBAHOMY CIIOCO01 MM pyBaHHs iHpOpMAITii
[6], KoM MOALIAIOTH CUMBONH BimkpuToro Tekcty (BT) Ha 610KkM 1o p cuMBOIIB y 0011, SKi YTBOPIOIOTh
MATPHITIO-CTOBITYAK, @ KIIOY YTBOPIOIOTh 3 J° KITBKOCTI CHMBOJIB, SIKi 3aIHCYIOTh K KBaAPaTHY
MaTpuIro pxp i cumBonu mmppoBanoro tekcry (ILT) ¢popMyroTs B mporeci mepeMHOKEHHST TTOOJIOKOBO
MaTPUII-CTOBIYMKA 1 KBaJpaTHOI MAaTPHIII-KIIOYa IUQPpPYBaHHS, SKi IOMEPEIHBO IEPETBOPIOIOTh Ha
BIJIMIOBIIHI YKCIA 32 MOJyJIeM N, 1€ N — KiabKicTh cuMmBoiiB BT. JlemudpyoTh TEKCT MOIIOM CHMBOIIIB
HIT na 610Ku (1O P CUMBOIIB y OJIOKY) 1 IEpEMHOKEHHSIM MATPHIII-CTOBIYMKA 1 KBaJIpaTHOI MAaTpPHILi
KJIto4a JeimupyBaHHs, AKi IEPETBOPIOIOTh Ha BIAMOBIIHI YKCIIa 32 MOIy/IeM N, 1e N — KUTBKICTh CHMBOJTIB
BT, 3rigHo 3 BUHaX0/0M, Mepeji MHOKEHHSIM Ha MAaTPHUIIO, KIIIOY MU(QPYBaHHS Y BIAKPUTHI TEKCT Tepes i
micnst KOKHOTro cuMBoiy BT BCTaBIIsIIOTH JOAAaTKOBI MacKyBajbHI CHMBOJH, TPUYOMY MAacKyBaJbHi
CHMBOJIM Ha KOXXHOMY KpOIli BCTaBJISIHHS BHU3HAYAIOThCS HAWMEHIIIOI0 YacTOTOI BIKUBAHHS IIHOTO
CHMBOITY (3 BpaxyBaHHIM BCTAaBICHHX MACKYBaJbHUX CHMBOJIB) Y BIIKPHTOMY TEKCTi 3 MaCKyBaJIbHUMH
CHMBOJIAMH, a TpH JeMU(PPyBaHHI BHIYYalOTh MAaCKyBaJIbHI CHMBOJIM B TaKOMY TMOPSIIKY, SK BOHH
BCTABJISJIACS TIepe]] MHOYKEHHSM Ha MaTPHIIFO-KITIOY (PP yBaHHS.

BceraHoBiieHHST mepen MpOLEAYpPOI0 IMM(PPYBaHHS IEpe] KOXHHUM CHMBOJIOM 1 IICIS KOXKHOTO
cumBory BT  monaTkoBUX MacKyBajbHHX CHMBOJIB, TPUYOMY TPH JIOBKUHI ONOKY MHQpyBaHHS
L HEOOXiTHO BCTAaBJIATH TaKy KUIBKICTh MacKyBaJIbHUX CUMBOIMIB (riepen 1 micnst cumBony BT), mo6 mo
KOKHOTO OJIOKY MG pyBaHHS MOTparuisiB xoua Ou oauH cumBonl BT. Xoua 1151 BUMoOra He € KpUTHYHOIO
JUIsT BUKOHAHHS, 3aHAaATO 0araTo MacKyBaJbHHUX CHMBOJIIB BCTABIISITH HENOLLUIBHO, OCKUTBKH JTOCATTH
pe3ynbTaTy MOXXKHA 3a HE3HauyHOro 30LTbIIEHHS KiIbKOCTI cuMBONIB mmdposanoro Ttekcry (ILT).
JlonaTkoBi MacKyBallbHI CHMBOJM BHUOHMPAIOTHCS KEPOBAHWM T'€HEPATOPOM BHIIAJKOBUX YHUCENT TaKUM
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YUHOM, 100 cTatucTHYHMA aHani3s BT 10 BCTaBNSHHS 1 MICAsA BCTAaBJISHHS MAacCKyBaJbHUX CHMBOJIIB
3MIHIOBaBCs B OiK PIBHOMIPHOI YacTOTH BXKHBAHHS CUMBOIIB. ['eHepaTop BUIAKOBUX YHCET HA KOXKHOMY
KpOLli BCTABJISHHS CHMBOJTY BUOMpA€E TaKHI CUMBOJ, SIKMM Ma€ HaHMEHIIy YaCTOTY BXXKMBAHHS CUMBOJIB. |
I 4acTOTa B)KMBAHHS CHMBOJIB BHU3HAYAETHCS HA KOXKHOMY KpOIi, i 3 KOXKHHM KPOKOM YacTOTHA
xapakrepuctuka BT 3 MackyBalbHUMH CHMBOJIAMH CTa€ BCE OLTBII PIBHOMIPHOIO, IO YHEMOXKITUBITIOE
OTPUMAaHHS OJHO3HAYHOTO PE3yNbTATy Iijl Yac 00pOOKH CTATUCTUYHUX MAPAMETPIB TEKCTY.

Martpumi Ki1rouiB sl mudpyBanHs 1 posmmdpyBanHs GopMyIOTs aHANOTIYHO, K B mmdpi Xiia.
dopmat MaTpuIlb KIII0Ya 1 BEKTOpa BIIKPUTOrO TEKCTY JUIs IUGpyBaHHS Moxke Oyt 2, 3, 4, 5, 6... 3apa3
HEMa€e TEeXHIYHUX MPOOJIeM JJIsl arapaTHOro, MPOrpaMHOro 4u KOMOIHOBAHOTO CIIOCO0Y MepeMHOMXEHHS
Matpuis posmipom 2° 2,373,474, 5 5,676, ...

YacroTy BXKHBaHHS CHMBONIB Yy Bimkpuromy tekcti (BT) Takok HeCcKiIagHO BHU3HAYUTH 32
JIOTIOMOTO10 K JTYMITBHUKIB, SKI BH3HAYATHMYTh, CKUIBKH pPa3iB BXHIU KokHUE cumBon y BT. Tobto
MacKyBaJIbHI CHMBOJIM OyIyTh BCTABIIATHUCS mepen 1 micyis cumBoiiiB BT 3a1ekHO Bij 4acTOTH BXKHBAHOCTI,
MpHYOMY B 3BOpOTHiN 3anexHocti. [lo pigme BxuBaeTbess okpemuit cumBon BT, To wacrime BiH Oyne
BCTABJIATHCS SK MAaCKyBJIbHUI CHMBOI. SIKIO MiZIpaXyHOK YacTOT BXXKMBAaHHS CHMBOJIB 3JiHCHIOBATH
MICIIsl KOXKHOTO NUKIY BCTaBISHHS (Tiepen 1 micis okpemoro cumBony BT), To odeBHAHO: mo Oinmblie
IUKITIB BCTAaBJISTHHS MAacKyBaJIbHUX CHMBOJIB, TO PIBHOMIpHIIIOW Oy/e YacTOTHA XapaKTEePUCTHKA
B)KMBaHHS CUMBOJTIB.

OCHOBHMMU TIpUiOMaMH JUTs PO3MTi3HABAHHS CIOCO0Y MM(GpyBaHHS, BU3HAYCHHSI IOBXKHUHU KITIOYA €
CTaTUCTUYHA O0O0pOoOKa TEKCTy, siIka BH3HAYAE YACTOTY IIOBTOPEHHS CHMBOJNIB 1 TIOBTOPEHHS TPYIH
cumBouiB LT, mo Moxke JONMOrTH BU3HAYNTH JIOBXKUHY Kitoda. MacKyBabHI CHMBOIIH, SIKi BCTABIISIFOTHCS
nepen i micias koxkHoro cumBony BT (mporemypa X BCTaBISHHS IEBHOIO MIPOK) Ma€ BHITaKOBHI
xapakrep), (aKkTHYHO CTalOTh JOJATKOBUM INU(PPYBAIBbHUM KIOUeM. Pid y TiM, IO SKIO MpH
MepEeMHOKEHHI MaTpUIlh Y MaTpuilio ciMBoitiB BT BcTaBnsieTbest Xoua OM OIMH MacKyBaJIbHUI CHMBOJ, TO
MPH TIEPEMHOXKEHHI 3MIHIOIOThCS BCi pe3ynbTytodi cumBoid LI T. SIKimo nepeMHOKUMO MaTpHIFO-KITF0Y Ha
Matpuo-sekrop BT, To orpuMaemo

1 2 3 10 16
7 % 9 0 - | ! (mod 26)

Sxmo B maTpuii Bektop BT 3amianmo onun cumBon (11 nmoMiHseMO Ha 5), TO OTPHMAaEM

1 2 3 10 4
4 5 6 5 = 7 (mod 26)
7 8 9 12 10

Sx 6aunmo, 3amiHa ogHOro cuMmBoy y Bektopi BT (11 3aminnnm Ha 5) mpusBena 1o TOro, mo BCi
THIII CHMBOITM TaKoX 3MiHMIHCSA. ToOTO BBEICHHS MacKyBaJIbHUX CHMBOJIB HaBITh Y HEBEIHKINA KUTBKOCTI
(HarpuKiaa, BBOJAUTHCS OJWH MAaCKyBallbHHI CHMBOJ TIEpell CHMBOJIOM BiIKPUTOT'O TEKCTYy mpH (opmari
marpuii kmoda 3”3, i marpumto-sektop BT — Oyzme 3MiHEHO Tak: OJMH MACKyBaJbHHH CHMBOJ i JBa
cumBonid BT i Tak y Bcix Onokax mudpyBaHHs) MpU3Bene A0 KapauHainbHol 3Miau cumBoniB LT, i me
TUIBKY Bijl BBEICHHS MacKyBaJbHUX CHMBOJIB. A e BiIOYBa€ThCS MPOIEAypa MEPEMHOKECHHS MaTpPHUILi-
kmodya Ha wmarpuimio-Bektrop BT. Tobrto, Bei 3akoHomiprocti T (3 mormsgy craTHCTUYHHX
XapaKTePUCTUK 1 METOMK iX 00poOKH) OyIyTh CYTTEBO 3MiHEHI.

Oco0nuBO CKIIAJHO 31aMyBaTH KOPOTKI TEKCTH, sKi 3amm@poBaHi 3ampolOHOBAHUM CIIOCOOOM
mudpyBaHHs, TOMY IO CTATUCTHKA JUIS TAKUX MAPOIIiB, KOJIB, YMOBHUX KOMaH]l YM iHIINX KOJOBUX CIIiB,
SKI O03HAYAITh PEKUMHM POOOTH TOINO, HE BIANOBiAae craTucTuii npupoanoi moBu BT. Tomy
3alpONOHOBaHUI crocid mU(pyBaHHS Ma€ MOTEHIIHHO BUCOKI MapaMeTpH KPUIITOCTIHKOCTi, OCOOIHBO
IIPY BUKOPUCTAHHI HOro B cUcTeMax Oe3meKu sl 30epekeHHs KOH(iaeH i HOT iHhopMaIrii.
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Mudpyrote iHbOpMaIlio 3amporoHOBaHUM criocodoM Tak. CHMBONM BifgkpuToro Tekcry BT
JIOTIOBHIOIOTBCSI MAacCKyBaJIBHUMHU CHMBOJIAMH B Takiil MoOCHigoBHOCTI. YacTOTy B)KHMBaHHS CHUMBOIIB Y
BinkpuToMy Tekcti (BT) Takok BH3HAYAIOTh 33 JAOMOMOror0 K-TiUMIIBHUKIB, SIKI BH3HAYATUMYTh, CKUTBKH
pa3iB BxkuBaBcs KoxHui cumBoi y BT. Llg mporemypa BUKOHYETbCS Iepel] MOYATKOM BCTaBIISTHHS
MacCKyBaJIbHUX CHMBOJIIB 1 ITICJIS1 KOYKHOI'O IIUKIY BCTABJISIHHS MAcCKyBaJIbHUX CUMBOJIB. OJUH MK — 1€
BHKOHAHA TIpOllelypa BCTaBJSIHHA MacKyBaJIbHUX CHMBOJIB mepen 1 micis koxkHoro cumBony BT. Lo
pinire BxXUBaeThcs okpeMuit cumBoil BT, To gacrimie BiH OyJie BCTaBISITUCS SIK MACKYBAJIBHUI CHMBOJ, TO
PIBHOMIpHIIIIOIO CTaHE YaCTOTHA XapaKTEPUCTHKA BKUBAHHS CHMBOITIB.

Tax rorytote BT mo npouenypu mmdpyBanss. [IoTiM NOAISIOTE CUMBOJIM BiJIKPUTOTO TEKCTY 3
MacKyBaJlbHUMH cuMBoJiaMu (BT+M) Ha OjioKM 1O L CHMBOJIB y OJIOKY, IIi [l CHMBOIIIB YTBOPIOIOTH
MATPHUITIO-CTOBITYNK, A KJIFOY yTBOPIOEThCA 3 W KITBKOCTI CHMBOIIB, SIKi 3aIHCYIOThCSA SIK KBaJApaTHA
MaTpuIlsl pxp i cuMBonu mudposanoro Tekery (ILT) ¢popMyroTbest B polieci mepeMHOXKeHHs TOOJIO0KOBO
MaTpHII CTOBIYMKA 1 KBaApaTHOI MATpHIIi, IO MONEPEIHBO IIEPETBOPIOIOTHCS Ha BIAMOBIIHI YUCIa 3a
MofyneM N, ne N— kinbkicts cumBoniB BT. Tlponenypa posmmdpysanHsi BinOyBaeTbcs B 3BOPOTHOMY
nopsaaky. Cumeonu 1T nominaroThs Ha OJ0KH IO U CUMBOJIB y OJIOLI 1 MO 4ep3i MepEeMHOXKYIOThCS Ha
obepHEeHY MaTrpHIo-Kimod — orpumyeMo BT+M. OcrtanHst misd, Ky HEOOXiJHO BUKOHATH — M€ 3
posmugpoBanoro Tekcty BT+M BuganuT BCi MacKyBajibHI CHMBOJIH Y TaKiil MOCIIIOBHOCTI, B SIKili BOHU
BcTaBisIHCs 1 orpumaemo BT.

3anponoHoBaHuil crocid mudpyBanHs iHGopMarii [6] Mae BHCOKI mapamMeTpyd KpPUNTOCTIHKOCTI,
HECKJIAJTHO Pealli3yeThCs allapaTHUM Yd IIPOrpaMHUM a00 KOMOIHOBaHHMM CIIoco0aMu.

Mupp Ximma nmpup =6 Oymo peamizoBaHO Yy BHIVIAAI MEXaHIUYHOI MHUQPyBaTbHOI MaIlIMHKH,
onucaHiii B maTeHTi [3], sskuii MHOXIB MaTpuIll y ¢opmati 6 X 6 3a MomysieM 26 3a JIOIOMOTOI0 CUCTEMH
IIECTEPEHb 1 JIAHIIIOTIB.

3a HeoOX1IHOCTI OTPUMATH BUCOKI ITApaMeTpH 3a KPUITOCTIHKICTIO HEOOXiHO BCTABIIATH JIOCTATHBO
MacCKyBaJbHHUX CHMBOIIIB, KUIbKICTh SIKHUX MOXE B JCKUIbKa pa3iB IMEpEeBHUINYBATH KUTBbKICTh CHMBOIIIB
BigkpuToro tekcry BT. fkmio mpuiiMaeTbesi anrOpUTM BCTABIISIHHS MAcCKyBaJbHUX CHMBOJIB, BCTaBIIsi-
€TBCSl OJTMH MAacKyBaJIbHU CHMBOII Tepell KOKHUM cuMBOioM BT 1 oquH MacKyBalbHUEM CHMBOJ MiCIIsS
cumBonry BT. V npomy Bumanky BT 3 mackyBalbHHUMH CHMBOJIAMH MaTHME Taky KOHQirypariro: B
KOKHOMY OJjiomi (Skimo p = 3) Oyae OJWH MacKyBaJbHHM CHMBOJ IEPE] CHMBOJIOM BiIKPHUTOI'O TEKCTY,
cumBoia BT i ogun mackyBayibHUE cuMBoOI Ticis cumBony BT. Biok Mae takmii Burisia: {my; vi; my}, 1e
m;— MacKyBaJibHU# cuMBOI, v;— cuMBOJI BT. fAxkio kougirypamis BT 3 MackyBaJbHUME CUMBOJIaMU Oyie
TakKa, SIK PO3TJISIHYTO BHINE, a U = 4, TOJI NepIIKii OJIOK MaTUMe TaKui BUIJISA {m;; vi; my; my;}, Apyrui —
{vi; my; my; v;.}, TpeTiit — {my; my v;; My}, YeTBEpTUil — {my; vi; m;; my}, a I ATHIA Oye Takuid, SK Mepimi i
BECh IMKJ 3 TIEPiOJIOM YOTHPU TMOBTOPSATHMETHCS. SIKIIO NPHUMAETHCS aITOPUTM BCTABISHHS
MacCKyBaJIbHHUX CHMBOJIB: BCTABISIETHCS J[BA MAaCKyBallbHI CHMBOJIM Tiepe]] KoxKHHM cuMBoiioM BT i Hynb
MacKyBaJIbHUX CHMBOJIB miciisi cumBoiy BT mpu p = 3. B upoMy Bunajaky 0710k Ma€e Takuil BUTISA : {m;;
m;; vi;}, A€ mM;— MacKyBaJbHHH CUMBOJI, V;— cuMBOJ BT. Bci 0710KkM MaTUMyTh TaKUW BHIJISII, TOMY IO
KUIBKICTh BCTABJICHUX MACKyBaJIbHMX CHMBOJIB, SIKI IPHIIaIal0Th Ha ofauH cumBoi BT, mopiBHioe p -1.
BapianTiB, siki BH3HauaroTh KoHQirypamiro BT i3 MacKkyBaJbHUMH CHMBOJAMH, MOKe OyTH Oararo.
Bubupatn HeoOXigHO Taki, sKi 3a0e3MedyIOTh PIBHOMIPHICTh YaCTOTHOI XapaKTEPUCTUKU BIKWBAHHS
okpemux cumMBoniB uist LT, JochimkeHHs: 4aCTOTHUX XapaKTePUCTUK BXKUBaHHS OKpemux cumBomiB [T
HaBITh IpH M; = | MiATBepPKYE ehEKTUBHICTD 3alIPOIIOHOBAHOI0 CIIOCO0Y ImH(ppyBaHHs iHpopMartii [6].

3a pesynbraTaMH JOCIIKEHHS 3alPOIMIOHOBAHO MeTon Im(pyBaHHs iH(popMalii i3 CTaTHIHUM
BKITIOUCHHSIM MacKyBaJlbHHUX CHMBOIIIB. MeToJ OCHOBaHWI Ha cTaTW4Hil (YHKIIii BCTAHOBJICHHS MAacKy-
BaJIbHUX CHUMBOJIIB, 3a SAKOI MacKyBaJibHI CHMBOJIM 3aBXIW BCTaBJSIIOTHCS y HaIepel BHU3HAUYCHI MICISA
BiZJHOCHO CHMBOJIB BiJIKPUTOTO TEKCTY. 3alporoHOBaHO MeToJl mudpyBaHHs iHopMarii i3 TuHAMIYHUM
BKJIFOUCHHSIM MAaCKyBaJIbHMX CHMBOMNIB. MeETOA OCHOBaHMN Ha JUHAMIYHIN (QYHKII BCTaHOBJICHHS
MacCKyBaJIbHUX CHMBOJIIB, KOJH iX BCTaBJIAIOTH 33 KUIBKICTIO 1 IMO3UIIEI0 3aJI&KHO BiJ HOMEpa CHMBOJY
BIJIKPUTOTO TEKCTY, a iX KUIbKICTh 3MIHIOBATUMETHCS Ha KOXXHOMY €Talli MPOIEIypPH BCTaBIISHHSI.
JunamiuHa (yHKIIS BCTABJISHHS MacKyBaJbHHX CHMBOJIB J1a€ J0NATKOBHI edekT. SIKIIo y 3BHUaliHOMY
mmdpi Xisma MoBTOpEHHs B TEKCTI MOXKYTh 3’ SIBIISITHCS Ha BIACTaHSX, K KpaTHI IOBXKHUHI Kito4a (4UCIIO
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L He MOXXe OyTH IyXe BEIUKE), TO y BCTAHOBJICHHI MAaCKyBAJIbHUX CHMBOJIB ITICNISI KOXXHOTO CHMBOIY
BIJIKPUTOTO TEKCTY Y KibKocTi Bif 0 10 5 pu p = 5 mepion nmoBTopeHHst Oyae 105 cumBoiniB (B3aMiH 5).
Cama nporenypa BCTaBISIHHS MACKyBaJbHAX CHMBOJIB Ta iX BHIIYYEHHS € MPOIEAYPOIO, SKa CYTTEBO HE
3MEHINye TMPOMYKTUBHOCTI poboTn kpunrorpadiuynux 3acobiB. [Ipu oMy JOIITBHO BpaxyBaTH, IO
MacKyBaJbHI CHMBOJHM MiAOMPAIOThCA 3a JIOIOMOTOK TeHepaTopa BHIQJKOBHX YHCENT 3 HaiMeHII
BXKMBAHUX CUMBOJIIB Yy IMU(PPOBAHOMY Tekci. Takuil anroputm mindopy MacKyBalbHHUX CHMBOIIIB MOXHA
BBaXATH JIOJATKOBUM KitoueM Juis (opMyBaHHs mudpoBaHoro TekcTy. CKIagHICTh BHITyYSHHS
MacCKyBaJbHUX CHMBOJIB HE BU3HAYAETHCS iX HOMEPOM UM Ha3BOIO, OCKUIBKH BHIYYarOThCS CHMBOIU Ha
BIJIMOBITHUX TMO3UIIIAX MH(PPOBAHOIO TEKCTY. SIKIO KUIBKICTh MAaCKyBaJIbHUX CHMBOJIB moHan 50 %, To
YaCTOTHHUH PO3IOJUI CUMBONIB Yy IU(PPOBAHOMY TEKCTi HAOIHMKAETHCS IO PIBHOMMOBIpHOTO. Bimommii
Matematuk Kion IlleHHOH MOBIB, 110 13 HAOJMKEHHSIM PO3MOIUTY 4acTOTH BxkuBaHHS cumBoiB y 1T go
PIBHOHMOBIPHOTO 3aKOHY Takuil mUdp HabIMxKaeThcs N0 abCOMOTHO cTilikux mudpis [7]. Tobro, cnocid
BUKOPUCTAaHHS MACKyBaJbHUX CHMBONIB [6] Ma€ TEpCIEeKTUBY sl CTBOPEHHS MMHQPIB IiIBUIICHOT
CTiHKOCTI.

Sxumo panime Bcio poboTy 3 kpunTorpadii BUKOHYBaIM BPYYHY i Oyino HeOakaHO 30UIbIIYyBAaTH
nosxuny LT, To 32 CLOrOMHIIIHBOTO CTaHy MHU(PYBaTHHOI TEXHIKU 1151 OCOOIHMBICTh HE € BU3HAYAIBHOIO.
[Tpu BuKOpHCTaHHI MHU(PYBaATBHUX MAIUH, CIEIiali30BaHUX MPHUJIIAJIiB, KOMII IOTEPH30BAHUX MPHCTPOIB
yr koM 'totepiB 30imbmenHs LT 1 BunaneHHs: MacKyBaJbHAX CHMBOJIIB BUKOHYIOTHCS JIyKE IIBUIKO 1 HE
3MEHIIYIOTh TIPOJYKTUBHOCTI Ipalli orepaTopa npu MmudpyBaHHi Ui AeUppyBaHHi iHPOpMAITii.

BuchHoeku

[MpoBenennii ananmiz e(EeKTHBHOCTI Ta HAAIRHOCTI HAaWBIIOMIMMX OJIOKOBUX MMHQPIB MOKa3aB
JOITBHICTh T2 MOXIUBICTh BJIOCKOHadeHHS mmgpy Xiuia. JloBeNeHO MONUIbHICT Ta TEPCIEKTHBY
3acTOCyBaHHs crocoOy mudpyBaHHs iH(opMallii, 1o BHKOPHCTOBYE MAaCKyBajbHI CHMBOJH, SIKi
BCTaHOBJIIOIOTBCS cepell cMMBOMIB Bimkputoro tekcry (BT). Taki 3aco0u yCKIaIHIOIOTH MPOLEAYPY
posmizHaBanHs BT npu nepebopi MOKIMBHX BapiaHTiB MUQPIB 1 mepedopi KI0UiB it KOKHOTO mudpa
Ta MPUBOJIATH JI0 MiJIBUIIEHHS KPUITOCTIIKOCTI CHCTEMH. 3amporoHOBaHO MeTo mudpyBaHHs iHGOpMaItii
13 CTAaTUYHUM BKIIIOYCHHSM MAacCKyBaJbHM CHMBOJIB. 3alpONOHOBAHO METOA MmHU(ppyBaHHs iH(opMaIlii i3
JMHAMIYHAM BKJIFOUCHHSM MAacKyBaJIbHHM CHMBOINIB. OOrpyHTOBaHO BHCOKI MOKAa3HMKH HAJIHHOCTI Ta
e(peKTUBHICTh 3ampPONOHOBAHUX METONIB MmHU(pyBaHHs. [loka3zaHo TOKpamieHy e(peKTHBHICTb METOAY
mmdpyBanus iHbopMalii i3 AMHAMIYHAM BKITIOUYEHHSIM MacKyBaJIbHUX CHMBOITIB.
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