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3anponoHOBaHO MeTOJ CHHTe3y IIYMONMOAIOHMX CHUTHAJNIB Ha OCHOBI TaliMepHUX
curHanbuux KoHcTpykmiii (TCK) i oproroHajibHHX NCeBIOBHIIAIKOBHX MOCTII0BHOCTEH 3
oinapHoo (azoBoro moayasimicro ®M-2 (BPSK) y cucremax 3B’ I3Ky 3 KOJOBHM PO3IiJIeHHAM
kanaiiB (KPK). Ouineno egextuBHicts Bukopuctanusi TCK B inauBinyaibHuX KaHaidax 3
00Me:KEeHOI) CMYIOI0 YacTOT oxkpeMHuX a0oHeHTIB cuctemu nepenaBaHHs 3 KPK. Hapeneno
AJITOPUTM BHOOPY MapaMeTpiB TaiiMepHUX CHUTHATIB i NMCeBJIOBUNAKOBUX MOCTITOBHOCTEN Y
pasi ¢opmyBanns mymononioHux curnadiB. IloxkaszaHa mepcnekTHBa BHKOPHUCTAHHS TaliMEPHUX
CUTHAIBHMX KOHCTPYKIili B KoH(pineHUiiiHMX cucTeMax 3B’ sI3KY /51 3aBJAAHHA MiIBHUINEHHS
CTPYKTYPHOI NPUXOBAHOCTI IIYMOMOAIOHUX CUTHATIB.

KirouoBi ciioBa: mpsiMe po3lIMpeHHsI CHEKTPAa, cUcTeMa 3 KOAOBMM PO3/iJIEHHAM KaHAJIB,
TaliMepHi CUTHAJILHI KOHCTPYKIIi, TeJekoMyHiKaniiiHa cucTema.
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Cryptographic systems are considered to be quite an effective mechanism for the
protection of infor mation, and they are used mainly in the upper levels of the r eference model
OSI. However, analysis of trends in cryptography and cryptanalysis confrontation shows that
no matter how reliable was not used newly established cryptographic system, discrediting it
eventually becomes apparent. Taking into account this fact, promising is the development of
additional mechanisms for the protection of information circulating on the network. I n the last
decade a special interest in acquiring methods of infor mation security, which are implemented
on the ground level of the OSI reference model and are aimed at significant reduction in the
effectiveness of the means of unauthorized access (unauthorized access), which include: an
attempt to detect the fact of transfer and violation of the integrity of a transmitted message,
inter cepting communication session and recognition of the structure of the signal structures
with subsequent decoding of cryptograms, etc. One of the ways of confrontation of confidential
communications with NSD can use complex signals with cryptoprotection structure. A
prerequisite for the formation of the requirements for the properties of structures and
algorithms for signal transfer to ensure secrecy of information exchange, is the account of
algorithmic and technological potential of modern means of unauthorized access. It follows
that the relevant information to improve the security of information transfer is the study on
the creation of algorithms of functioning of confidential communications and signal synthesis
designs that enhance the various indicators of secrecy. In view of this, the aim is to develop a
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method of forming a broadband noise-like signal based on the timer signal design (TSC) with
binary phase demodulation. A method for synthesis of noise signals based on the TSC and
orthogonal pseudorandom binary phase modulation with the FM-2 (BPSK) communication
systems, code division multiplexing (AAC). The estimation had been performed of utilization
efficiency of TSC in the individual channels with limited bandwidth transmission systems of
individual subscribers to the CBC. An algorithm is proposed for selecting parameters of
timing signals and pseudo-random sequence of the formation of noise-like signals. The
prospects of using timer signal designs in confidential communication systems for the task of
improving the structural stealth noise-like signals.
Key words: DSSS, CDMA, TSC, telecommunication system.

B nocnennee necsruiierre ocoObI MHTEPEC BBI3BIBAIOT METOMBI 3alIUTHI MH(POpPMAINH, KOTOpPhIE
peann3yroTcs Ha epBoM ypoBHE dTajonHoi Moaenu OS| [1] u HampaBiieHbI Ha CYIIECTBEHHOE CHHKCHHE
s dexTUBHOCTH ACHCTBHUII cpencTB HecaHkiuoHupoBanHoro jgoctyna (HCJI), Kk KOTOpBIM OTHOCSTCS:
MOMBITKA OOHapykeHust (akTa Iepefayd W HapylleHHE IIeJIOCTHOCTH IepeaBaeMoro COOOIICHHS,
nepexBaT ceaHca Iepefiayd M Paclo3HaBaHHE CTPYKTYPhl CHTHAIBHBIX KOHCTPYKIWH € TMOCHEAYIONeH
nemugpalmeil KpunTorpaMMsel U T.4. OJHUM U3 CIIOCO00B MPOTHBOOOPCTBA KOH(MHUACHIIUAIBHON CHCTEMBI
cessu ¢ HCJl moxer OBbITh NPUMEHEHHE CIOXHBIX CHTHAJIOB C KPUITO3AIIMIIAEMON CTPYKTYpOH.
OO6si3aTenbHBIM yCTIOBUEM TIpU (OPMUPOBAHUM TPEOOBAHUI K CBOWMCTBAM IEpENaBaeMbIX CHUTHAIBHBIX
KOHCTPYKIIMA W alNropuTMaM Iepeaadyr, o0eCIeunBaIONIMM CKPBITHOCTh TIepeNavd, SIBISETCS Y4ET
QITOPUTMHYECKOTO M TEXHOJIOTMYECKOr0 MOTeHNnana coBpeMenHbix cpencte HC/I. U3 BeimeckazanHOTro
CIIEyeT, YTO aKTYaJIbHBIMU JUIsl MOBBHIIICHHS WH(POPMAIMOHHON 0e30MacHOCTH Tepenayn WHQPOpMaIiu
SIBIISTFOTCSI MCCIICIOBAHUS TI0 CO3/IAHHIO aJTOPUTMOB pabOThl KOH(PHICHIIMATBHBIX CHCTEM CBSI3M M CHHTE3a
CUTHAIIBHBIX KOHCTPYKIIUH, KOTOpbIE 00ECIIEUHBAIOT MOBBIIICHHE PA3IUYHBIX MMOKa3aTeneid CKPHITHOCTH.
YuyuteiBas cka3zaHHOE, IEJIbI0 PabOThI ABJsIETCS pa3paboTka Meroga (HOpMUPOBAHUS IIMPOKOIOIOCHOIO
[IyMOITOJJOOHOI0 CHTHAlla Ha OCHOBE TaliMepHbIX cHrHadbHbIX KoHCTpyKimu (TCK) ¢ OunapHoii ¢a3zoBoii
JEMOIYJIALINEH.

Jlnst  (hOpMUpPOBaHUSI MIMPOKOMOJIOCHBIX —IIyMOnonoOHbix curHanoB (LUIIIIC) wame Bcero
WCTIONB3YEeTCSl METOA TPSAMOTO PACHIMPEHHs CIEKTpa, KOTOpPBIH peanu3yercs C IpUMEHEHHEM
OpTOrOHAJIBHBIX TICEBIOCTyYaiHbIX mocnenoBarenbrocteir ([ICII) u mpocteiiineid ¢opmoit OMHapHOI
daszosoit Monyssinuu ®M-2 (BPSK). B mpemsiokeHHOM anroputMe (GpopMHPOBAHUS HMIMPOKOMOIOCHBIX
TaiiMEpHBIX CHTHAJOB BAKHBIM SBJISETCS corjiacoBanue mapamerpoB moctpoenuss TCK [2, 3] ¢
0COOEGHHOCTSIMH CTPYKTYpBbI opToroHanbHoi [1ICIT u e 6a3sl B, [1].

Oproronaneasie [ICIT OnuM3KK MO CBOMM CBOWCTBAM K IIYMOMNOJOOHBIM CHTHAJIaM, B KOTOPBIX

MHUHUMAJIbHAAd JJIMTCIBHOCTE JJIEMCHTAPHBIX ITOCBIJIOK tq HaMHOI'0O MCHBIOIC BPEMCHU II€pCaavdu

nH(pOpPMAMOHHOrO 3neMeHTa ty [1], T.e. Byudgy >> Ben - B cucreme ¢ KOZOBBIM pa3/elICHHEM KaHala

(KPK) nrdopmaruonHslii curaan 1, mepemaercs mocinenoBaTelbHOCTIO YHIIOB JUIMTEIBHOCTBIO T, <<tg,
3a CYeT 4Yero JOCTHraercs pacIldpeHHe CIEeKTpa IepelaBaeMoro CHUrHajla. ba3oBBIM 3JIeMEHTOM s
¢dopmupoBanuss TCK sBnsiercss sneMeHT A, KOTOpBIi B S pa3 MEHBIIE JIUTEIBHOCTH 3JIEMEHTapHOM
HOoChIIKH 1y, HO B TO ke Bpems Oonbmie t,. Takol moaxonx MO3BONAET HCXOAHYIO JBOUYHYIO
MH(OPMAIMOHHYIO ITOCIIEA0BATEIbHOCTD IIepeaaBaTh OMHAPHOM MmocaenoBaTeabHoCcThI0 TCK.

AJTOPUTM MPSAMOro paciupeHus crekrpa u Bbioop 0a3sl B IICII ocHOBaH Ha OCOOCHHOCTSX
IMOCTPOCHUST TaMMEpHBIX curHanoB. Ecnu mns mosunmonHoro koja Ounapubeie [ICII npumeHsroTes s
pacIIMpeHHsi CIEKTpa CHTHala Ha MHTepBaie ty c 0a3oif Bto, TO JUIS HEMO3UIIMOHHBIX TaliMepHBIX

CUTHAIOB TpeOyercs 6a3a pacuMpsIoIIel mocienoBarenbHocTd Breg =B~ N npumMeHuTensHo KO Beei

0
JUIMHE BPEMEHHOI0 MHTEpBasla | NPH COXpPAaHEHMH TAKTOBOW YacCTOTBI B CHCTEME CBsA3U. 3HadeHue Brcoy

NOIDKHO ObITh KpaTHO unciay Np =S’ n, rae Np — uucio D na untepBane T.. Hampumep, ecniu s=4,
N=4, Np =16, torma ms cornacoauust TCK u IICII Heobxoaumo, urodsr B = 32; 64; 128 ... . Ecin
s=4,N=3 Ny=s" n=12 torma B=12;24;48 ... .

7



B kauectBe mpumepa mnpoananusupyeM (opmupoBanue mupokononocHod TCK co cnenyromumu
rapamMeTpaMu:
1) T =4ty — UIHTETBHOCTh 3JIEMEHTAPHBIX IOCBUIOK, Ha KOTOPOH OCYIIECTBIACTCA IOCTPOCHHE

CUTHAJIBHOM KOHCTPYKLIHH;
2) S=2 —xonuuecTBO 6a30BBIX 3TEMEHTOB A Ha HHTepBaie tg.

O603naunm yepe3 X (t) mHbOpManmoHHbIH curHan K-ro monb3oBatens. Ilocime mepemexeHus u

nomMexoycroitunBoro koxuposanus curnan X, (t) dopmuposarens TCK npeobpasyer B curnan X, (t) .

Curnan X < (t) ymuoxaercs Ha curnarypy Sy (t) k-ro monssosarens.

[TonydeHnHslil curHai

by (8) = ™ (1) > (1) D
nocTynaer Ha OMHAPHBIHA (a30BBIil MOIYIIATOP, Ha BBIXOJIE KOTOPOTO (POPMUPYETCSl CUTHAI
Sy (1 b)) = X ™ (1) > (1) >cos(2pft) )

Ha puc. 1 mokasaH mporiecc MpsIMOrO PacUIMPEHHUs CIIEKTPa CHIHAIBHOW KOHCTPYKIHMH X - (t)

CUTHATypon S (t) mmst ommoro us WHIUBUyaJIbHBIX KaHAJIOB.

%" ()

X (1)
S (1)

X (1) %5 (t)
cos(2pf t)

Puc. 1. Ipoyecc npsamozo pacuupenus cnekmpa cuchanvnoti konempykyuu Xy () cuenamypoii S (t)

B pesynbrate pacmnpocTpaHeHus MO KaHaldy CBS3H CHTHAJNl MpeTepreBacT ocliabieHue, a TakkKe
npuoOperaer 3auepkKy U ¢a3oBblid casur. [Ipeamonaraercs, 4yTo MX 3HAYCHUS HA MPHEMHON CTOPOHE
M3BECTHBI, a TaKXke B IPUEMHUKE OOCCICUCHbI HJcajbHAas 4YacTOTHas, (a3oBas W TaKTOBas
CHHXpoHHU3alus. Ha BXo/ie MpueMHHKA MOJTydaeM CUTHAI

S(t; b)) = X (1) x5 (t) cos(2pfot) - 3

Jlns yctpanenust pacmmpenus cnektpa curnan Sk(t; ) ymuoxkaercs na dopmupyemyo B

NPUEMHHUKE KOIHIO CHUTHATYphl Sy (t), CHHXpOHH3MPOBaHHYIO C MPUHMMAeMbIM CUTHAJOM. B pesynbrare

CHTHAJI NIPEJICTABIISIET CO00M Hecymyto CoS(2pfot) ¢ Gunapuoii hasosoit Manumynsumeit Xy« (t)

S (t: D) (1) = S (1) X" (1) »eos(2pfot) = X (t) >cos(2pfot) (@)
rie s&(t) =1 c yueroM O6uHapHOCTH S (t) =+1. Ha BbIXOzme pa3oBoro GuHapHOro 1eMOIyIATOpA MOTydaeM
peamsamuio TCK X (t) . Ha puc. 2 npencrasiena ynpolieHHas CTpYKTypHas cxeMa MPUEMHOM 4acTu
cuctembl ¢ KPK. Ilpomecc ckatus crmekTpa CHUTHAJIBHOW KOHCTPYKITMH XQTCK (t) mms ommoro wus
VIHIMBHTyaJIbHBIX KaHAIOB ToKasan Ha puc. 3. exonep TCK ocymectsaser npeobpasosanue X§ <« (t) B
nocienoBarensHocTh X (1), KOTOpas jmasnee MOCTyNmaer Ha BXOJ JEKOIEpa MOMEXOYCTOMYUBOrO KOJIa.

Ilocne ACKOJUPOBAHHA U MEPEMECKCHUA Ha BbIXOOC HOMGXOyCTOﬁ‘IHBOFO ACKOoJCpa IMmojydacMm
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nH(GOPMANMOHHBIA curHan K-ro monb3oBarens xf (t). Mcnons3oBanue koxeka TCK mo3Bonsier Ha OHOM H
TOM e uHTepBane 1, chopmupoBaTh Oombine paspemeHHbix TCK, yeM cHTHaIbHBIX KOHCTPYKIHW MPH

paspsizHO-tdpooM Komuposanuu (N =2™).

: ( (t: b, .| X xg* (t) X¢ (1)
Sg (t’ bé ) /\Sa (t’ ba ) >Gk (t) das30BbI ,HE:KOIIep HeKOHep .
=\XJ ™| nemomymnsTop =1 TCK »| nomexoycroi- —s=—
YUBOTO KOJIa
S (1)
Puc. 2. Cmpyxmypuas cxema npuemnoii yacmu cucmemvi ¢ KPK
St h) AN N N AN AP A M A AN Ir\ A AN AN AAM A AN A N
'\/'I .‘\,"’ \\/""ul U \J \\,;"\/I T\J" \'\/ “\/“UJ i "U\'vf W/ \/I_ \j"\/. \/ \,\, \VARVAV u’ \"J ‘u""\f. \u \/ "v"\\/ .
Sk(t) n||1\nin|||\n:n||l\uénlll\uEnIIIWuEnll ||u§a|| I|UEU|II|U§
— | 1 | [ 1 | [ 1 | [ 1 | [ | ] [ | | [ 1
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Puc. 3. I[Ipoyecc corcamust chekmpa cueHabHOU KOHCMPYKYUU Xﬂam( ®

HpeZ[HOIIO)KI/IM, YTO B Ka4CCTBC HOMCXOyCTOﬁ‘IHBOFO KOoga B HWHAUBHUAYAJIbHOM KaHaJIC Ha

BpPEeMEHHOM uHTepBane T, =9ty cdopmupoBan O-amementHbiii kox CiemsHa (9, 5) ¢ KomoBbBIM

paccrosaueM d =3, ucnpaisomuii oxHokpaTHble omuOky [4]. Ho Ha 3ToM ke uHTepBane T. =9, B
coorBerctBuu ¢ [3], maxke mis S=3 MoxHo momyunth 18560 peanmsammii TCK, SKBHBaJIE€HTHBIX
14-3nemeHTHEIM OMHApHBIM KOIOBBIM cloBaM. CnenoBaTenbHO, Ha uHTepBane T, <9, MOXHO
peanmsoBath 13-amementHeiii kon Craemsua (13, 5) ¢ xomoBeiM paccrossurem d =5, mo3BonsronmiA
UCIIPABJISATh IBYKpaTHbIe ommbOku. Tak kak kox (13, 5) mo3Bossier CHpaBisiTh JBYKPATHbBIC OIIHOKH, TO
JIOJIsl HEMCIPAaBJICHHBIX OIMMOOK B KaHaie I 'mianOepra coctaBut 0,1 oT Beex ommbok ¢ yueroM “mioxoro”

COCTOSIHUSI KaHalla, B TO BpeMsi KaK MOCJe HCIPaBICHHsS OJHOKPATHBIX ommbok koaom (9, 5) moms
HEMCIpaBlIeHHbIX ormook — 0,42 [3].

BriBoa
B pabore mpemioxeH Meroj (OPMUPOBAHHUS MIMPOKOIOJIOCHOTO IIYMOIOJAO0OHOI0 CHUTHala Ha
OCHOBE TaﬁMepHBIX CUTI'HAJIbHBIX KOHCprKHHﬁ, YTO IIO3BOJIMJIO B KaXXAOM HWHAHMBUAYAJIbHOM KaHAJIC
cuctembl cBsi3u ¢ KPK moBbicHTh CkOpocTh mepemaun cuctembl B 1,4° N pa3 (rme N — KomuuecTBO

KaHaJIOB B CI/ICTeMe) HJIN MOBBICUTH KA4Y€CTBO MMpHEMa B MHAWBUAYaJIbHBIX KaHaJlaX.
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