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IIpoananizoBaHo Tpagik KOMI' IOTePHHX Mepe:K, OTPMMAHUIl 32 JI0NOMOIOI0 aHAJi3a-
Topa MepexeBux mnporokodaiB Wireshark. CrnocrepeikeHHs NPOBOAWIOCH 32 TaKHMHU
NMOKA3HMKAMH. CyMapHa KUIBKICTh MaKeTiB, cepeAHsl KUIBKICTh MakKeTiB, cepeaHiii po3mip
NMaKeTra Ta cepeJdHsl IWBHIKICTH NepejaBaHHsA NakeTiB. OTpuMaHi JaHi BHKOPHCTOBYIOTBCS
JJISl IePeBiPKU TeOPeTHYHUX MO/IeJIeii.

KuarouoBi cioBa: Tpagdik, KoM 0TepHA Mepeka, aHAJII3aTOP Mepe:KeBUX MPOTOKOJIIB,
IIBUAKICTH Nepeaayvi JaHUX.

This article analyzes the changes in traffic networks, obtained via Wireshark network
protocol analyzer. Observations have been conducted by the following parameters: the total
number of packets, the average number of packets, average packet size and aver age bit rate
packages. The received data isused to test theoretical models.

Key words: traffic, computer network, network protocol analyzer, bit rate.

Beryn. 3araabHa moctaHoBKa podJieMu

[Ipobnema nocmimkeHHs Tpadiky € aKTyalbHOK, OCKUIBKH KOMIT IOTEpHI Mepexi Nefani IImupIie
BUKOPHUCTOBYIOTBCSL Yy IisUTBHOCTI JIOAWHH. [IIBHAKHMI PO3BUTOK KOMIT'IOTEPHHX MEpeX Ta IINPOKe
3aCTOCYBaHHS CHCTEM 3B’ 3Ky CHIPUYMHMIIO 3POCTAHHS YBaru JI0 MUTaHb OI[IHIOBAHHS SIKOCTI Ta HAIHHOCTI
poOOTH Takux cucteM. 3ajadi aHalizy Tpadiky KOMI'IOTEPHHX Mepe HaOylu 3HAYHOTO TOIMUPEHHS B
BHpIIIeHHI MTpo0iieM 3a0e3MeYeHHsT SKOCTi MPOBITHOTO Ta OE3MPOBIAHOTO 3B 3Ky, 0€3BiIMOBHOI pOoOOTH
iHpopMalliiHUX pecypciB, iHGopMaliiHOro nomryky. I[IporHo3yBaHHs 3aBaHTa)KEHHS MEPEXi JI03BOJISE
3a0e3NeunT HAJIHICT, POOOTH, palioHajJbHEe BUKOPHUCTAHHS PECypCiB Mepexki, epeKTHBHE BHKOPHC-
TaHHS oONaaHaHHA. [H(opMaliiiHi cucTeMHu aHaji3y Ta MPOTHO3YBaHHS TpadiKy MOKa3ylOTh Ha MPAKTHUIl
CBOIO €(PEKTUBHICTb, ajic MOJCPHI3allis KOMII FOTEPHUX MEPEK BUMAarae HOBHMX IiJAXOJIB 10 MOZCIIOBAHHS,
aHaJizy Ta MPOrHo3yBaHHs TpadiKy KOMIT FOTEPHUX MEPEK.

AHaJIi3 0CTAHHIX JOCTIZKeHb | myOrikanin

OnruMizanist poOOTH KOMIT FOTEPHUX MEPEX 3 MOMISAY IMOIIYKOBOI ONTHMIi3amii po3risHyTo B poOoTi
[1]. Ornsin HaykOBHX cTaTeli PO MOJACIIOBAHHS KOMIT FOTEPHUX MEPEXK Ha OCHOBI MOJICIFOBAHHS COLIATBHUX
Mepex mtpencraBieHo y [2]. TIpornosyBanHs 3aBaHTaKeHHS Mepexi [3] m03Bosie 3a0e3MmeunTr HaTiHHICTH
po0oTH, paltioHabHE BUKOPHCTAHHS PECYPCiB Mepexi, 30eperkeHHs elNeKTpoeHepril. BUKOpUCTOBYIOThCS ISt
MOJIeTIOBaHHs Tpadiky Taki migxoau: Meton camornomionocti [4], mudysiini piBHsHHS [5], Teopis MacoBoro
obcnyroByBanHs [6]. ABTOpamu 3arporoOHOBAaHO MOJIEIIOBAHHS Tpadiky Ha OCHOBI AU(EPEHIIATBHIX PIBHSHD
KOJIMBHUX TMporieciB [7], IO pO3B’S3yrOThCS 3a JIOMOMOTOK AaCHMITOTHYHOrO MeToay boromo6oa-
Murtpomnonscbkoro [8]. Kosken 3 HUX Mae cBoOi mepeBard Ta HEHOMIKW. [IpoTe i KOXKHOTO 3 METOIB
MOJICTIFOBaHHs Ta IIPOTHO3YBaHHS BaXKIMBUM € ampoOallisi MoAeal Ha peajbHUX JaHMX. Y Mil crarti
IPOAHAJTi30BAHO CKCIICPUMEHTANIbHI [aHi. 3a IOMOMOrOK aHaii3aropa mepexeBux mportokomis Wireshark
MPOBEICHO CHOCTEPEKEHHS 3a TpadikoM KoMil toTepHOI Mepexi kadeapu ACY HarlioHabHOTO YHIBEPCUTETY
“JIbBiBChKA MMOJTITEXHIKA" TPOTSITOM OJHOI'O MICSIIIS.

DopMyJII0BAHHS METH

Memoio pobomu € excriepuMEHTaNIbHE JOCIIKEHHS Ta aHaji3 TpadiKy KOMIT IOTEpHOI Mepexi Ha
OCHOB1 CIOCTEpEKEHb HaJl KOMII IOTEPHOIO MEpexXelo KadeIpd aBTOMAaTH30BAaHUX CHCTEM YIIPaBIiHHSA
(ACY) HY JIII. IncTpyMEHTOM [yIsi TOCHIDKEHHST BHOpaHO aHaltizaTop MepexeBux npotokoiis Wireshark,
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SKHUH € JOCTYIHUM i OE3KOIITOBHOIO KOPUCTYBaHHS. 3MiHCHeHMI aHami3 Tpadiky IUIaHYEThCS
BUKOPHUCTATH MJIS ONTHMIi3aliii 3aBaHTKEHHS MEpPEeKEeBOro OONaJHAHHS Ta TMEPEBIPKH JOCTOBIPHOCTI
PO3pOOIIEHNX MaTEMAaTUYHUX MOJIETel TpadiKy y Mepexi.

AHaJi3 OTPUMaHUX HAYKOBHUX Pe3yJbTATIiB

Hocnioncenns mpaghicy y mepeyci. [lns anpo6aliii TEOPETUIHUX PO3PAXyHKIB, 3aIIPONIOHOBAHUX Y
poboti [7], HeoOXimHO OyJI0O MPOBECTH CKIIEPUMEHTAIbHI JOCHIKEHHS Tpadiky y KOMIT FOTEPHHX
Mepexax. J{iast 300py eKrmepuMeHTaIbHUX JAaHUX 3aBaHTAKEHHS MEpeXi BUKOPHCTaHAa Mepeka Kadeapu
ACY HaruionansHoro yHiBepcutery “JIbBiBchbka momitexnika” (motuit 2015 p.). 36ip qaHUX MPOBOAMBCS
3a gonomororo cepenosuina Wireshark. Takox Oyio po3risiHyTo AaHi MicsiaHoro tpadiky (rpaBeds 2014 p.)
KOMIT IOTepHOI Mepexi [HCTUTyTy TeopeTnyHoi Ta mpukiaaHoi iHpopmatuku [lombchkoi akamemii Hayk
(ITAH), Hagani y mexax cmiBnpaiii 3 HamionansHuM yHiBepcuTeToM «JIbBiBChbKa moniTexHika» [9]. [awi,
orpumani npotsiroMm TpaBHs 2014 poky uwepe3 IHTepHeT-nUTIO3 [HCTUTYTY TEOPETHYHOI Ta MPUKIAIHOI
inpopmaruku [TAH y I'nmisine, [onbma.

File Edit View Go Capture Analyze Statistics Telephonz Tools |nternals Help

xZlaesnFL EEQaan FED X B

Filter | v | Expression... Clear Apply Save
Mo Time Source Destination Protocol Length Info

1 0.000000 192.168.1.3 source port: Destination port: 39225
2 1.154168 192.168.1.3 95.58.173.113 upp 1451 Source port: 38225 Destination port: 24378
3 1.776097 95.58.173.113 192.168.1.3 upP 62 Source port: 24378 Destination port: 39225
4 1.7764%1 192.168.1.3 95.58.173.113 upP 1451 Source port: 38225 Destination port: 24378
5 1.B89259 152.168.1.3 221.195.8.113 upp 145 Source port: 39225 Destination port: 6881
6 1.889792 192.168.1.3 117.218.59.117 uppP 145 Source port: 39223 Destination port: 42033
7 2.141893 117.218.5%9.117 1%2.168.1.3 upp 331 source port: 42033 pestination port: 39225
8 2.142272 192.168.1.3 71.62.99.7 upp 145 Source port: 39225 Destination port: 6881
9 2.315547 71.62.99.7 192.168.1.3 upP 341 source port: 6881 Destination port: 39225
10 2.315931 192.168.1.3 71.62.99.7 upp 145 Source port: 39225 Destination port: 6881
11 2.324877 221.195.8.113 192.168.1.3 uppP 341 Source port: 6881 Destination port: 39225
12 2.3251%3 95.58.173.113 192.168.1.3 upP 62 Source port: 24378 Destination port: 39225
13 2.325218 192.168.1.3 191.181.206.166 uppP 145 Source port: 39225 Destination port: 33619
14 2.356252 95.58.173.113 192.168.1.3 uppP 62 Source port: 24378 Destination port: 39225
15 2.370879 108.160.167.158 192.168.1.3 TLSv1 331 application Data
16 2.375585 192.168.1.3 108.160.167.158 TLSV1 432 application Data, Application Data
17 2.483369 71.62.99.7 192.168.1.3 upP 341 source port: 6881 Destination port: 39225
18 2.483743 192.168.1.3 61.170.251.117 upp 145 Source port: 39225 Destination port: 6881
19 2.600428 108.160.167.158 192.168.1.3 TCP 54 443-49530 [ACK] Seq=278 Ack=379 win=83 Len=0
20 2.623093 191.181.206.166 192.168.1.3 uppP 331 source port: 33619 Destination port: 39225
21 2.623476 192.168.1.3 64.222.152. 254 upp 145 Source port: 39225 Destination port: 6881
22 2.781457 64.222.152.254 192.168.1.3 uppP 145 Source port: 6881 Destination port: 39225
23 2.781782 192.168.1.3 64.222.192.254 upp 331 Source port: 39225 Destination port: 6881
24 2.8922618 61.170.251.117 192.168.1.3 upP 341 Source port: 6881 Destination port: 39225
25 2.8941314 64.222.152.254 192.168.1.3 upP 331 source port: 6881 Destination port: 39225
26 3.686130 192.168.1.3 95.58.173.113 upp 1451 Source port: 38225 Destination port: 24378
27 4.267369 95.58.173.113 192.168.1.3 uppP 62 Source port: 24378 Destination port: 39225
28 4.267620 192.168.1.3 95.58.173.113 uppP 1451 source port: 38225 pestination port: 24378
29 4.966395 95.58.173.113 192.168.1.3 upp 62 Source port: 24378 Destination port: 39225
30 6.201915 192.168.1.3 953.58.173.113 UDP 1451 Source port: 39225 Destination port: 24378
31 6.760153 85.58.173.113 152.168.1.3 upp 62 Source port: 24378 Destination port: 39225
32 6.760307 192.168.1.3 95.58.173.113 upP 1451 Source port: 39225 Destination port: 24378
33 7.394411 152.168.1.3 253.255.255. 235 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

34 7.396357 192.168.1.3 255.255.255. 255 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

35 7.396497 192.168.1.3 255.255.255. 255 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

36 7.396610 152.168.1.3 2553.255.255. 255 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

37 7.396725 192.168.1.3 192.168.1.255 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

38 7.396835 192.168.1.3 235.255.255. 259 DE-LSP- 157 Dropbox LAN sync Discovery Protocol

39 7.402657 95.58.173.113 192.168.1.3 upp 62 Source port: 24378 Destination port: 39225
40 8.733655 192.168.1.3 95.58.173.113 UDP 1451 Source port: 39225 Destination port: 24378
41 B8.890027 192.168.1.3 221.195.8.113 upP 145 Source port: 39225 Destination port: 6881
42 B.890302 192.168.1.3 117.218.59.117 upp 145 Source port: 39225 Destination port: 42033
43 9.147197 117.218.59.117 192.168.1.3 UDP 331 source port: 42033 pestination port: 39225
44 9.147421 192.168.1.3 71.62.99.7 upp 145 Source port: 39225 Destination port: 6881
45 9.315622 71.62.99.7 192.168.1.3 upp 341 Source port: 6881 Destination port: 39225
46 9315970 1492 _16R. 1.3 71.R2.499.7 Lnp 145 source nort: G225 pestinarion nort: 6RA1

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, Src: Tp-LinkT_ce:33:cc (00:1d:0f:ce:33:cc), Dst: IntelCor_d2

Internet Protocol version 4, Src: 95.58.173.113 (95.58.173.113), Dst: 192.

User Datagram Protocol, Src Port: 24378 (24378), DSt Port: 39225 (39225)
Data (20 bvtes)

13:01

(68:17:29:d2:13:01)
168.1.3 (192.168.1.3)

Q000 68 17 29 d2 13 01 00 1d Of ce 33 cc OB Q0 45 00 hy..... ..3...E.
0010 00 30 30 44 00 00 74 11 48 22 5f 3a ad 71 c0O aB L00D. .. H'_:.q..
0020 01 03 5F 3a 99 35 00 1c 26 49 21 00 95 76 d3 df e B &TN. v
0030 ac 31 46 6b 1c 40 00 00 bd e3 42 60 79 2a AFk.@.. .. BTy*

Puc. 1. Bidobpascenns uacmunu danux mepedsiceso2o mpagixy xapedpu ACY ¢ cepedosuwyi Wireshark
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Tpadik npuOIM3HO MICTHTh [aHI KUTBKOX JECATKIB O(ICHUX KOPHCTYyBadiB (JOCIIIHHUKIB), SKi B
OCHOBHOMY TIPAIIIOIOTh 3 MOHEIKA 110 M'SATHUIO 3 8 paHky 1o 4 Bedopa. 1-3 tpaBHs B [lonbii — aepxaBHi
BUIXiJTHI, TAKMM YMHOM Tpadiky Morio Oytu MeHie. JlesKy nepepBy B AaHuX Tpadiky 3adikcoBaHo 22 TpaBHS
0 14:53:32 2014 CET. IP-makern O6ymu oOmexxeHi 64 Oaiframu — 3/1e0LUIBIIIOTO0 BOHU MICTSTH BCi 3arOJIOBKH,
IUIIOC KUIbKa OaiTiB KOPHCHOTO HAaBaHTAKEHHS TPAaHCHOPTHOrO IpoTokody. MicueBuir Tpadik DNS e
HEBUIMMUM, 4epe3 3/IHCHEHI MOMepeHhO0 KOHKPETHI HajalTyBaHHS Mepexi. IP-aapecu He € aHOHIMHUMH.
Mepexa kadenpu ACY mictuts 6au3bko 20 poOOYMX KOMITFOTEPIB CIIBPOOITHHKIB, IO 3aBaHTAKEHI B
cepenapomy 3 8:30 mo 17:30, 6mm3pko 4 komirtoTepiB 3aBaHTaxkeHi mo 21:00, Ta 3 koM roTepHi Kiacu 3
32 pobounMu CTaHITisIMH, 5IKi 3aBaHTaXeHi B cepenapoMy 3 8:30 1o 16:00.

Wireshark € HaiiBigomimuM CBITOBHM aHai3aTopoM MepexeBux mpoTokoii [9]. Ile cepemorwmiie
JI03BOJISIE KOPUCTYBAaueBi OAYUTH Te, IO caMe BiIOYBAETHCS y MOTO MEPEKi Ha KMIKPOCKOMIYHOMY» PiBHi.
Po3pobaennii kommaniero The Wireshark Team, crtabinsao oHoBmoeThes 3 21 uepsus 2012 poky i 10
ceorofHi. Lle cepenoBuie Oyiio cTBOpeHe 3a JOMOMOTO0 MOBH IporpaMmyBaHHs C++. PO3mOBCIOKY€EThCS
srizHo 3 ymoBamm GNU GPL. Ilporpama BukopucTOBYe KpocmmaTdopmHy Oibmioreky GTK+ mus
(dhopmyBaHHS Ta BioOpaxkeHHs rpadidHOro iHTepdeiicy.

Ha puc. 1-3 nokazaHo Jesiki pe3yJabTaTh CIIOCTEPEKEHb Y TAKOMY BUTIISI, SIKUH (iKCye cepeIoBHIIE
Wireshark. Ha puc.l nocrymHa iHdopmariis: HOMep Makera, BiIHOCHHN 4Yac OTPUMaHHs makera (BiITik
MIPOBOUTHCS BiJl MIEPIIOTO TAKETA; MApaMeTPH BiTOOpaKEHHS 4acy MOYKHA 3MIHUTH B HAJAINTYBaHH:X), IP
ampeca BiampaBHUKa, IP ampeca onepikyBada, NPOTOKON, 3a SKHM II€PECHIAETHCS IAKET, a TaKOX
JoJaTkoBa iH(oOpMallis Tpo HHOro. MoxHa Mo0a4YWTH, MO Pi3HI MPOTOKOIM MEpeIaBaHHS JaHUX
MiJICBIYCHI PI3HUMHU KOJIbOPAMH, IO JI0AAa€ HAOYHOCTI 1 Crpolye aHaii3. Jlam MoxHA MOOAYUTH BIKHO, B
SIKOMY TIpEJICTaBJIeHa JleTallbHa iH(OpMAIlis MMPO MaKeT 3rigHo 3 MepexeBoto moxemwtno OSI. Haiianmxde
BIKHO TIOKa3y€e HaM TaKeT B IICTHAANSITKOBOMY BUTIsAL, TOOTO mobaitoBo. Kon(iryparmis iHTEepdeiicy
MOKe OyTH Jierko 3MiHeHa B MeHio View. Hampukiaa, MOKHA 3aKpHUTH BIKHO MOOaWTOBOTO TOMAaHHS
nakera (Packet Bytes B mento View), ockiibku 37e01biioro (KpiM aHamily JaHHX y TaKeTi) BOHO He
noTpiOHe Ta nuire AyOItoe iHpopMaIliro 3 BikKHA JIETATBHOTO OITUCY.

X(t), packets/min

Puc. 2. Yacmuna oanux mpagixy (2200. 40 xg) 3a 01.05.14
6 Incmumymi meopemuuroi ma npukiaouoi ingpopmamuru I[IAH
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Ha puc. 3 300paxeno yactuHy 1000Boro tpadiky kadeapu ACY HY «JIII», Bisyanizopana 3acodaMu
Wireshark. Yactuna y3araisHeHHX JaHUX MMoJaHa B a0, 1.

Wireshark nHanexurtsb 10 porpaMHOro 3abe3redeHH s, 0 Ha3uBaeThesi CHidepom. TepMin «cHipep»
Oepe CBiil TOYATOK Bijl aHTJIHCHKOTO jAiecioBa «to Sniff» (Hroxatu) Ta € mporpaMHUM 3abe3nedeHHsIM abo
MPOrpaMHO-alapaTHAM TIPHCTPOEM, KU NPHU3HAYCHUH JUIA MEPEXOIUICHHS, TOJAIIBIIOrO aHamizy, abo
BHHATKOBO aHaJi3y MEpPEeKEBOT0 Tpadiky.

3axormreHHs Tpadiky MOJKHA 3/1iHCHIOBATH 3a TOMTOMOTO00 Takux Merois [10]:

® 3a JIOMOMOTOI0 aHaJi3y MOOIYHUX eNeKTPOMArHiTHUX BHUIIPOMIHIOBAaHb Ta BiJHOBJICHHSM Yy TaKHUH
cnoci6 Toro Tpadiky, sIKHi BIacHE <IIPOCIYyXOBYETHCSY,

e uepe3 BiaradyxeHHs (amapatHe abo mporpamue) Tpadiky, a TAKOX i3 BiICHIAHHSIM KOTIii Horo Ha
cHidep;

® «IPOCITYXOBYBaHHSIM» MepexeBoro iHtepdeiicy (ueit Meroq € eekTHBHHM 32 YMOBHU
BUKOPUCTaHHS B CerMeHTi KoHIeHTpaTopiB («hubs») 3amicte komytaTtopis («switches»), B iHmmomy
BUIAJKY METOJ € JIy>Ke Majloe()eKTHBHUM, OCKUIbKHM Ha aHAJII3aTOp MEPEIKEBUX MPOTOKOJIIB MOTPAILISIOTH
BCBOTO JIHIIIE OKpeMi (peiimn);

e 1’ €THAHHIM aHaJi3aTOpa MEPEKEBUX MPOTOKOIIIB Y PO3PUB KaHAIY;

e uepe3 3/iliCHEHHs aTaku Ha MepexeBomy (IP- spoofing), un kanansuomy (MAC- spoofing) pieHi,
IO MPU3BOAMTE JIO MEPEeCKEPYBaHHs NaHUX Tpadiky <«KepTBH» ab0 3arajioM BChOro Tpadiky oOpaHOro
CErMEHTY Ha aHaJIi3aTop 3 MOJAJBIINM ITIOBEPHEHHSM iH(pOpMaIlii Ha HaJIeKHY aJpecy.

X(t), packets/sec

Puc. 3. Yacmuna oo6oeo2o mpaghixy (16,6 xs.) komn’omepnoi mepesici
kaghedpu ACY & cepeoosuwyi Wireshark
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Ockineku Wireshark posmizHae CTpykTypy pi3HOMaHITHHX MEPEKEBHX IMPOTOKOIIB, TO BiH
J03BOJISIE pO3i0paTy makeT MepexxeBoro Tpagiky, MoKa3yldH 3HaYeHHS BCiX HOJIB IPOTOKOIY OYAb-IKOT0
piBHs iepapxii. J{s 3axoruieHHs Ta 30epiraHHs MakeTiB BUKOPUCTOBYIOThCS (QyHKIII Oi0imioTexkn pcap,
TaKO ICHY€ MOXKJIMBICTD 3aXOIUICHHS iH(OpPMALIi 3 THX MEPEeX, AKI MATPUMYIOTbCS TaHOIO 010110TEeKOIO.
IMpote ananizarop mepexeBux nporokoiiB Wireshark Bmie mparroBaru i3 6e3miudto popmaTiB MOYATKOBUX
JaHMX, TOMY MOKHA neperisiaaté Qainu gaHux, siki Oyau 3aXOIUIeHi 3a JOINOMOIOI0 iHIIUX MPOTrpaM Ta
CEepeIOBHIL, LII0 PO3IIUPSE CaMi MOXKIIMBOCTI 3aXOIUICHHS AAHUX.

Tabnuys 1

Jani Tpadixy kadeapu ACY HauionaabHoro yHiBepcutety “ JIbBiBCcbKa nosirexHika”

3a mepiox 17.02-23.02.2015

17.02.2015

HasBa noka3Huka

HY «JIII» (nenn)

HY «JIIT» (uiu)

KinekicTh makeTin 1635345 2340903

TpuBaicTs 3axBaTy (CeK) 21803, 687 21555,93

CepeiHs K-Th MAKETIB/CEK 108,597 75,003

Cepenniii po3mip nakera (6aiT) 792 692

CepenHs K-Tb Gaift/cex 66052,059 31909,328
18.02.2015

HasBa noka3Huka

HY «JIII» (nenn)

HY «JIIT» (uiu)

KinpkicTh makeTiB

1364822

575179

TpuBaiicts 3axBary (cek) 21619,284 21595,292

CepeiHs K-Th MAKETIB/CEK 63,130 26,634

Cepenniii po3mip nakera (6aiT) 698 614

CepenHs K-Tb Gaift/cex 44066,690 16340,517
19.02.2015

HasBa noka3Huka

HY «JIII» (nenn)

HY «JIIT» (uiu)

KinpkicTh makeTiB

1781818

137184

TpuBaicts 3axBaTy (CeK) 21345,855 21599,663
CepeiHs K-Th MAKETIB/CEK 79,738 6,351
Cepenniii po3mip nakera (6aiT) 755 471
CepenHs K-Tb Gaift/cex 60185,722 2989,050
20.02.2015
HasBa noka3Huka HY «JIII» (nens) HY «JIIT» (uiu)
KinpKicTh makeTiB 1605884 274321
TpuBaicts 3axBaty (cek) 21607,273 21574,014
CepeiHs K-Th MAKETIB/CEK 74,321 12,715
Cepeaniii po3mip nmakera (6aiT) 809 578
CepenHs K-Tb Gaift/cex 60104,673 7357,042
21.02.2015
HasBa noka3Huka HY «JIII» (nens) HY «JIIT» (uiu)
KinekicTh makeTin 1537954 331872
TpuBaicts 3axBaTy (cek) 21651,566 21600,403
CepeiHs K-Th MAKETiB/CEK 71,032 15,364
Cepeaniii po3mip nmakera (6aiT) 704 344
CepenHs K-Tb Gaift/cex 50029,882 5292,749
22.02.2015

HasBa noka3Huka

HY «JIII» (nenn)

HY «JIIT» (uiu)

KinpkicTh makeTiB

422899

228289

TpuBaicts 3axBaTy (cek) 21655,512 21563,267

CepeiHs K-Th MAKETIB/CEK 19,528 10,587

Cepenniii po3mip nakera (6aiT) 689 273

CepenHs K-Tb Gaift/cex 13451,908 2891,262
23.02.2015

HasBa noka3Huka

HY «JIII» (nenn)

HY «JIIT» (niu)

KinpkicTh makeTiB

869697

159097

TpuBaicts 3axBaty (cek) 21597,469 21592,413
CepeiHs K-Th MAKETIB/CEK 40,268 7,368
Cepenniii po3mip nakera (6aiT) 621 617
Cepenns K-Tb Gaift/cex 25021,540 4545977
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VY 1poMy JochipkeHHI Oyiio BHKOPHCTAHO EKCIEPUMEHTANbHI JaHi TpadiKy KOMI IOTEpHOI Mepexi
(KM) ACY HarionansHoro yHiBepcutery “JIbBiBChbKa MOJITEXHIKA", OTPUMaHi 3a JOMOMOIOK CEpPEIOBHINA
Wireshark. TpoBeneHo anamiz Tpadiky Ta 00poOKY OTpHMaHMX AaHHX. Pesynbrati mokasaHi Ha puc. 4-8.
Ha puc. 4 HaBeneno aani cymapHoro tpagiky KM. Ha puc. 5 nmokazana cepenHs KiIbKiCTh MakeTiB Tpadiky.
Ha puc. 6 Ta 7 BimoOpakeHO cepeHiil po3Mip MakeTa Ta CepeaHs MIBHKICTh MEPeIaBaHHs MAKETIB BiAMOBIIHO.
Sk BumHO 3 puc. 4 cymapHuit Tpadik iCTOTHO 3MeHIIyeThest B KiHii TokHs (21.02. —22.02 — BuxifHi /Hi).
Ha puc. 5 nokazano, 1mo rpadik 3MiHH cepeJHbOi KUIBKOCTI IIAKETIB Ma€ TaKUH CaMHUi Xapaktep SIK rpadik
cymapHoro Tpadiky. Puc. 6 neMoHCTpye Mally 3aJieKHICTh CEPETHBOTO PO3MIPY IMAKETIB BijJl 3aBAHTAXKCHHS
Mepexi. XapakTep 3MiHH IIBUAKOCTI IepelaHaHHS IAaKETIB HaBIAKM 3aJICKHTh BiJl 3aBAaHTKCHHS MEPEKI
(muB. puc. 7). IIBUaKIiCT TIepeaBaHHs MMAKETIB TUM OiJIbIla, YAM MEHIA 3aBaHTaKEHICTh MEPEXKi, 1110 BUIHO
Ha puc. 8. {ns noOynosu rpadiky Ha puc.8 oOuncimoBaBcs KoedillieHT 3aBaHTaKEHHS MEPEXi K BiHOIICHHS
HIBUJIKOCTI TTepeIaBaHHs MAKETIB 10 CyMapHOT KUTBKOCTI MaKETIB.

CHidepu 3arajgoM 3acTOCOBYIOTHCS 1 Y MO3UTHBHUX, 1 B HETATUBHUX IUIAX. AHani3 Tpadiky, KU
MIPOIIOB Yepe3 Take MporpaMHe 3a0e3MeUeHHSs, JO3BOJISIE TOOAUNTH TaKe:

® 3ayBKUTH NapasUTHUI a0o 3anukieHud Tpadik, HasBHICTH KOTPOTO 30UIbINYE 3aBaHTAKEHHS
MEpEKEBOTO MPUIIA/IS Ta KaHANTIB 3B'13Ky (aHai3aTopu TYT Masioe()eKTUBHI, MPOTE Y TAKUX BUIIAIKAX, SK
NPaBUJIO, BUKOPHUCTOBYIOTH JaHi PI3HOMAHITHOI CTaTHCTHKH, 310paHuMH 31 cepBepiB Ta aKTHBHOTO
MEpEeKEBOT0 YCTaTKyBaHHs, Ta MOJATbIINI aHAIi3);

® 3ayBaKUTH y KOMII IOTEPHIH Mepexi LIKiAIMBE Ta HECAaHKIIOHOBAaHE MpOrpamMHe 3a0e3MeyeHHS,
(MepexeBi CkaHepH, KII€HTH MIPIHTOBUX MEPEX, TPOSHCBKI mOporpamu Tomio. Sk MpaBWio, Le
3IIACHIOETHCS 3a JOIOMOIOIO CIIEeLiali30BaHUX aHAII3aTOPIB MEPEKEBOT0 TpadiKy — MOHITOPIB MEpEKEBOT
aKTHBHOCTI);

e 3axonuTu Oyab-sKuil HezammppoBaHuil (aie iHKOIHM i 3aIM(pPOBaHMil) KOPUCTYBAIBKHI Tpadik
3 METOIO OTPUMATH iHPOpMAILilo;

e JIOKaJi3yBaTH HECIPaBHICTh KOMII IOTEPHOI Mepexi abo moMmiKy B KOH(pirypauii mepexeBux
areHTiB ([ Takoi METH TakKi aHANi3aTOPH MEPEKEBHX IMPOTOKOJIB JOBOJI YacTO BHKOPHCTOBYHOTHCS,
30KpeMa CHCTEMHUMH a/IMiHICTPATOpaMHu).

Puc. 4. Cymapna xinokicms naxemis mpaghixy Puc. 5. Cepeons xinvkicmo naxemie mpagixy
KOMN' omepHOi mepeici Komn' romepHoi mepedici
Puc. 6. Cepeoniti posmip nakema Puc. 7. Cepeons wsuokicmo nepedasants naxemis
KoMN' TomepHOoi Mepedici KoMn' 1omepHoi meperci
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BiaHOCHMM KoeilieHT 3aBaHTaXXeHHA

W BigHocHui koedilieHT
3aBaHTaXXEHHS

1/CEK

Puc. 8. BionocHuil koeghiyienm 3a8aHmaxicents mepexuci

Wireshark mae Benuuesnuit HaOip (yHKIIH Ta Pi3HOMaHITHHX OCOOJHMBOCTEH, SIKIi MAarOTh TaKi
moxiuBocTi [10]:

e ['nmuboka nepeBipka MPOTOKOIIIB, 3 OLIBIIO0 KiJIBbKICTIO THX, KOTP1 OCTIHHO AOAAIOTHCS.

e Omnnaiid 3axoIuieHHs Ta opdaiiH aHai3 JaHUX.

e CranmapTHUI TpUIIAaHETbHUH MakeT Opay3epa.

e Mynpsruuiatrdopma: Ilpairoe va Windows, OS X, FreeBSD, Linux, Solaris, NetBSD, ta na
0araThboX 1HIIMX OMEpaIlifHUX CHCTEMaX.

e 3axomieHuUd MepexeBUH Tpadik Moxe OyTH MEeperfasHyTHH 3a JONOMOrow rpadigyHoro
inrepdeiicy ado 3aBasku TTY - pexxumy yrumita TShark.

e MicTuTh HAHNOTYXHILINHA AUCIUIEH QiIBTPiB.

e Mae notyxuuii ananiz VoIP.

e 3alesmneuye 3unTyBaHHs / 3anuc Garathox (opmariB daiinis 3axomenns: TCPdump (Libpcap),
Catapult DCT2000, Network General Sniffer (ctucnuit i mectuciumit), Tektronix K12xx, Sniffer Pro, i
NetXray, Network Instruments Novell LANalyzer, RADCOM WAN / LAN Analyzer, Observer, Shomiti /
Finisar Surveyor, Visual Networks Visual UpTime, Pcap NG, WildPackets EtherPeek/ TokenPeek, Cisco
Secure IDS IPLog, NetScreen Snoop, Microsoft Network Monitor, Ta 6araro inmmx.

e 3axoruieHHs (aiiB, ski Oyau cTHCHYTI Yepe3 GZip, Ta MOXKYTh OyTH PO3ITaKOBaHi MUTTEBO.

e OmepatuBHi 1aHi MoxyTh Oyt 3umrani 3 Ethernet, PPP/HDLC, ATM, Bluetooth, Token Ring,
IEEE 802.11, Frame Relay, FDDI, USB, Ta iH. (B 3aeKHOCTI BiJ m1athopMHu).

o IligrpumMka memmdpariii aas 6araTtbox MpoToKoiiB, 30kpema IPsec, Kerberos, SNMPv3, WEP,
WPA/WPAZ2, SSL / TLS, ISAKMP.

e [lpaBuna po3dapOoByBaHHS MOXKYTh OYTH 3aCTOCOBaHI B CHHCKax IAaKETiB JJIsl IIBHUAKOTO Ta
IHTYITHBHOTO aHaII3y.

e Buxinna iHdopmanis Moxe Oytu BuBeaeHa B ¢aitmm tumie CSV, XML, PostScript, abo sk
3BUYAIHUI TEKCT.

e Wireshark He € cuctemoro /uis BUSIBICHHS BTOPIHEHb. BiH He MomepeuTh KOPUCTYBaYa mpo Te,
10 XTOCh 3IHCHIOE HECAaHKI[IOHOBaHI pedi B Mepeki. OHaK, SIKIIIO 1€ CIIPaB/i BiI0OYBA€ThCS, CEPEIOBHILEC
Wireshark momomoske 3p0o3yMiTH, 110 5K HACTIPAB/Ii CTAJIOCs B KOPUCTYBAIIBKIH KOMIT FOTEPHii Mepexi.

e Wireshark ne OyB cTBOpeHHII 3 METOH TI'€HEpYBaTH MepexeBHil Tpadik, BiH 37aTCH JIHIIE
aHanizyBatu icHyroumii. 3aramom, Wireshark Hisik He moka3ye cebe B KOMIT FOTEPHIil MepeKi, OKpiM JTHIIe
i Yac Pe30JIBIHIY TOMEHHHMX iMeH, ane i s QyHKIis Moke OyTH BUMKHEHOIO.
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BucHOBKH i IepcneKTHBH NOAAJIBIINX HAYKOBHX PO3BiIOK

V 1iii craTTi mpoBeneHo aHali3 J000Boro Tpadiky KOMIT FOTEPHOT MEepEXkKi MPOTATOM OJHOTO MiCSIIs
Ha OCHOBiI OE3KOIITOBHOTO MPOrpaMHOro 3abe3medeHHs i aHamizy pobotu wmepexi Wireshark.
[IpoaHanizoBaHi OCHOBHI MOXJIMBOCTI aHaji3aTopa, MMOKa3aHI MOTr0 IepeBard Ta HEIOJIKH. 3 METOH
JOCITIPKEHHS Mepexki anpoOoBaHO ToOBHI (PYHKIIIT MporpaMHOro 3a0e3neyeHHSI.

Pe3ynbraTi H0CHIIKEHD Bi3yali30BaHO Ta CUCTEMATU30BaHO y TaONUIAX. [ TaKuX MOKA3HHUKIB, K
CyMapHa KUTBKICTh TIAKETIB, CepellHsl KUTBKICTh MaKEeTiB, cepellHiil po3Mip MmakeTa Ta cepe/iHs MIBUIKICTD
nepeJaBaHHs IMakeTiB, moOymoBaHo rpadiku. OOYUCICHO TaK0oXK KOSQIIIEHT 3aBaHTAKCHHS MEPEexI.
OTtpumaHi pe3yNbTaTH MIAHYETHCS BUKOPUCTATH Y MOAAIBIINX JTOCIIIKSHHSX, 30KpeMa, JIJIsl TIOPiBHSIHHS 3
TEOPETUIHUMH PO3POOKAMH JIJIs TPOTHO3YBAHHS JOOOBUX KOJIUBAHb TpadiKy.

1. Baciok T. M., Bacuniox A. C.Panscysanns eeb-caumis ¢ mepeosici Inmepuem | T. M. Baciok,
A.C. Bacumox Il Bicnux Hay. yn-my "Jlvgiecvrka nonimexuixa". — 2013. — Ne 770 : Inghopmayitini cucmemu

ma mepesci. — C. 3-12.2. ®@eooniok A. A. MHeski acnexmu moolemosanus coyianvhux mepexc |
A.A. @eoonrox Il Bicnux Hay. yn-my "Jlvsiscoka nonimexnixa'. — 2014. — Ne 783 : Inghopmayiiini cucmemu
ma mepedci. — C. 487-496. 3. Matychyn 1. I., Onyshchenko V. V. “Modeling and analysis of traffic in

telecommunication systems and networks,” DUICT Announcer 2013 MNe 4, pp. 20-27. 4. Tsybakov B.,
Georganas N. Self-similar processes in communications IEEE Trans. Inform. Theory. vol. 44. -
P. 1713-1725, Sep. 1998. 5. Tadeusz Czachdrski, Ferhan Pekergin, “Diffusion Approximation as a
Modelling Tool” Network Performance Engineering 2011: 447-476, 2010. 6. V. Klimenok, A. Dudin,
V. Vishnevsky Tandem Queueing System with correlated Input and Cross-Traffic Proceeding of the 20th
International Science Conference: Computer Networks CN 2013, 17-21 June 2013, Lwowek Slgski,
Poland. — P. 416-425 .7. Ivanna Droniuk, Maria Nazarkevych, Olga Fedevych. ““Asymptotic method of
traffic simulation” Communications in Computer and Information Science. Springler 2014, Vol. 279. —
P. 1-9. 8. Bogolyubov, N. N., Mitropolsky, Y. A. “Asymptotic methods in the theory of nonlinear
oscillations.” M. lzd. Fiz-Mat. Lit., 407 (1963). 9. P. Foremski “Mutrics: Multilevel traffic classification™
[Enexmponnuii pecypc]. — Peowcum odocmyny: http://mutrics.iitis.pl/ 10. Wireshark.org [Ezexmponnuii
pecypc). — Peawcum oocmyny: http://www.wireshark.org/docs/dfref.

62



