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BuxopucranHa HOBIiTHiX iHopMamiiHUX Ta TeleKOMYHiKAUIMHUX TeXHOJOrii B
JIOTICTUYHMX CHCTEMaX, a TAK0X HABMMCHI YM BHUNAAKOBI 1ii J1ogeil MOXKYTh 3YMOBUTH
BHHHKHEHHS] HHU3KH iHQopMaliiHUX pU3MKiB. ¥ po0o0Ti po3KpuUTO cyTHicTH iHopmaniiHnx
PM3UKIB JIOTICTHYHHUX cHCTeM. 3alIPONOHOBAHO O0avYeHHsSI aBTOPA 00 BU3HAYEHHS MOHATTA
iHopMaliiiHUX PHU3MKIB JIOTICTHYHMX cHCTeM, iX 00°€KkTa, cy0’ €KTa, JKepesl, a TaKOXK
kiaacu@ikauii. IIpoananizoBano pi3Hi migxoau M0N0 ynpaBJiHHSI Ta MOJEJIOBAHHS TAKUX
PM3HKIB Ta OKpecJeH0 NOAANbII HAIPSAMM A0CTiIKeHb.

KurouoBi cjioBa: jorictuyHa cuctema, iHGOpMaIliiHUi PU3UK, MOJICITIOBAHHS, OILIHIOBaHHS,
PHU3UK-MEHEKMEHT, Kiacugikailisi iHpopMaliifHuX pU3HKIB.

INFORMATION RISKS OF LOGISTICS SYSTEMS
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The use of new information and communication technologies in logistics systems and
intentional or random actions of people can lead to occurrence of information risks. In this
paper, the essence of information risks logistics systems is revealed. The paper presents the
author's vision of the definition of information risks in logistics systems, their objects, subjects,
sources and classification. Existing approaches to modelling and control of such risks was
performed. Outlines, future directions of research were put forward.

Key words: logistics systems, information risk, modelling, evaluation, risk management,
information risk classification.

Problem statement. Today it is not enough to make a high quality product or provide a service. It is
necessary that this product or service is really needed by the consumer, moreover — needed in the required
quantity and good quality, for the attractive price and delivered to the agreed place and at the agreed time.
This can be achieved by building the effective company’s logistics system in which information occupies
one of the main places.

Information stream always accompanies the material stream which is considered the main one. And
although it is hard to talk about the existing of the notion logistics itself without the material stream, its
existence would be problematic without accompanying streams (information, financial and service). At the
moment there have been no considerable changes in material streams flow lately. The goods are delivered
by various means of transport just it was done before. At production facilities the products are still made of
raw materials and definite constituents which still requires the definite number of operations. Although the
production is constantly modernized, the modernization usually presupposes automation of the number of
production operations, i.e. replacement of men with machines (computer, robot, etc.). Besides, in order to
increase the effectiveness of the company’s functioning the automated systems of management, the
systems of support of decisions making and other software means of processing, storing and transfer of
information may be used. However, their use stipulates the occurrence of the corresponding information
risks and IT-risks.
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In context of logistics systems any actions with information stream also condition the occurrence of
the corresponding risks. At the moment one of the main problems is also the protection of information
from competitors or other parties which may damage the company having acquired the information. In this
case we may talk about the risks of information security. Wide use of up-to-date information and
telecommunication means and technologies in logistics may be considered innovative, as there is no
enough experience of their use. This also brings about the risks. With the help of such means information
is represented in electronic form. That is why we can talk about electronic information risks. There are also
other situations in logistics systems in which occur the risks that may be considered information ones.

Contemporary conditions of business activity require the responsible attitude to information risks, in
particular, due to the fact that information constituent of business plays the increasingly more important role in
strengthening the company’s competitive ability. Therefore, there is a need to identify the potential information
risks of logistics systems, make their classification; to determine the factors (sources) of risks, their objects and
subjects; to conduct the quantitative evaluation of the risks level with the help of the number of economical and
mathematical models; to develop the effective system of information risks management etc.

Analysis of latest researches and publications. A great number of works of Ukrainian and foreign
scientists and specialists are devoted to various aspects of the problem of modelling and management of
economic risks. In part of these works logistics risks are investigated. In particular, Goncharov V. M.,
Larina P. P., Baluyeva O. V., Ovechkina O. A., Morgachov I. V. investigate the logistics risks using the
traditional approach which presupposes the determination of essence of risk in logistics, conduction of system
analysis of risks, development of backgrounds, directions and methods of risks management [1]. These authors
point out that logistics activity is usually carried out under the conditions of asymmetry of information which
stipulates the occurrence of the corresponding risks which considerably effect the result of the company activity.
Brodetskiy G. L., Gusev D. A., Yelin E. A. investigate first of all the problem of decision making in logistics
under the conditions of risk [2] pointing out among the logistics risks the risks of material, financial and
information streams. Yenchenko Ye. V. investigated the system risks in logistics, proposed the corresponding
mathematical models of risks evaluation in the processes of supply, distribution and service maintenance [3].
Rovenskikh M. V. proposes in the works [4] the recommendations of determining the risks of logistics systems
of the production facility, methodical approach as for evaluation of the forecast level of such risks and
corresponding model and system of risks management. The number of authors, for example Volynets L. M. and
Gamelyak I. P. [5], Korolenko N. V. [6], Kondratenko N. O. and Lobashov O. O. [7], Koretsku M. [8], regard
the conceptual principles of risk management in logistics, provide practical recommendations as for developing
the system of logistics risk management.

On the other side, there are a number of investigations on information risks of the companies, in
particular [9-11]. The analysis of these and other works has shown that at the moment there is no
unanimous definition of the notion “information risk”. Some authors consider that information risk is
connected with any undesired situations which may affect the completeness, truthfulness, actuality of
information used in taking managing decisions. Others think that information risks are conditioned by the
application of informational means and technologies in company’s activity. Besides, the risks of
information safety are often taken as information risks.

However, at the moment the problem of analysis, modelling and managing information risks in
logistics is still not investigated enough. In the number of works there are some aspects of this problem,
but there are no systematic investigations which predetermined the choice of the topic and goal of the
given work.

The goal of investigation is to analyze the existing principles of analysis, modelling and
management of information risks in logistics, specify the existing and develop the new ones.

Main results of investigation.

The essence of information risks in logistics systems. In major cases it is not of economic benefit
to avoid the risks, it is necessary to be able to take it into account in making managing decisions applying
the modern instruments of modelling. At the same time there are risks that are practically impossible to
avoid. Information risks may be referred to them. We can make such conclusion, in particular, due to the
fact that without complete, correct and latest information it is almost impossible to take a valid decision.
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The absence of unambiguous generalized explanation of the notion of information risk
predetermines the necessity of its definition in scientific investigations.

Under logistics system we will understand a specially organized integration of logistics elements
(chain items) within the frames of a definite economic system for optimization of the processes of
transformation of material stream [12]. Logistic elements (components) are people, transport, warehouses,
means of communication, information, structures, tasks, technologies etc. [12, 13].

Basing on the existing conceptual approaches to risks definition, in particular [14], we can state the
following: information risk of the logistics system is the economical category which reflects the
peculiarities of perception by the persons taking decisions in the logistics system of fuzziness and conflict
in situations connected with potential losses and other problems in organization of transfer and storing of
the necessary information of the appropriate quality, necessary contents in the required place and at the
required time to the necessary person who takes decisions. In other words, information risk is connected
with potential undesired situations which interfere with achieving the goal of the company’s information
logistics and stipulate the corresponding potential losses.

The object of information risk of the logistics system is a logistics system as a complex of various
logistic components that need complete, trustworthy and latest information for effective functioning which
may be difficult to transfer and store.

The subject of information risk of the logistics system are the people (as elements of the logistics
system) who facilitate the achieving of aim of the risk object functioning, have the corresponding
competences for taking decisions as for the object of the risk and bear the responsibility for the
consequences of realization of these decisions.

The sources of information risk of the logistics system are the factors (processes, phenomena) the
occurrence of which makes it difficult to receive the complete, trustworthy and latest information for
taking the corresponding decisions in logistics system.

Classification of information risks of logistics systems. One of the important aspects in
investigation of any type of risk is its classification. However, there is no generally accepted concept of
risk classification, each of the scientists and specialists put forward their own vision of the problem.
Besides, among the researched scientific works we didn’t find any systemic classification of information
risks of logistics systems. That is why basing on the most widely used approaches and principles of risks
classification enlisted, in particular, in [14, 15], we will propose our own classification of information risks
of logistics systems.

Conceptually the following groups of information risks of logistics system may be pointed out: 1)
risks of functioning of the company’s information system; 2) risks if information security of the company;
3) information risks of logistic elements; 4) risk of logistic streams.

Risks of functioning of the company’s information system. One of the main constituents of modern
company’s functioning is its information system through which automation of business processes is carried
out and on the basis of built into it system of reports the management can take managing decisions.
“Information system in logistics is in a certain way organized complex of personnel, interrelated means of
computer equipment, various guides, necessary software which provide the opportunity to plan, regulate,
control and analyze the functioning of the logistics system” [16].

However, in the work of such system a number of undesired situations may occur which stipulate
the occurrence of the corresponding information risks. The factors of such situations may be: intentional or
unintentional actions of employees which condition misrepresentation of information in the system and/or
incorrect work of information system; unauthorized access to the system from outside (in particular, there
is a probability of hacker attacks on the sites of Internet shops not connected with information system);
there may also be bugs in software code which may not show not on the stage of system testing, but in its
complete version; changes of software code, adding of new modules to information system with the aim of
improving the automation of the existing business processes or automation of the new ones; probable
errors in database structure; problems in functioning of information system hardware (computers, laptops,
smartphones, scanners, computer and telecommunication networks etc.).
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In general case in the structure of the logistic information system we can distinguish the subsystem
of managing the order procedures; subsystem of support of taking logistic decisions; subsystem of
scientific research and communication; subsystem of generating outgoing forms and reports [17, 18] and
corresponding information risks. Information risks of the subsystem of managing the order procedures will
be connected with the probable distortion of information as a result of information exchange among the
contractors — participants of the logistics system (logistics supply chain), in particular, due to electronic
data exchange. The basis of the automated subsystem of support of taking logistic decisions is a number of
economic and mathematical methods and models, and the correctness of their work depends on the
“quality” of the used in them incoming information. Therefore, distortion of such information, its
incompleteness, incorrectness etc. stipulates the occurrence of the corresponding information risks that
may fundamentally affect the decisions of the company management. In the subsystem of scientific
research and communication the interrelation among the elements of the logistics system and managing
functions is realized with application of various instruments, predictive estimation of the influence of the
external and internal environment of the company on the logistics system functioning is carried out [18]. In
this subsystem various source of information are used which condition the corresponding information
risks. The subsystem of generating the outgoing forms and reports represents the outgoing interface where
the results of functioning of other subsystems are shown in convenient for the person shape and, in our
opinion, restricted risks to the full are typical of it.

Information system in logistics consists of functional and supplying subsystems [16]. Supplying
subsystem includes [16]: technical supply — means with the help of which generation, transfer, reception
and processing of information streams in logistics system are carried out; information supply — various
guides, classifiers, means of formalized description of data etc.; mathematical supply — the complex of
economical and mathematical methods and models with the help of which logistic tasks are completed
(which form the functional subsystem). Undesired situations in functioning of these subsystems condition
the occurrence of the corresponding information risks.

Risks of information security of the company can be considered one of the main information risks, as
the competitor side, having acquired some information, may bring considerable damage to the company.
“Risks of information security are the risks which information assets of the organization are subject to”
[19]. Information assets are the information represented in paper, electronic or oral form and is of
considerable value for the company [19].

Using the classification of information risks of the company put forward in [20], to the risks of
information security in logistics we may refer the following ones: the risk of potential leak of confidential,
commercial information (which may diminish the competitive advantages of the company, harm the
reputation of the company, derail some agreements etc.), connected with performing logistic operation;
risk of loss of valuable data or their probable inaccessibility due to, in particular, failures in the functioning
of information and telecommunication network and system caused by the actions of the hackers; the risk of
the probable distortion or deletion of information (which is used in functioning of the logistics system) by
hackers or the company employees (intentional or unintentional).

Information risks of logistic elements. In general to logistic elements may be referred people,
material values, structures, tasks, technologies etc., which within the frames of the logistics system are
oriented on achieving definite goals in conditions of the ever changing external environment [12, 13]. For
achieving the goals of functioning of the logistics system such elements should own definite information
the acquiring of which may be connected with corresponding risks. The signs of errors that such
information may include, and other undesired situations connected with its transfer and processing by the
logistics elements can be considered operational information risks of the logistics elements. In particular,
operators entering data in the computer system may make a mechanical mistake (misprint) which will be
revealed in some time, but on the basis of the entered data some decisions may be taken by that moment.
For example, in commerce the situations are possible (usually when staff is not qualified enough or doesn’t
perform its obligations in the appropriate way) in which there is one name of the item, but different types
of packing (for food products), different sizes (for clothes, shoes) etc. and incorrect entering of data (which
do not correspond the real availability) conditions the number of the future misunderstandings (in
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information system there is the size of the chosen shoes model and there is no such size in stock etc.).
Besides, in this case incorrect decision may be taken as for the purchase of the necessary products.

Information risks of the logistic streams. This type of risks is first of all connected with information
streams. However, in a certain way this type of risks is indirectly typical of other streams due to the fact
that any logistic stream may not exist and flow without the accompanying and present inn it information.
Information stream may be characterized by the following factors [16]: the source of occurrence; direction
of the stream movement; the speed of reception and transfer; the intensity of stream; the volume of stream
etc. Thus, under information risks of logistic streams we will understand the potential negative changes in
the indicators of the information stream and other streams that are conditioned by changes in the
accompanying information stream. For example, one of such risks is the risk of reduction of speed of
information stream due to the use of information and telecommunication networks and systems by bigger
number of users and their transfer of the increased volume of information. Let us recall how the speed of
the home Internet may fall in the evening or at the weekend when all the people are home in comparison
with day time on week days. The reason for this is the use of the same channel of information by a bigger
number of people and transfer of the bigger volume of information is performed. The same may happen in
the logistics systems. This is why actual is the task of choice of hardware and software which would allow
working quickly and effectively in case of the increased information loads on the system.

Depending on the type of information carrier we may distinguish the electronic information risks
and ““traditional’” information risks. Electronic information risks are connected with probable undesired
situations in functioning of the logistics system which are stipulated by incomplete, untimely or incorrect
information represented in digital form with the help of various modern means that may be used for
generation, transfer, reception or storing of such information. For example, there is a risk that transferred in
electronic form invoice from the supplier will be incorrectly uploaded in information system of the
researched company without additional control by personnel which will further condition the number of
inefficient decisions. Automatic transfer of the price-lists by the suppliers to their contractors or by various
Internet shops to the sites that are the accumulated catalogues of goods may also not always be successful.
In particular, during generation of the price-lists file not all the cells may be filled which may condition
some errors during import of the file in the contractors’ system; during the transfer of such file breakdowns
in the functioning of information and telecommunication networks may occur etc.

“Traditional” information risks are connected with probable undesired situations that may occur in
functioning of the logistics system and are conditioned by incomplete, untimely or incorrect information
represented in “traditional” form, i.e. on paper or oral form. For example, when a manager shares the
information with subordinates, there may not be full understanding. Information about the product on its
packing may be damaged while transporting which may bring about further problems in its movement to
the consumer within the logistics system. For example, the damaged bar code will be impossible to identify
automatically.

However, now information may very quickly change the type of its carrier, so it is quite hard to
unambiguously talk about manifestation of electronic or traditional information risks. For example, the
printed from the information system information (invoice, report etc.) may contain some mistakes — will it
be the manifestation of electronic or traditional information risks? In this case, in our opinion, we need to
mention mixed information risks.

Management of the logistics systems information risks. The aim of developing the system of
management of information risks of the logistics systems is to minimize the potential negative influence of
manifestations of such risks on functioning of the logistics system in general and its elements. The system
of information risk management constitutes of such elements [1]:

— subject of management — a person or a group of people having the corresponding competences
for taking managing decisions and bearing responsibility for the consequences of realization and taking
such decisions;

— principles of risk management — rules and statements which should be observed in the process of
managing the information risks of the logistics system;
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- methods of risk management — means of actions aimed at achieving the goal (or goals) of
information risk management. They are the basis of tactics of information risks management;

— means of risk management — various instruments (material, intellectual, technical, information
resources; innovative technologies; mathematical models of evaluation and forecasting of risks etc.);

— strategy of information risk management — general plan as for managing information risks for a
long period of time which is based, in particular, on the forecast evaluations of the levels of information
risks and ways of their elimination.

At the moment there is no generally accepted approach as for developing the system of information
risk management of the logistics system. However, various state and field standards and methodologies
may the guides, for example:

— ISO/IEC 27001:2013 “Information technologies. Methods of security protection. The system of
management of information security. Requirements” [21], ISO/IEC 27002:2013 “Information techno-
logies. Methods of security protection. Collection of rules of information protection management” [22];

— NIST (National Institute of Standards and Technology 800-30 “A guide on managing risks for
information and technological systems” [23];

- CRAMM (CCTA Risk Analysis and Management Method), Central Computer and
Telecommunications Agency (CCTA) [24, 25];

- OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation [26];

- COBIT 5 for Risk [27];

— DSTU 3396.0-96 “Protection of information. Technical protection of information. Major
statements” [28], DSTU 3396.1-96 “Protection of information. Technical protection of information.
Procedure for the conduct of works” [29], DSTU 3396.2-97 “Protection of information. Technical
protection of information. Terms and definitions” [30].

A thorough analysis of methodologies NIST 800-30, CRAMM, OCTAVE was performed, in
particular, in investigations [19, 31].

The managing of information risks of the logistics systems should be performed in the context of
general risk management and may consist of stages enlisted, in particular, in [32, 33]:

1) Evaluation of the environment. At this stage strategic, tactical and operational goals of
information risk management of the logistics system are determined;

2) Evaluation of risk. This stage includes identification, analysis and calculation (evaluation) of risk;

3) Decrease of the risk level. At this stage the results of information risk management and decisions
as for the frames of the allowed level of the corresponding risks, the effectiveness and level of the allowed
information risks are evaluated.

Besides, for managing information risks one may use the generalized schematic diagram of risk
management which is represented in [34] and adapted to logistic risks in [33].

One of the main stages of information risks management is qualitative and quantitative analysis of
risks. Qualitative analysis of information risks presupposes identification of factors of information risks,
the number of situations in which the corresponding threats may occur — in particular, the threat to
information security. Qualitative evaluation of information risks may be performed, for example, with the
help of expert evaluations method [1]. For performing the quantitative analysis of information risks one
may use the number of methods [1, 14, 33, 35], among which are the method of analogies, the analysis of
vulnerability, methods of imitational modeling, analysis of the market of potential losses, statistical
method, scenario method etc. To quantitative indexes of the risk level are referred [1, 14, 35]: the expected
potential losses; the risk coefficient; mean-square deviation; dispersion; the coefficient of variation; semi-
variation; semi-square deviation; the coefficient of semi-variation; the coefficient of asymmetry; the
coefficient of excess.

Qualitative and quantitative analysis of information risks, their quantitative evaluation may be a
good ground for taking the corresponding managing decisions the aim of which is achieving the goals of
functioning of the logistics system with the help of appropriate economic and mathematical models.
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Modeling of information risks of logistics system. Today risks of information security are the
most researched, and for them various models exist. Now the models may be divided into models of
detection of threats and vulnerabilities and models of information streams [36]. In the work [37] the
following models are enlisted: the model of evaluation of information security risks; imitational model of
processing information security risks on the basis of the painted Petri net; model of detecting the
vulnerabilities in the process of exploitation the information system of the company with the use of
business games (the method of brainstorm is taken as basis for the game); incremental model of
development of information security system which allows, in particular, speeding up the creation of such
system. The constituent parts of one of the possible models of information streams can be found in [36],
where the process of information security risks evaluation by threats of maintenance failure, confidentiality
and integrity is described. Such models have the corresponding software realization.

However, few works are devoted to modeling of other types of information risks, and it is necessary
to fill this gap. There are various instruments of mathematical modeling that can be used for information
risks modeling. The concept of the game theory [14] is one of the progressive concepts that can be used for
solving the problems of taking decisions in logistics which are burdened, in particular, by information
risks. Within the frames of this concept a number of information situations are distinguished which are
characterized by the level of uncertainty as for the economic environment being in one of its possible states
at the moment of the subject of management taking decision [38]. Depending on information situation
various criteria of decisions taking may be used in managing the process of functioning of the logistics
system which are set forth in [14, 38].

We regard as prospective the use of the basic instruments of artificial intellect in modeling of information
risks of the logistics systems: expert systems, artificial neuron nets, fuzzy sets and fuzzy logic, population
methods and optimization models (genetic algorithm and coevolution). These instruments have their advantages
and disadvantages which require separate investigations as for the development of the corresponding economic
and mathematical models of evaluation of information risks of the logistics systems.

Conclusions. Information if competently used has always been one of the means due to which the
companies could increase their competitiveness. Information carriers have been changing throughout the
existence of the mankind — usually new carriers appear. In particular, the development of the up-to-date
information and telecommunication technologies allowed to more widely use information in electronic
form for both household and business needs. Such use conditioned the widening of spectrum of
information risks. Information risks of the logistics systems acquire the ever bigger part among other risks.
That is why it is necessary to be able to determine their sources, to evaluate, model and manage them.
Some aspects of this problem were considered in this article.

By this work we wanted to widen the understanding of information risks, in particular, of logistics
systems. We made a definition of information risks of the logistics systems, described their object, subject,
sources. We offered classification of such risks and showed conceptual approaches to modeling and
managing information risks of logistics systems and prospects for further investigations. In particular, it is
appropriate to develop the theory and modeling of information risk of logistics systems in the following
directions: qualitative and quantitative analysis; indexes of the qualitative evaluation of the risk level,
economical and mathematical modeling; risk management.
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