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Po3rnsiynTo nuTaHHsA minBuieHHs e()eKTUBHOCTI 3a0e3nedyeHHs iH(opManiiiHoi Oe3nexu y
30poiinux cwiax YKpaiHd 3 mo3umil aaMiHiCTPaTMBHO-NPABOBOIO Ta COWIOJIOTIYHOIO ACHEKTIB.
Posrnsinyro ynpapiinns 3a0e3nedeHHsiM iH(opmaliiiHoi Oe3nexu, ocodamBocTi iHpopManiiiHoOro
BIUIMBY HA BiliCbKOBOCIYK00BIIB, 3B SI30K 3 00€31aTHICTIO BiliCbKOBHX KOJIEKTHUBIB, MOJ&Ib
onTuMi3alii aIMiHICTPATHBHO-TIPABOBOI0 peryJioBaHHA iHpopMamiiinoi Oesnexku y 30poiiHuX
CHJIAX, CHCTEMHE 3aCTOCYBAHHA MeTO/IB iH(popmaniiino-aHaTiTHYHOI po00TH, iX B3a€EMO3B’ A30K.

KarouoBi cioBa: ingopmaniiina Oe3meka, 30poiini cuau, iHdopmanilinuii BNJMB,
iHpopmaniiina Oe3neka BilicbKOBOCIY:K00BIIS.

B. JI. OpThiHCcKUii

IMPOBJEMbI OBECIIEYEHUSI HTHOOPMAIIMOHHON
BE3OIIACHOCTH B BOOPYKEHHBIX CUJIAX YKPAUHBI:
IMPABOBOM U COLIMOJIOTMYECKHU ACHEKTHI

PaccmoTpens! Bonpochl noBbiieHus: 3 peKTHBHOCTH o0ecnieyeHHs MHQOpManoHHOI
0e3onacHocTd B Boopy:eHHBIX cHJIaX YKPauHbI ¢ MO3MIUM AIMUHUCTPATHBHO-TIPABOBOT0 M
COLOJIOTMYECKOr0 acneKkToB. PaccMoTpenbl ynmpasiieHue o0ecniedyeHHeM HH(OPMALMOHHOMI
0e30I1aCHOCTH, 0COOCHHOCTH MH(OPMALMOHHOTO BO3/ICHCTBHSI HA BOCHHOCJIY:KAIIHUX, CBA3b C
00ecIOCOOHOCTBI0 BOMHCKHMX KOJUIEKTHMBOB, MOJe/Ib ONTUMHU3AUMU AIMHHHCTPATUBHO-
NPaBOBOr0 PperyJupoBaHusa uHGopMaunoHHOii Oe3omacHocTM B BoopyxkeHHBIX cHIax,
CHCTeMHOe MPHUMeHeHHe MeTOA0B HH(POPMAIMOHHO-AHATUTHYECKOH padoThl, HX B3aMMOCBA3b.

KmoueBbie cioBa: nuagopmanmonHas 0e3onacHocTb, Boopy:keHHble cuiibl, HHGOPMAIMOHHOE
BO3/ciicTBHE, HH(POPMALUOHHAS 0€30I1ACHOCTH BOCHHOCIYKAILIET0.

V. L. Ortynsky

THE PROBLEM S OF INFORMATION SECURITY
INTHE ARMED FORCES OF UKRAINE IN THE LEGAL
AND SOCIOLOGICAL ASPECTS

The article raises questions efficiency of information security in the Armed Forces of
Ukraine from the standpoint of administrative, legal and sociological aspects. We consider
information security management, particularly the impact of information on military
personnel, communication with the combat capability of military groups, model optimization



administrative and legal regulation of information security in the Armed Forces, systemic
application of methods of infor mation-analytical work, their relationship.

Key words: information security, military, informational influence, infor mation security
serviceman.

IMocTanoBka npodemu. CenapaTi3M Ta BificbKOBa arpecis Ha cxoJi YKpaiHu CTBOPIOIOTh peaslbHY
3arpo3y HalliOHANBHIA Oe3meni Jep)kaBd, IO CBOEK YePror MoTpedye HAYKOBOTO aHamizy Ha
YIIOCKOHAJICHHS JISUTBHOCT1 CTPYKTYP, SIKi 3a0€3MeUyI0Th 3aXHCT TEPUTOPIANBHOI IIUTICHOCT1 JepKaBH. Y
BiliCbKOBUX (OpMYyBaHHSX PO3BUHEHUX KpaiH CBITY TpPHBA€ AaKTUBHHH PO3BUTOK 1 BHKOPHCTAHHS
MOTEHIlIAy CydacHUX IiHGOpPMAIlIfHMX TEXHOJIOriM Imig 4ac 3abe3nedyeHHss OOErOTOBHOCTI BIHCBK. Y
36poitanx cuwmax HATO e migposminu 3 QyHKOisMH mpotuaii iHQopMamiiHOro BIUTUBY BOpOra Ta
3a0e3nedeHHs iH(popMaiiiHOi Oe3neKy BiHChKOBOCTYKOOBIIB. MiX MPOIecCOM YNpaBIiHHS BiChKaMU i
iHhOpMaIliiiHOI 0e3MeK0r0 BIHCHKOBOCIYKOOBIIIB ICHY€E B3a€MO3B’ I30K: YUM BHUIIMI PIBEHb OC3IIEKH, TUM
BUIIHH PiBEHb KEPOBAHOCTI.

3aBIsSKM HAYKOBO-TEXHIYHOMY TIOTEHIiaTy i IHTEHCHBHOMY PO3BHTKY 1H(OpMAIiHHO-KOMYHIKATHBHUX
Mepex iH(pOpMaIlisi MOXXKe MaTH 1 IO3UTHBHMM, 1 HETAaTUBHUH BIUIMB HE TUIbKA HA TOJITHYHE MHCJICHHS,
CIIUTBHICTD, KYJIBTYPY CYCIIUIBCTBA, a i Ha iH(opMaIliiiHe cepenoBuIle BiiChKOBOCTYKOOBIIIB. Y 3B’ S3KY 3 1HM,
OJTHVMM 3 TIEPCTICKTHBHHX HAIPSMKIB JIOCII/KECHD Y BICHKOBIH raity3i CTatoTh po3pOOKH KOHIIETIIIH epexoy Bis
KepoBaHOI 30poi JI0 KepoBaHWX KOH(MIIKTIB 3 HapollyBaHHsM iH(popmamiiHoi ckinanoBoi. OmHak YkpaiHa,
OIMHUBILKCEH TIepel] HEOE3MEKO HEBIABOPOTHOrO 1H(GOPMAIIHHOIO BIUIMBY, TOYMHAE BKMUBATH BIIIOBIIHHX
3axomiB. [TutaHHs iH(pOpMAITIHHOT OE3MeKH y PABOBOMY Ta COLIIONIONYHOMY acIieKTax, OCOOIMBO IOIIYK 3aCO0IB
1 NIUISAXIB YIPaBITiHHS HErO, HA0YBAIOTh BAYK/IMBOT'O 3HAUCHHSI.

Cryninb HayKoBoI po3podsieHocTi nmpodsaemu. [IpoBeneHnid aHaNi3 CHEIATBHOL JIITEPATYpH A€ 3MOTY
3pOOMTH BHMCHOBOK, III0 CydacHe iH(opMalliiiHe NpaBo Mae JJOCTaTHIO TEOPETUKO-METOMONIONYHY Ta
iHpopmarriiiHo-cTaTucTHuHy 0a3y. Jlocmimkenns y chepi iHdopmariiiiHoi Oe3nekn y 30pOiHNX CHITax JOLUIBHO
po3minmuTH Ha AT rpyn. [lepury rpymy 00 €IHYIOTH pe3yabTaTH JOCHTITHUIBKOI MiSUTBHOCTI BYEGHHX 3
BUSIBJICHHSI 3arajlbHUX TPHHIIMITB 1 METOMIB HAYKOBOrO aHamidy iH(opMmarliinoi Oesneku. o npyroi rpymnu
BXOJIATh JIOCIITHUKH HOPMATHBHO-TIPABOBOTO PETYIIOBAHHS MisSUTBHOCTI TEIEKOMYHIKAIIHHUX cHCTeM. TpeTro
TPYIly YTBOPIOIOTH BUCHI, SIKi BUBYAIM OKpEMi MPoOJIeMH yIpaBiIiHHS iHQOpMAIIIHHOIO O€31EKOI0 Y BIHCEKOBOMY
cepenoBuIl. YerBepra rpyna CKIaJa€ThCsd 3 YUCHHX, IO PO3POOJIAIOTH METONONOTIYHMEN 1 KaTeropiajbHO-
MOHATIMHUI amapar i yac JOoCTipKeHHs iHpopManiiiHux mpoteci. I1'sta rpyna mnpencrapiicHa 3apyObKHUMI
BUYCHUMH, SIKI BHBYQIMA TNPUPONY iH(opMarlii, po3poOmsuti Teopii CTBOpEeHHS 1H(POPMAIIHOrO CyCIiUIbCTBA.
3HauHMI BHECOK Y PO3BUTOK JOCHiKyBaHOi mpobmemu 3podwmm: B. I'aBnoecbkwmii, B. I'purenxo,
P. Kamtoxxuuit, b. Kopmuu, A. Mapymak, [1. Mensnuk, B. Ium6amtok, M. IlIeenp, Y. Jlinnvan, M. Mak-
JIroen, P. Paiix, E. Toduep, K. Yaiinbeprep, @.Yeocrep, K. Llennon, I1. [petinep Ta iHi.

Meta fpociigKeHHsI — HA OCHOBI aHaNi3y (QYHKI[IOHAJIBHOTO CTaHY aIMiHICTPaTHBHO-IIPABOBOTO
yrpaBimiHHS iHQopMaIiiHO0 0e3MeKoro B 30pOHIX cHlaX PO3TIISTHYTH HAIPSMU OIITUMI3aIlii.

Bukaang ocHoBHOro marepiany. Y3araJbHEHHS! BITYM3HSHOTO Ta 3apyOiKHOTO JOCBiY BHBUCHHS
iHpopMaIiiiHOT Oe3MeKn Ta YIpaBIiHHSA HE Jald 3MOTY PpO3IIISIATH YIPaBJIiHHS iH(OpPMANiHHOI
Oesriekoro B 30poiHMX CHiIaX SK CHCTEMaTHYHHWI BIUIMB Ha iHQOpMalliiiHe cepenoBuine GopMyBaHHIM
iH(hOPMAIIITHOTO MOJI 3 METOI0 PEryJIIOBaHHS SKOCTI IHPOPMAIIMHKUX MOTOKIB, SIKI JI03BOJISIOTH YCITIIITHO
BHKOHYBATH IIOCTABJICHI 3aBJJaHHS, BpaXOBYIOUH peasibHy 00CTaHOBKY.

BuBuarouu TEOPETUKO-METOMUYHI MMIIXOAM MO0 HAYKOBOI'O IOCTIIKEHHS aJMIHICTPATHBHO-
MIPABOBOr0 YIIPABIIHHS 1H(GOPMAITHOIO OE3MeKOl0 3arajoM Ta B KOHKPETHHUX COI[IAJIbHUX YMOBax —
Be/IeHHS OOMOBHIX Jili Ha CXOIi JIep>KaBU Ta PO3BUTKY 30pOMHUX CHII THTEPIPETYEThCS K CHCTEMHHH
mpoliec, 1o rmepeadavae opraHiz3alliiHO-yIMPaBIIHCHKHIA 1 NPaBOBO-iH(GOPMAIIHUN KOMIIOHEHTH, MAae
CKJIaJIHy CTPYKTYPY B3a€MOIIOB' I3aHMX CJIEMEHTIB, sIKI O€3MOCEPEIHBO 1 OMOCEPEIKOBAHO BILIMBAIOTH Ha
CyCHUTbHI BiHOCHHHM. MOXJIIMBICTh peaiizamii ynpaBiiHHsA iHGOpMAaIiiiHOIO Oe3MeKol BiHChKOBO-
CITyOO0BIIIB 30UTBITYETHCS TIEPEBAKHO B YMOBax poO3MIMpeHHs iH(opMmaTH3aiii cycrmijbcTBa, siKa craya
aTpuOyTOM BUCOKOPO3BHUHEHHX KpaiH.



[ndopmariitna Mozenb MisSUTLHOCTI OpraHiB yHpaBIiHHA 1010 GopMyBaHHS iH(popMarlliiHoi Oe3nekn
BiiCHKOBOCTYXOOBIIIB SBJIIE COOOI0, 3 TO3WIII CTPYKTYPHO-(PYHKIIIOHAILHOTO TIiIXOAY, CYKYIHICTh
B3a€MOITOB’ I3aHUX HANpsMIB, SKi 00 €JHYIOTh. OONIK 1 KOPEKI[i0 30BHIIIHBOrO iH(OpMaIiiHOro
cepenoBuiia; (opMyBaHHs IiH(opMalliiiHOro monss B 30pOWHMX CHiax; 3a0e3rnedeHHs iHopMaIiitHol
0e3rmeky Ta MIHIMI3aIli0 HE3aXHUIIEHOCTI BICHKOBOCTYXOOBIIIB; CTBOPCHHS MOXJIMBOCTEH 3aJJ0BOJICHHS
notped BiiCbKOBOCITYKOOBIIIB.

3MmicT mpaBoBOro 3a0e3medeHHs iH(opMalliifHOT Oe3NeKH CTAHOBNIATH. CHCTEMa IOHSTh
iHbopMarlliiiHoi chepu, MexaHI3MU BHSBJICHHS O3HAaK BHUHUKHEHHS IPABOBITHOCHH, SKI IUIATalOTh
PEryJItoBaHHIO, 3aKOHOMIPHOCTI (hOpMyBaHHS HOPMATHBHOI 0a3u MPaBOBOro 3a0e3rneueHHs iHPOpPMAaIIHHOT
Oesrekn B yMOBax BeleHHsS O0MOBUX il Ta crocoOM X aHaji3y, TEOPETUYHHI aHali3 CyKYITHOCTI HOPM
MMO3UTHBHOIO TPaBa, IO PEryjIri0Th BIAHOCHHHU Yy cdepi 3arpo3 Oe3merli OCHOBHUX 00’ €KTIB BIHCHKOBHX
iHTepeciB B iH(opMamiiHid cdepi, 1 HOpM, IO BH3HAYAIOTh KOMIICTCHIIIO CYO' €KTIB MHPOTHIII UM
3arposam; crerudivyni I i€l rajxy3i mpaBoBl METOAM MPOTUIIl 3arpo3aM; MPaBOBI METOIU OpraHizarii
TISTTBHOCTI OCHOBHHX Y0’ €KTiB 3a0e3medeHHs iHhopMalliiHol Oe3rneku.

[IpaBoBe 3a0e3mneucHHs iH(OpPMAIlIHHOI Oe3MeKn sBIsE COOO0K KOMIUIEKCHHH HAaIpsM IPaBOBOTO
peryjitoBaHHS BITHOCHMH Yy Taly3l HOpOTHIii 3arpo3am Oe3meku 00 €KTiB BIMCHKOBUX IHTEPECIB B
iHpopMarlriiiHiii  cdhepi Ha OCHOBI HOPM KOHCTUTYHIMHOrO, IIMBUIBHOIO, aJMIHICTPaTHBHOIO,
KpUMIiHAJIBHOTO, TPY/AOBOIO Ta iH(oOpMaIliifHOro TpaBa, a TAKOXK HAIPSIMOK 3IIMCHEHHs OpraHizaliiiHo-
MPABOBUX 3aXOMdiB MO0 MPOTHAIl muM 3arpo3aM. OCHOBHUMH 00 €KTaMH BIHCHKOBMX IHTEpPECIB B
iHpopManiitaiii chepi € iHpopmanis, iHopMmariiiHa iHppacTpykTypa 1 iH(oOpMaliiiHoi Oe3neka
BiliCHKOBOCITYKOOBIIIB.

dopmyBaHHST HOpMATHBHOI 0a3W MPaBOBOTO PETYNIOBAHHS BIMHOCHH Yy Tajy3i MPOTHAIl 3arpo3am
Oesriekn 00’ €KTIB BIMCPKOBHX iHTepeciB B iH(opMarliiHiii cdepi nependadae Taki OCHOBHI €Tamu: aHAIi3
MPaBOBHX XapaKTEPHCTHK 00 €KTa BiCHKOBHX iHTepeciB B iH(popMamiiiHiil cdepi; aHami3 3MicTy 3arpo3
Oesriekn 00’ €KTIB BICHKOBHX 1HTEpeciB B iH(poOpMamlidHii cdepi; aHam3 HOPMATUBHOTO MPABOBOTO
3a0e3nedyeHHs] Oe3leku 00’ €KTiB BICHKOBUX 1HTEpeciB B iHQopMaliiiHiid cdepi; po3podka MPOMO3uUILii
010 BJOCKOHAJICHHSI HOPM, 10 PEr'yJIIOI0Th BIIHOCHHHM B raily3i 3a0e3redeHHs 0e3eKu IuX 00 €KTIB.

CrpykTypa HOpPMATHBHOI (a3 IPaBOBOI'O PEryJNIOBaHHS BIMHOCHH y Taly3i MpPOTUAIl 3arpozam
Oesriekn 00’ €KTiB BiCHKOBHX iHTepeciB B iH(popMalliiHid cdepi MICTUTh Taki CKJIaJOBi: MpaBoBe
3a0e3nedueHHst Oesneku iHdopmamii B GopMi BitoMocTeid; paBoBe 3a0be3rnedeHHs Oesrneku iHdopmarii y
¢dbopMi TOBIIOMIIEHb, MpPaBOBE TapaHTyBaHHS Oe3lekd iHPopMaliiHOi IHPPACTPYKTYypH; TpaBOBE
3abe3nedeHHs iHpopMmarlliifHoi Oe3rmekn BilichbKOBOCTYKOOBIIIB.

[IpaBoBa npoTuais 3arpo3am Oesneni iHdopmaiii y popmi BitoMocTeil cipsMoBaHa Ha HOpMAaTHBHE
peryioBaHHS BIAHOCHMH Yy cdepl HpOTHAIl 3aCTOCYBaHHIO CIEIIaJbHUX TEXHOJOrIH HaB'A3yBaHHS
BIIOMOCTEH 3a JIOMOMOI'OI0 3IMCHEHHS 1HAMBIIYyaJbHOTO IICUXOIOTTYHOI0 HACHIIBCTBA 3 BUKOPHUCTAHHIM
creriabHUX iHQOpMAaIiHHUX TEXHOJOT1H, MO IPYHTYIOThCS Ha MOMIMPEHHI MacoBol iH(popMallii, a TaKoXK
MPaBOBUX HOPM, IO PErYNIOIOTh BITHOCHMHH Y cdepi MpoTuail mpomaranji ITyXOBHHUX 1 MOpaJbHUX
LIHHOCTEH, IO cynepevyarh NMPUHHATAM B YKpPaiHCBKOMY CYCHUTBCTBI, Ta Ha HOpPMax KOHCTHTYIIHHOTO,
aJIMIHICTPaTHBHOI'O Ta KPUMIHAIBHOTO TpaBa.

[IpaBoBa mpotupaist 3arpo3am Oesmeri iHpopMamii y ¢opMi TOBIJOMICHH CIpsIMOBaHA Ha
HOpPMAaTHBHE PEryIIOBaHHS BiTHOCHH y chepi 3a0e3meueHHs 30epeKeHOCTI JOKYMEHTIB Ta IPYHTYEThCS Ha
HOpPMax IMBUIBHOTO, a/IMIHICTPATUBHOTO, iH(OPMAIIHHOTO, TPYIOBOTO Ta KPUMIHAIBHOTO TpaBa.

[IpaBoBy mporumito 3arpo3am Oesmeni iH(opMmariiHol IHPPACTPYKTYpH CHOPSIMOBAHO Ha
HOPMATHUBHE PEryJIOBaHHS BiIHOCHH y cepi 3a0e3redeHHs] CXOPOHHOCTI TeJIeKOMYHIKAIiHIX 00’ €KTiB,
Mmpane3laTHOCTI  3aco0iB  3B’sI3Ky,  palliOHAbHOrO BHKOPUCTAaHHS  PajJiodacTOTHOTO  pecypcy,
o0cIyroByBaHHS a00OHEHTIB MEPEXKi 3B’ 3Ky, CTiliKOro (QpyHKIIIOHYBaHHS MEpex 3B 53Ky, iH(OpMaNiiHUX i
KOMIT IOTEPHHX CHCTEM, IH(QOpMAIITHIX Mepex i IHIIMX OpTaHi3aliifHO-TEXHIYHMUX CHCTEM, TPU3HAYEHUX
JUIS TiABMILNEHHS e(eKTUBHOCTI JISUTBHOCTI CyO’ ekTiB iH(opMamiiiHol chepH, a TaKOK BHUPOOHHIITBA Ta
MOUIMPEHHsT TPOAYKIii 3acobiB Macooi iHdopmanii. Llg mpoTHmist TpyHTYyeTbCS Ha HOpMax
KOHCTHUTYI[IHHOTO, aIMIHICTPaTUBHOTO, iH(OPMAIiHHOTO Ta KPUMIHAJILHOTO MpaBa.
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[IpaBoBe 3abe3medeHHsT 3aXWIIEHOCTI Bij 3arpo3 iHQopmariiHiid Oe3meli BiliCBKOBOCTYXOOBIIIB
CHIpsSIMOBaHE Ha HOPMATHBHE PEryJIIOBaHHS BiJIHOCHH y Tally3i peaiizaiii rapanTiii: HagaHHs iHdopmaiii,
HeoOX1IHOT ISt peaizallil 3aKOHHUX IHTEpEeCiB; HaJaHH 3allikaBJIeHUM Cy0’ ekTam iHdopMaliiHoi chepH,
a TaKoX MpPEACTaBHUKIB 3aco0iB MacoBoi iHQOpMalii, TOCTYNmy 10 BiJIKPHUTOI CYCHUIBHO 3HAYUMOI
iHpoOpMaIii, MO HAKOMUYYEThCS B JEpKaBHUX OpraHax; Jep)KaBHOI MiATPUMKH 3aco0iB MacoBoi
iH(OpMaIlii; MoMMPEHHsT MacoBol iH(GOpMAIlii Jep)KaBHUMH OpTaHAMH; 3aXHUCTY BIHCHKOBUMH OpTraHaMH
iHpopManii s obMexeHoro poctymy. Lls mpoTHOisE TPYHTYETbCS Ha HOpPMax KOHCTHTYIIHHOTIO,
HUBUILHOTO, aJIMIHICTPATUBHOIO, 1IH(GOPMAIIIIHOI0 Ta KpUMIHAJIBHOTO ITpaBa.

HopmaTuBHE peryiroBaHHS BIJHOCMH Yy Tajdy3l OpraHIi3alliifHO-IIPABOBOI AISUTBHOCTI CYO' €KTIB
3a0e3reyeHHsT 1H(pOpMAIIiFHOT Oe3leKH CrpsMOBaHE HA BCTAHOBJICHHS KOMIICTEHIIi BIHCHKOBHX OpraHiB 3i
3IIACHEHHS TPaBO3aCTOCOBHOI MPAKTUKU B Tajly3i MPOTHIIl 3arpo3aM OE3MeKd OCHOBHHX 00 €KTIB BiHCHKOBHX
iHTepeciB B iH(MopMaIiiiHii chepi, a TAKOK Ha KOOPIHMHAIIO i€l MiSUTBHOCTI YIIOBHOBaYKEHUMH TI0CAJIOBHMH
ocobamu Ta opraHamu. Llst TisuTbHICTB IPYHTYETHCS HA HOPMaxX KOHCTATYLIMHOTO 1 aIMIHICTPaTHBHOTO MPaBa.

Pesynbratn aHamizy 3akoHoAaB4YMX (3aKoHIB YKpainu, moctanoB KaGinery MinicTpiB Ykpainu) Ta
BiloMunx (HaKa3iB, TUPEKTUB, BKa3iBOK MIHICTpiB OOOpOHU Ta BHYTPIIIHIX ClpaB YKpaiHH) aKTiB, a
TaKOK JOKYMCHTIB 0e3 OOMEKEHHS JOCTYIy, IO CTOCYIOThCS iH(OpMaIliiHOro 3a0e3neueHHs 1
iH(opMaIiitHoi 6e3nekn y 30poiHIX chilaXx TOKa3yloTh, 10 B 3aralibHii CTPYKTYpPi 3MICTOBHOT'O acHeKTy
yhpaBimiHHS  iHpOpMaliiiHolo Oe3nexoro B 30pOWHMX cwiiax peanbHi iH(opMaliiHi noTpedH
BiliCBKOBOCTYKOOBIIIB HE 3HAaXOAATh HalekHOro Bimoopaxkenns [1; 2; 3; 4]. Ilepemkomamu st
yrpaBiiHHS iH(OpMaIiiHOW 0e3MeKo y COIialbHOMY achekTi B 30poHHUX cHJlaX € HEJIOCTATHE Ta
HEMoBHE 3aroBHEHHS iH(opMaliiiHoro moisi, mo (GOopMyeThCs, BIICYTHICTh HAJISKHOI yBaru OpraHiB
YIIpaBITiHHS JI0 JAHOTO TPOIIeCY, KOHCEPBATH3M YIIPABIiHH B iHPOpPMaIiifHOMY CepeIOBHUIIIL.

[ligBuIIEHHS 3arajbHOOCBITHROTO PIBHS BIHCHKOBOCIYXOOBIIIB IHILIFOE SKICHIIIMNA PIBEHb
iHpOpMaIIfHUX BITHOCHH Yy CcIy)KOOBo-tipodeciiiHiii cdepi Ta HEOOXIMHICTH Teperisiny HHU3KH
YIPaBIIHCHKUX PIllICHb 3 YIPABIIHHA iH(OpMaIlifiHO Oe3neKot0 B 30pOHHUX CHJIaX, OCKUIBKHA HE 3aBXKI1
1 He MOBHOIO MIpOI0 BPaxOBYIOTbCS BUMOTH BiCHKOBOCITY)KOOBIIIB II[0JI0 32/I0BOJICHHS iH(OpMAaLifHIX
norped. 3a3HaueHe BUMAarae po3poOJICHHS Cy4acHOI MOJENi ONTHUMI3alil aaMiHICTpaTHBHO-IPABOBOTO
peryntoBaHHs iH(pOpMaIiiHoI Oe3rekn B 30pOMHUX cuiaX, sSKa OXOIUIOBaja OM peryiiBHY MiSUIbHICTD
OpraHiB JepKaBHOIO Ta BIMCHKOBOTO YHPAaBIiHHA MIOAO MiJBHUINEHHS pPe3yJIbTaTUBHOCTI BIUIMBIB
iHpOPMAIITHOr0 MaKpocepeaoBUIa Ta MIKPOCEPENOBHIA TiJ Yac (QYHKIIOHYBaHHS Cy0' €KTIB
YIPaBIIiHHS JEPKABHOTO, BIJOMYOro Ta M>KOCOOMCTICHOTO PiBHsI, HaJal0ul KOMILIEKC B3a€EMOIIOB’ I3aHUX
HampsAMIB 1 crmoco0iB X MpakTHYHOI peajizaiii, OpiEHTOBaHMX Ha BiATBOPEHHs yMOB iH(popMamiiHOi
Oe3IeKy BiliCbKOBOCTYKOOBIIIB.

EdextuBHe ymnpaBmiHHA iH(QOpMaliiHOK O€3MeK0l BiCHKOBOCIYKOOBIIIB €, 3 OJHOrO OOKY,
HAMBaKJIMBIIIIOID YMOBOIO 3aXHCTY BiJl HETaTUBHOIO iH(OPMAIIHHOrO BIUIMBY, 3 IHIIOTO, KpUTEpieEM
SKOCTI iH(opMaliHOTO 3a0e3neUeHHs AisUTbHOCTI 30pOHHUX CHIL.

B ymoBax wMmHpHOro craHy BimOyBaeTbcsi TMOPIBHSAHO JOCTATHE —3aJI0BOJIGHHS — TOTped
BiliCBKOBOCTTYOOBIIIB 1 OpraHiB BiiCBKOBOTO ympaBiiHHA B iH(opmaiii. B ymoBax OoioBHX 1iif, KoiH
BUHUKAIOTh CTPECOBi CHTYallii, BiJI3BHAYA€ThCSI MaKCHMalbHAa MOTpeda BiCHKOBOCTYKOOBIIB y TIEBHIiH
iHpopmanii. IIposBiseTscs  nmedinutT 00 ekTHBHOI  iHpopMamii. BinOyBaeTbcs — mepepo3momin
iH(pOpMAIITHUX MTOTOKIB 1 piBEHb 3aJI0BOJICHHS iH(QOpMAIIHHUX TTOTPed 3HUKYETHCS.

VY mpoteci onTuMizallii ynpasmiHHS iHGOPMAIliFHOW Oe3MeKOI0 HEOOXIqHO BPaXOBYBaTH BIUIMB i
MOXIIMBOCTI 3BOPOTHOTO 3B’53Ky, 0€3 SKOro HEMHUCIMMHH Bech NpOLEC YNPAaBIiHHSA, OCKUIBKH Ha
KO)KHOMY eTarli rmporecy ooMiHy iHdopmariieto BiiOyBaeThcs JesKe CIIOTBOPEHHS IIEPBUHHOTO ceHcy. Le
MOJKE BUPA3UTHCS B HECTAYl MArOTOBJICHUX KaIPiB 1 BTpaTH JAeTepCcoHai3allil TisIbHOCTI.

VYiockoHalleHHsS YOpaBIiHHA 1HQOpMAIiiHOK Oe3nekoro B 30pOHHHX CcHJIax y MpaBOBOMY Ta
COITIOJNIOTTYHOMY aclleKTax BUMarae peaiizailii KOMIUIEKCY 3aXOJiB IOJ0 ONTHMi3allii opraHi3aliifHo-
TEXHOJIOTTYHMX 1 HOPMATHBHO-IIPABOBMUX OCHOB VIIPABNIHHS B YHPABIIHCHKIM JaHIl Ta BCEOIYHOTO
po3BUTKY iH(DopMariiiHoro 3abe3nedenHs. DopmyBaHHs iHpOpMaNiHHUX TOTPed BilICHBKOBOCITYXOOBIIIB
Ha HEOOXIJTHOMY SIKICHOMY piBHI MoTpeOye HayKOBHH MiAXiJ 10 MpOIleCy YIpaBliHHS iH(OPMAIiHHOI
0e3IeKoro Ta HaIOBHEHHS iH()OPMaIifHOTO MMOJIs 1 B IPABOBOMY, 1 B COIIOJIOTTYHOMY aCIEeKTaX.
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Yrpapiinasa iHQOpMAIIHHO OC3MEeKOI0 Ma€ TEHACHIIIO, SKa JUMHAMIYHO PO3BUBAETHCS, BUSBIIIOUM
ICTOTHHI BIUTHB Ha (QDYHKI[IOHYBaHHS 1 e)eKTHBHICTb JSUTHHOCTI HE TITLKH OpraHiB BiiCbKOBOT'O YIIPABIIiHHS, aJie
1 3araJioM Ha BiiicbKOBI KonekTuBH. Lle nependauae BceOiuHe BpaxyBaHHs IPABOBOIO aCIEKTy CUCTEMATUIHOIO
BIUIMBY Ha iH(opMaliiiHe cepenoBuiie (GopMyBaHHIM iHGOPMAIIMHOIO MO 3 METOH PEryIOBaHHS SKOCTI
iH(OpMAaIIHHUX TOTOKIB 1010 cTa0uTi3aIil iH(OpPMALIIHHOrO BIUIMBY Ha BICHKOBOCITY>KOOBIIIB, 1110 IAI0Th 3MOT'Y
YCHIIIHO BUKOHYBATH TIOCTABIICHI 3aBJAHHSI, BpAXOBYIOUH PealbHHI CTaH.

VY3aranpbHEHHI OCBi/ BITYM3HAHUX 1 3apYODKHHX JOCTITHHUKIB B Taly3i BUBUEHHS iH(opmariiiHol
Oesrieku Ta ii yrmpaBIliHHS Ja€ 3MOTY PO3YMITH CYTHICTh MPABOBOTO 3MICTY YIpPAaBIiHH iH(OPMAIiHHO
Oesriekor0 B 30poiHHMX cuilaX SK BUKOPHCTaHHA (YHKIIA 1 MOXIMBOCTEH YIpaBIiHHS TOTOKAMH B
iHpOpMAIITHOMY CEpelOBHINI Uil PEryIIOBaHHS CTYIEHs 1 XapakTepy BIUIMBY Ha KIIFOUOBI KaHAH 3
ypaxyBaHHSM OIIHKMA iH(OpMaliiHOrO BIUIMBY B IHTepecax MiABHINCHHS piBHI iH(opMaliiHol
3axXUIIEHOCTI 30pOWHUX CHII SIK CAMOCTIHHOT IHCTUTYIIHHO-OpraHi3amiiHol CTPYKTYpH.

CydacHu# cTaH yHpaBliHHA 1H(OPMAIIMHOI OE3IEKOK B COLIOJIOTIYHOMY achekTi y 30poiHHMX
CHJIaX HEIOCTaTHhO 3a0e3reuye BIATBOPEHHS HEOOXIAHMX IiH(GOpPMAIlifHMX BIAHOCHH, aje BOJHOYAC
nepedyBae y GpyHKI[iOHAILHOMY CTaHi 1 He JIOMYyCKa€e ecKaallii Harpy>KeHOCTI.

VY pasi ontuMizaiii ynpapiiHHs iH(opMaIliiHOW 0e3nekor0 y 30poiHMX chilax Ha Cy4acHOMY eTalli
iX PO3BUTKY 1 opraHizaliifHO-IITaTHOTO ped)opMyBaHHS HEOOXiHA peamizallis cyd’ eKTaMU YIpaBIiHHS Ta
¢daxiBusMu B Tamy3i iHpopmamiliHOi Oe3MeKH CIelialbHuX MPHAOMIB [IOAO IUIECIPSIMOBAHOTO
iH(pOpMAIIITHOTO BIUIMBY, 32 SKOTO BPaxOBYIOTHCS colliabHO-TipodeciiiHi Ta corianbHo-nemMorpadiuai
XapaKTePUCTUKU BiliCBKOBOCITYKOOBIIIB MPH 3aJI0BOJICHH] iH(popMamiiHuX notped. Bupimenns npobiem
yrpaBimiHHS iHQOpManidiHOW Oe3MeKOl0 BiMICHKOBOCITYKOOBIIIB 3aJICKUTh BiJl PO3YMIHHS 3HAYYIIOCTI
YIIpaBITiHHS, TOTOBHOCTI Ta Oa)KaHHS ITOCAJOBUX OCi0, SIKi MAIOTh CTaTyc cy0 €KTa YHpaBIiHHS, BUHTH Ha
HOBHI1 piBeHb 3a0e3neueHHs iH(opMaiiinoi 6e3neku. Hemoorrinka ii posi, BiqMoBa BiJl I{UIECIPSIMOBAHOIO
($hopMyBaHHsI TPOMAJICHKOT JYMKH, B KOMILIEKCI 3 3aCTOCYBaHHSM IHHOBAIlIHHUX 3ac00iB iH(OopMaIliiHOrO
3a0e3MeueHHs, ICTOTHO YCKJIaJIHIOITh peanizailiro 30poiHUMHU CHUJIaMU CBOIX (pyHKIIiH, 0COOIMBO 3aBIaHb
3 MATPUMKH iH(OpMaIiifHol Oe3neky BifiCBKOBOCTYXOOBIIIB y OOMOBMX CHUTYyallisx 1 3a0e3redeHHs ix
TOTOBHOCTI /0 BUKOHAHHSI IOCTABJICHUX 3aBJIaHb.

Hns Ttoro, mo6 iHdopmalis BimmoBizaga mnorpedaM BiiCBKOBOTO YIpaBIiHHS, MOTPIOEH
LJICCIIPSIMOBAHUN TMPOLIEC OpraHi3allii, 10 IPYHTYEThCS Ha HOBITHIX TEXHOJOTISX, HOBUX TCHICHIIISIX
PO3BUTKY MNPUKIAAHMX aJMIHICTPATHBHO-IIPABOBUX JOCTIIKEHb. DBIIBIIICTh aHATITUYHMX 3aBJaHb
MOBHHHI BHKOHYBAaTHCS B PEKHUMI MpIMOro iH(OpMAIIHHOTO MOJENIOBAHHS, CIOCTEPEKEHHS 32
KepyBaHHSM IH(QOPMAILIMHUM CEpPEeIOBHINEM, HE BUKIIOYAIOYM TPAJMLIAHY CTaIil0 aHaji3y marepialiB
(my6uikamii). TIpu 1iboMy 3 00Ky (axiBiiiB, 10 MOCTa4ar0Th iH(POPMAILi0, i 3 OOKY OpraHiB BiliCHKOBOTO
VIIpaBITiHHS, K ii CIIOKMBaYa, MOTPiOH1 MOCTIHHI 3yCHILIS.

VY 30poitHux cunax YKpaiHW HUPKYIIOE Pi3HOMAaHITHA 33 XapaKTepUCTHKAMHU, BHIAMH 1 QYHKIISIMH
BilicbKoBa iH(OpMaIlis, Ky aKTUBHO BUKOPHCTOBYIOTH B MPOIECax YIPABIIHHS, HABYAHHS Ta BUXOBAHHS
BiliCbKOBOCTTYOO0BIIiB. BOoHa 00’ €KTUBHO Ma€ MIMPOKUI CHEKTP KUIbKICHO-SKICHHX XapaKTepPHCTHK i
BUMoOTr. UMM BUIIIA BiMOBIIHICTD SKOCTI BUKOPHUCTOBYBAHOI BIHCHKOBOI iH(OpMAILIil 0O BUCYHYTHX JO Hei
BHMOI, THM BHUIIAa C(QEKTHBHICTh BIHCHKOBOI AisibHOCTI. lle omHa 3 HAWBKIMBIIIUX aKCIOM
iHpopMaIiitHoi podoTH B 30pOIHHUX cHIax.

JlyxoBHHI CBIT BiCHKOBOCITYKOOBIIIB (OPMYETbCS Ha OCHOBI iH(OpMAIl 1 MiJ BIUIMBOM
IIECTIPSIMOBAHOTO MPOBeAeHHS iHdopMatiiiHoi poboTu. BrmuBatoun Ha BCi cepH MCUXIKH, 30KpeMa Ha
MOYYTTS BIICHKOBOCITY>KOOBI[IB, BOHA POOWTH BUPINIATbHUI BILUTUB HA MTOBEJIHKY Ta BIICHKOBY JisUTbHICTh
oco0oBoro ckiamy. Taki KOMIOHEHTH JAYXOBHOTO CBITYy OCOOMCTOCTI BiHCHKOBOCIYXOOBIISI, SIK MOJEIh
cBiTY (CBITOIIISM), COMLiaNbHI YCTAaHOBKH, Bipa, MEPEKOHAHHS, MOTHMBH, MAIOTh CKIAIHYy iH(MOpMAIiiHY
OCHOBY. 3a JIOIIOMOTr'0l0 BiiCHKOBO-COMIaTBHOT iH(pOpMAIIil TOps] 3 IHIIHMHU 3aco0aMu MOXKHA (OPMYBATH
JIYXOBHHUU CBIT, CHCTEMY MOpPaJIbHUX IIIHHOCTEH BIHCHKOBOCITY>KOOBI[IB 1 BIUIMBATH Ha iX aKTHBHICTh y
CTpaBi 3axHCTy JiepKaBH. TOMYy CHCTEMHE 3aCTOCYBaHHS METOAIB iH(pOpMaIiifHO-aHATITHYHOI POOOTH
3HAYHO IIJBMILYE MOXKIHNBOCTI iH(pOpPMAIiFiHOro 3a0e3MeUeHHs 1, IK HACTIIOK, iH(hOpMaIliitHOI Oe3rnexu
BIICHKOBOCJTY)KOOBIIIB YCiX KaTeropii. 3 omaHoOro OOKy, Ili METOOM JAlOTh 3MOry 3a0e3ICUUTH BHCOKY
SIKICTh BIHCBKOBO-COLIAAbHOI iH(OpMaIlii, a 3 IHIIOro, 3AaTHI CIAYrYBaTH IPOBIIHHUKOM JEp>KaBHOI
iH(OPMAIIIHOT MONITHKY Y BIiChKaX, SIKY 3[1HCHIOIOTh OpraHu iH(OpMaIiifHOro 3a0e3nevueHHs .



Iopsim 3 aaAMiHICTPaTHBHO-IPaBOBHMH METOJAaMU DEryJIOBaHHS CHCTEMH iH(opMarliiifHoro
3a0e31eueHHs BUCTYIAlOTh HOBI iH(opMalliiiHi TexHoIorii. OnTUMalIbHEe OEAHAHHS TPAJUIIHHIX, HOBUX,
MacoBUX 1 IHAMBiAyaJbHUX iH(OpPMAIIfHUX TEXHOJNOTIH B YNpPaBIIHCHKIH MisUTBHOCTI MOCAZOBHX OCiO
OpraHiB BiliCbKOBOTO YIpaBJiHHS Ta OpraHiB iH(opMamiiiHoro 3abe3revyeHHs € Ba)IMBUM UYHHHUKOM
MIJBHUIIECHHS 11 epEKTUBHOCTI.

VY 3B’si3Ky 3 aKTUBHUM PO3BUTKOM 3a KOPJOHOM CHJI i 3aco0iB iH(OpMAaIidHO-TICHXOIOTI4HO1
00pOTHOM TINBUIIYETHCS aAKTYaNBHICTh TpobieM iHQopManiiiHoi Oe3nekn BilchK, iH(OpMAIliiHO-
MICUXOJIOTTYHOT IPOTHU/IIT, IO BUMArae He TUTBKH iX HayKOBOTO BUBUYEHHS, a 1 MOIIYKY aJeKBATHUX LUISAXiB
moOy10BH €(DEKTUBHOI CHCTEMH 1H(GOPMAIIMHOrO 3aXUCTY SK BaXJIMBOTO KOMIIOHEHTA CY4aCHOI CUCTEMHU
iHpopMaliiiHoro 3abe3neueHHs BIHCPK 1 y MPaBOBOMY, 1 B COILIONOTIYHOMY acrekTax. HeoOximHo
0COOJIMBO BUAUIATH 3aXOmu Oe3MeKH MiJ 4Yac poOOTH B KOMIT FOTEPHUX Mepekax, SKi Bce IHpIIe
BHUKOPUCTOBYIOTbCS B TIOBCSAKICHHHUX YMOBaX OpraHamMd BifiCBKOBOTO YIPAaBIiHHs, YCTAHOBAMH Ta
3aKiaJiaMHi BiiCbKOBHX (OpMyBaHb YKpaiHH.

VY GoiioBiii 0OCTAaHOBII CBOEYACHE BHSBICHHsS Ta aHai3 (MOHITOpHHT) (OpM, METOMIB i 3aco0iB
iHpOpMAIIfHOr0 BIUIMBY BOpOra, MPOTHIIS WOTO BOPOXHM 1 WiIPHBHUM aKIlisiM, IiITPUMAaHHS
HOPMAaJILHOTO iH(OPMAaIIHHOTO PEKHUMY JisUTBHOCTI BIMICBK, MPOBECHHS IIECIPSIMOBAHOI iHpOpMAITiiiHO-
BHUXOBHOI poOOTH 3 0COOOBHM CKJIaJIOM MOPSJ 3 IHIIMMU 3aXOJaMH JIAI0Th 3MOTY BUKOHYBATH 3aBJIAHHS
3aBOIOBaHHS IH(OPMAIIHOI Ta MOPaIbHO-IICHXOJIOrIYHOI IepeBaru HajJ BOPOTOM, IO € BaXKIMBUM
YHHHUKOM TIEPEMOTH B Cy4acHHX OOHOBHX JIisIX.

Croroani 00pa3 30poitHux cuin YKpainu HaOyBae Oa’kaHi KOHTYpPH B TPOMaJICHKil JyMIli yKpaiHIIiB i
IpOMaJsiH 1HO3EMHHX JIepXKaB, TOMY YKpaiHCBKi €IeKTpOHHI Ta JPyKOBaHi 3aco0M MacoBoi iH(opmarii
MOBHHHI OUTBIIIE PO3MOBIIATH PO TOCATHEHHS apMil, 00 MiATPUMYBATH 3HAUYUMICTB 1 CHITY YKpaiHCBKOT
apmii. CpopmoBaHe ysBiIeHHS npo 30poiHI CHJIM HEOOXITHO MIATPUMYBATH 3a JOMOMOIOK peaji3allii
Cy4acHHMX YIPaBIIHCHKUX 1 iH(OPMAaLiHHIX TEXHOJOT1H, 0 BXKE HEOIHOPA30BO JOBEACHO HA TPUKIIaIax
pedopmariiiinux mporecis B apmisix HATO. Burnsaz i penyraiis apmii — 1ie, Hacammepen, iHGopManiiHui
pecypc iX BIUTMBY Ha sIKiCHY 3MiHy 30poWHWX cui YKpaiHH, HalBa)KIWBIilIa CKJIaJloBa Ipolecy ix
MOJABIIOT MOJIEpHI3allil Ta PO3BUTKY.

BucHoBku. Peanizanis indopmaliiiiHoi Oe3lekd y MpPaBOBOMY Ta COIIOJOrIYHOMY acleKTax y
30poiiHUX CcHIaX MOXIIMBA 3a JOINOMOIOK OINTHUMAJbHOIO 3aCTOCYBAaHHS IHHOBAIIMHUX TEXHOJOTIH 3
KOMIUJIEKCHUM  Ju(epeHiiioBanuM  Oe3nepepBHUM  iH(GOpMamiiHUM  BIJIMBOM HA  OCOOHCTICTh
BilicbkoBocyx00BIs. Lle mepenbauae peryisipHe OTpUMaHHS MaKCHMAIbHOTO o0csary iHpopmarii
Cy0’ €KTaMHU YIpaBIliHHS, SKa BIITBOPIOE 3MIHH B Yaci i B MPOCTOPi OCHOBHUX XapPaKTEPUCTHK YYACHHKIB
VIpaBIiHHS 1 OCOONHMBO CTYNEHs 3aJI0BOJICHHA ix iHpopManidHux mnotped. SIkicHe 3a70BONICHHS
iHpOpMaIitHEX MOTPed BiMICHKOBOCITYKOOBIIIB 3a0e31euye CTBOPEHHS MEPEIyMOB 10 TiABHIICHHS PiBHS
iHpopMaIiitHoi Oe3nekn — epeKTHUBHOrO, MIIECHPSIMOBAHOTO, YiTKO CTPYKTYPOBAaHOTO 3a HaNpsSMaMH
iH(pOPMAIIITHOTO BIUIMBY, II0 BPaxOBYE OCOOJIMBOCTI BIHCHKOBOCTYXOOBIIB. Y pe3ynbTaTi YIpaBIiHHS
iH(opMaIiitHoIo Oe3nekor Mae OyTH peani30BaHO KepyIOUHid BIUIMB HA CTaH OO€34aTHOCTI, HAaJIaroKeHo
peryJsipHe OTPUMAaHHSI MaKCUMAJILHOTO 00CATY comioorivnol iHdopMarlii cy0’ ekTamu yrpaBIliHHSL.
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