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Abstract – It’s important to ensure the information assets 
survivability property for the effective and secure highly 
distributed networked systems operation. In order to do this the 
authors of the paper have improved the information assets 
survivability property analysis approach. As the result they 
received effective methodology of the survivability property 
analysis. It gives opportunity to more detail review and analyse 
survivability property attacks. 
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I. Introduction 
The results of previous researches [1, 2], in particular: 
- information security systems (ISS) continuity functio-

ning methodology improvement, 
- establishing dependences between ISS survivability 

parameter, recovery time and ISS risk level 
allow us to analyse and describe the ISS survivability 
property ensuring process and show the ISS risk 
assessment importance as one of the steps to ensure ISS 
survivability property. 

Today’s large-scale, highly distributed networked 
systems improve the efficiency and effectiveness of 
organizations by permitting whole new levels of organi-
zational integration. However, such integration is accom-
panied by elevated risks of intrusion and compromise. 
Incorporating survivability capabilities into an organiza-
tion’s systems can mitigate these risks [3]. 

A widely accepted definition of survivability given in 
literature defines survivability as the capability of a 
system to fulfill its mission in a timely manner, in the 
presence of attacks, failures or accidents [4]. 

The authors of the paper defined in [5] the ISS 
survivability property as a new concept that integrates IT 
security sector developments and risk management to 
protect distributed information flows and assets. 

That’s why information assets survivability property 
analysis should be done in relation to the organization 
mission. Survivability solutions are the best understood as 
a risk-management strategies that first depend on an 
intimate knowledge of the mission being protected [6].  

At the current stage of the progress, companies have to 
ensure key properties of the information assets surviva-
bility, develop and implement business survivability 
strategies using the following means (Table I). 

TABLE 1 
THE KEY PROPERTIES OF THE INFORMATION ASSETS 

SURVIVABILITY AND SURVIVABILITY STRATEGIES 

Key Properties Ensuring of the Key Properties 

Resistance 
- Ability to repel attacks 

Strategies for repelling attacks 
(e.g. firewalls, user 
authentication, diversification) 

Recognition 
- Ability to detect an attack or 
a probe 

- Ability to react or adapt 
during an attack 

Strategies for detecting attacks 
and evaluating damage (e.g. 
intrusion detection systems, 
internal integrity checks) 

Recovery 
- Provide essential services 
during attack 

- Store services following an 
attack 

Strategies for limiting damage, 
restoring compromised 
information or functionality, 
maintaining or restoring 
essential services within mission 
time constraints, restoring full 
services (e.g. incident response, 
replication, system backup, 
contingency planning) 

Redress 
- Ability to hold intruders 
accountable in a court of 
law 

- Ability to retaliate 

Strategies of accountability and 
retaliating (e.g. computer 
forensics, legal remedies, active 
defense) 

 
So, we present information security (IS) risk mana-

gement methodology in relation to the survivability as the 
information assets survivability property analysis. 

II.Information Assets Survivability  
Property Analysis 

The information assets survivability property analysis 
detects whether the property above is ensured. For this 
process it is needed to determine which threats can damage 
survivability property and which type of the protection 
should be implemented. A widely accepted definition of this 
process is known as IS risk management. 

Authors of the paper developed IS risk management 
methodology in relation to the survivability [1] in order to 
ensure the information assets survivability property. We 
implement this methodology as the part of the information 
assets survivability property analysis approach. 

General algorithm of the analysis approach above is 
presented on the Fig. 1. 

The authors present the IS risk analysis (Step 3 on the 
Fig. 1) by using Attack Tree Method. Attack tree models  
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Fig. 1. Algorithm of the Information Assets Survivability Property Analyses Approach 

 
and scenario analysis show which situations are likely to 
arise and how much damage will result. The analysis can 
then incorporate various mitigation mechanisms and 
demonstrate the costs and savings that will occur [7]. 

Attack trees are multi-leveled diagrams consisting of 
one root, leaves, and children. From the bottom up, child 
nodes are conditions which must be satisfied to make the 
direct parent node true; when the root is satisfied, the 
attack is complete. Each node may be satisfied only by its 
direct child nodes. A node may be the child of another 
node; in such a case, it becomes logical that multiple steps 
must be taken to carry out an attack. Note also that an 
attack described in a node may require one or more of 
many attacks described in child nodes to be satisfied [8]. 

So, for the information assets survivability property 
analysis we decompose a node of an attack tree either as 

- a set of attack sub-goals, all of which must be 
achieved for the attack on survivability property to 
succeed, that are represented as an AND-
decomposition, or 

- a set of attack sub-goals, any one of which must be 
achieved for the attack on survivability property to 
succeed, that are represented as an OR-decomposition. 

In our analysis approach attack trees can be represented 
graphically or textually. The main rules of the 
representation are presented on the Figs. 2 and 3. 

 

G0

G1 G2 ... Gn

Goal G0
AND G1

G2
...
Gn

Graphical: Textual:

 
Fig. 2 AND-Decomposition 

 
Fig. 2 represents a goal G0 that can be achieved if the 

attacker achieves each of G1 through Gn. Fig. 3 represents 
a goal G0 that can be achieved if the attacker achieves any 
one of G1 through Gn.  

 
Fig. 3. OR-Decomposition 

 
During the performing of the information assets 

survivability property analysis attack trees allow the 
refinement of attacks to a level of detail chosen by the 
analyser. This property permits an analyser to explore 
certain attack paths in more depth than others, while still 
allowing an analyser to generate survivability property 
intrusion scenarios that make sense. In addition, refining 
the branches of the attack tree generates new branches, 
resulting in intrusion scenarios at the new lower level of 
abstraction [9]. 

To apply Attack Tree Method during the performing of 
the Step 3 from survivability analysis approach it’s 
necessary to perform five steps process [7]: 

- Create an attack tree model showing possible ways to 
attack the information assets survivability property. 

- Predict how adversaries will attack using Capability-
based Analysis. 

- Identify the impact associated with each survivability 
property attack scenario. An attack scenario is the set 
of events that characterize a particular survivability 
property attack. 

- Determine the level of risk associated with each 
survivability property attack scenario. 

- Monitor the system for signs that the survivability 
property attack scenario is in progress. 

The Capability-based Analysis [7] that we are using for 
the information assets survivability property analysis 
determine the risk of survivability property damage R as 

IPR   ,                          (1) 
where P – is probability of the survivability property 
attack implementation; 
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I – is the impact caused by the survivability property 
attack implementation. 

If the probability of the survivability property attack 
implementation P equal to the multiplication of the threat 
T and vulnerability V 

VTP  ,                          (2) 
and 

MCT  ,                            (3) 
where C – is the capability of the survivability property 
attack implementation; M – is the attacker motivation; 

which for a motivated attacker reduced to 
CT  ,                          (4) 

then we will have that risk can be determined as 
IVTR  )(                     (5) 

As the result to prove the effectiveness of the Attack 
Tree Method in relation to the information assets 
survivability property analysis we suggest to review the 
example of the survivability property attack scenario, 
which presents the implementation of the method above.  

For the investigation the authors of the paper chose one 
of the most unprofitable in financial and secure meaning 
attacks which can damage the survivability property – 
Distributed Denial of Service (DDoS) attack. DDoS 
attack is a malicious attempt to make a server or a 
network resource unavailable to users, usually by 
temporarily interrupting or suspending the services of a 
host connected to the Internet [10]. 

DDoS attack methods commonly deployed are Smurf, 
ICMP, TCP SYN, UDP, TCP floods and combinations 
thereof. 

Smurf Floods is a reflector attack. Attacker floods the 
network with ICMP ECHO requests to broadcast address. 
For the ICMP Floods the attacker generates a flood of 
ICMP ECHO packets directed at the victim. The victim 
replies to each ICMP request, consuming its CPU 
resources and network resources. UDP floods send a large 
number of UDP packets to the target system, effectively 
tying up the available network bandwidth. TCP floods are 
similar to UDP floods. Attackers use TCP packets instead 
of UDP packets. TCP SYN attack is a vulnerability attack 
that uses the TCP protocol design to perpetrate a TCP 
SYN flooding attack. It works by exploiting the way the 
servers handle the setup of a TCP connection [11]. 

DDoS attack tree example developed by authors of the 
paper textually is presented bellow. The graphical form of 
it is presented on the Fig. 4. 

DDoS Attack (Textual Form of the Attack Tree) 
OR 1. Performing Vulnerability Attack (TCP SYN      

Attack) 
AND   1.   Attacker spoofs IP source address. 

2. Attacker sends a flood of TCP/SYN 
packets. 

2. Performing Flooding Attack 
OR  1. Smurf Floods Attack 

AND   1.  Attacker spoofs IP source address. 
2. Attacker floods the network with 

ICMP ECHO requests to broadcast 
address.  

2. ICMP Floods Attack 

AND  1. The attacker generates a flood of 
ICMP ECHO packets directed at 
the victim. 

2. The victim replies to each ICMP 
request, consuming its CPU 
resources and network resources. 

3. UDP Floods Attack 
AND  1. Attacker spoofs IP address of the 

UDP Packets 
 2. Attacker sends a large number of 

UDP packets to random ports on a 
remote host. 

3. The victim host replies by sending 
many ICMP packets, eventually 
leading it to be unreachable by 
other clients 

4. TCP Floods Attack 
AND  1. Attacker spoofs IP address of the 

TCP Packets. 
2. Attacker sends a large number of 

TCP packets to random ports on a 
remote host. 

3. The victim host replies by sending 
many ICMP packets, eventually 
leading it to be unreachable by 
other clients. 

Conclusion 
As the result of the research process:  

1) the information assets survivability property analysis 
approach was improved, which allows effective 
survivability property ensuring;  

2) the general algorithm of the improved analysis 
approach was developed, which gives visual 
representation of the every approach step; 

3) the Attack Tree Method was used as the IS risk 
analysis step in relation to the survivability property, 
which permitted an analyser to explore certain attack 
paths in more depth than others, while still allowing 
an analyser to generate survivability property intrusion 
scenarios that make sense; 

4) the textual and graphical forms of DDoS attack trees 
were developed, which showed the effectiveness of 
the using Attack Tree Method as the IS risk analysis 
step of the information assets survivability property 
analysis approach. 

The authors of the paper notice that improved approach 
has certain limitations, the resolution of which will be the 
subject of further research.  
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