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Abstract: The developed software ASNA-2, which is
an improved version of the software ASNA-1, is based
on the technology of automated estimation of reliability
indexes of fault-tolerant systems. This software is
designed for automated evaluation of the reliability
indexes of fault-tolerant hardware — software systems.
This paper describes a software ASNA-2 with the
peculiarities of procedures of reliability analysis of
fault-tolerant systems.
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1. Introduction

The complexity of modern engineering systems
causes a large dimension of mathematical models of
reliability (hundreds of thousands) that makes it
practically impossible for them to be formed and
analysed manually. Therefore, apart from the
requirement of high reliability of the models, there is
another requirement of the appropriate level of
formalization which enables the automation of their
development and analyzing the reliability using modern
computer facilities. The combination of analytical
research methods of reliability with the computing
capability of modern computers is a perspective
direction of the further development of methods for the
analysis of complex systems reliability. Among the
analytical methods, most widely used methods are those
based on the theory of Markov discrete-continuous
processes which consider random events (failures and
recovery of system elements), which follow one after
another in a certain sequence as stream of random events
and thus describe the trajectory (state-to-state transition)
of a complex technical system. These methods allow you
to determine the reliability of systems with different
types of redundancy and recovery which provide the
system with a fault tolerance feature.

A mathematical model (MM) of the reliability of a
technical system, which describes in time the process of
transition of the system from one state to another, is a
system of the Chapman-Kolmogorov differential
equations, whose solutions describe time dependences
of the probabilities of being the technical system in all
possible states, and, thus, allow to determine necessary

reliability indexes (probability of failure-free operation,
function and coefficient of availability, MTTF, mean time
between failures, mean recovery time, etc.). The construction
of the mentioned MM implies the formation of a graph of
states and transitions for the object under research. This
problem is complicated because for real fault-tolerant
systems, the number of states exceeds hundreds and the
number of transitions — thousands [1 — 3].

In [1], the Markov models development
technology, which enables the process of forming a graph
of states and transitions to be automated, is proposed. This
technology foresees the use of formalized representation of
the object of study in the form of structural-automatic
model (SAM). On the basis on this technology, structure
of a tool for the automated assessment of reliability indixes
of fault-tolerant systems has been developed, and on the
same basis as well as the software ASNA-2, which is an
improved version of the software ASNA-1 [10], [11, pages
109-121] and is designed for automated assessment of the
reliability of fault-tolerant hardware and software
radioelectronic systems.

This article describes the structure and specificity of
the software ASNA-2 realizations taking into account
the peculiarities of the procedures of reliability analysis
of fault-tolerant systems.

2. Software structure

The software ASNA-2 has advanced features which

include:

e Selection of an algorithm for the formation of
matrix of the Chapman-Kolmogorov diferential
equation coefficients.

o Introduction of random initial conditions.

o Selection of a numerical method for solving the
systems of differential equations.

e Processing the results obtained due to solving the
systems of differential equations.

e Entering start and end points of integration as
well as the number of integration steps.

o Viewing the matrix of coefficients of the systems
of differential equations

e Exporting final and intermediate results in MS
Excel format.
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In order to ensure these functional capabilities, there
have been made the following developments:

o a software unit that implements the input of initial
conditions for the solution of the Chagpoman-
Kolmogorov differentia equations.

e a ftware unit that implements connection of
modules with the implemented methods for solving
the Chgpman-Kolmogorov differential equations in
the form of DLL (Dynamic Link Library — library of
dynamic layout).

o unitsin which 4 methods of numerica solution of the
Chapman-Kolmogorov differential  equations were
implemented.

o a software unit and an interface that handle the
solutions to the Chgpman-Kolmogorov differentia
equations.

¢ aunit which exportsthe output data (out).

A generdized dructure of the software considering the
requirements [4, 5] isshown in Fig 1.

The input data is a structural automatic model which
includes a set of forma parameters, components of the state
vector and their initid values and atree of modification rules
of gate vector components. Based on these data, there are
formed a modd as a matrix of coefficients of the system of
the Chapman- Kolmogorov differentid equations (SDE), and
aligt of dl gatesand trangtions of the research object.

The next gtep is solving the existing SDE. The given
program implements four agorithms for solving the existing
SDE in the form of dynamicaly loading libraries (DLL) and
a unit that is respongible for their connection. PearizoBanmit
MOJTyJIb BU3HAUA€E TPaBUJIa CTBOPEHHS (PYHKIIIN PO3B’ sI3aHHS
CJIP, sxi moTpiOHO BpaxoOByBaTH IPH CTBOPEHHI HOBUX
0i0TIOTEK 3 aNTOPUTMAMH iX PO3B 3Ky MPH MOJAIBIIOMY
yIOCKOHAICHH] rporpaMHoro 3acooy ASNA-2.

The implemented unit establishes the rules for creating
functions of a SDE solution that you should consider when
compiling new libraries with the agorithms of their solution
in the process of improvement of the software ASNA-2.

Another dement of the software is a unit for processing
SDE solutions, which can be carried out by three methods.

The results having been processed, and the necessary
efficiency indexeshaving been obtained, exportability of al
the resullts obtained, using the software was redlized.

The main unit in the software ASNA-2 is the unit
UnitMain, to (in) which Interface and Implementation units
are connected. The Interface unit in turn contains.

e « Common is a unit, which describes the procedures
and functions for input data processng (structure-
automatic model and congtants) and calculation of the
matrix of the Chapman-Kolmogorov SDE coeffi-
cients, using the method of complete enumeration.
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e uCdcul is a unit which describes various procedures
and functions of processing string-type variables and
other types of variables.

e Thelmplementation unit contains.

e UnitProgress is a unit which describes the form
whose components can display of program execution.

e UnitAbout is a unit which describes the form of
FormAbot.

o UnitExport is a unit which implements the export of
cdculation results, namely a matrix of the SDE
coefficients, aligt of state vectors, solutionsto SDE in
afile with txt or xIs extenson, and solutions to SDR
asanimagefile

e FOM isaunit which describes the form of choosing a
cdculation agorithm for the matrix of the Chgpman-
Kolmogorov SDE coefficients (a complete enumera
tion agorithm, and a Tredike dgorithm).

o Matrix implements aform on which the matrix of the
Chapman-Kolmogorov SDE coefficientsis displayed.

e UnitP79 is a unitin which a Tredike agorithm for
finding the matrix of the Chapman-Kolmogorov SDE
coefficientsisimplemented.

e PidkIDLLInterface is a unit thet is responsible for
downloading of a sdected dynamically connecting
library in which the agorithm of solving the
Chapman- Kolmogorov SDE isimplemented.

e VibMeth is a unit that is responsible for sdlecting a
dynamicaly connecting library in which the
agorithm of solving the Chapman-Kolmogorov SDE
isimplemented.

¢ PochUmov isaunit in which the form for introducing
initial conditions of the Chgpman- Kolmogorov SDE
isdescribed.

e Exeptionisaunit in which a shape which implements
the input of the maximum number of steps, and the
coefficient of multiplying the number of steps which
eiminates a sStuation that could occur during the
execution of the program due to the insufficient
number of stepsis described

3. Featuresof the software ASNA-2 implementation

The software is implemented according to the structure
(Fig. 1) asasingle exe-unit that is Anayzel.exe and dil-units
of the dynamicaly loading librarieslocated in the folder SRC
Interface, each of which corresponds to a particular method
of solving the Chgpman-Kolmogorov SDE, namely:
BG DLL.dI is implemented on the basis of the Runge —
Kutta — Merson agorithm, R_KDLLInt.dll is implemented
on the basis of the Runge— Kutta, DLLInt agorithm adapt.dll
is implemented on the basis of the Runge- Kutta agorithm
with an adaptive gep, R K_Adamsdll is implemented
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on the basis of the Runge — Kutta — Adams algorithm.
Besides, this software includes the file manual .txt, which
contains a help file and a user manual.

A complete cycle of testing separate units and
testing the software as a whole according to [6-9] is
carried out. From the obtained results of testing the
software units, one can conclud that the developed
algorithms for the solution of systems of differential
equations work correctly, and dynamically loading
libraries were properly implemented and tested to a
sufficient extent.

Features of the user interface. The user interface is
implemented as a set of tabs divided into two parts — for
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data input, and anaysis results output. Switching
between these modes is performed by the buttons Input
and Output (Fig. 2). Entering the sets of formal
parameters of the object under research is carried out in
the tab Constants and Info. Entering the components of a
state vector, their initial values and conditions of critical
fallure is carried out in the tab Vectors and Refuse
expression. Entering the tree of modification rules is
carried out in the tab Event tree. Each tab contains
buttons for adding a new record (Add), inserts of
additional record (Insert), modification of an existing
record (Replace), delete of the existing records (Delete)
and cleaning the current data (Clear).

Fig. 2. Interface of data input (structural-automatic models of a target object).

Selection of initial conditions
To enter initial values of probabilities of being in of
the target object’s states at time t = 0, a special form is
developed: Options — Initial conditions. In the left hand
column, the number of the state is entered, and in the
right hand one, the same is done with the initial value of
the probability of being in the state at timet = 0 (Fig. 3).
Choice of a method to solve the Chapman-
Kolmogorov SDE
To choose a method for solving the Chapman-
Kolmogorov SDE, one needs to select an appropriate
dynamically loading library — DLL-file. ASNA-2
implementes such methods of the solution to the
Chapman-Kolmogorov SDE as:
¢ Method of Runge — Kuttawith afixed step
e Method of Runge — Kutta with an adaptive step

e Method of Runge — Kutta— Mersona

e Method of Runge — Kutta— Adams

The form for choosing a method appears as a result
of pressing Options — Choice of method (Fig. 4).

Choice of a method for the formation of a

coefficient matrix which corresponds to the

Chapman- Kolmogorov SDE

Unlike ASNA-1, the software ASNA-2 implementes
two different methods of forming the coefficient matrix that
correspond to the Chapman- Kolmogorov system SDE,
namely: the method of defining states through the sequentia
view of dl dtuations, and then through the determination of
PKMVS and the optimized method based on tredike
representation. The form for the sdection of a method of
forming a coefficient matrix gppears as a result of pressng
Options — Forming of Matrix (Fig. 5).
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The ASNA method is a complete enumeration
algorithm, which was implemented in ASNA-1.

A coefficient matrix formed in accordance with
the chosen method can be seen in the tab "Vectors and

Page79 Method is a Treelike algorithm described  Matrixes', or by selecting View — Matrix of

in[].

coefficients (Fig. 6)

Fig. 3. Entering theinitial conditions.

Fig.4. Choice of a method for solving
differential equations.

Fig. 5. Choice of a method for forming
a coefficient matrix.

The results of calculating the reliability indexes of
fault-tolerant hardware-software

The results of calculating the reliability indexes of
fault-tolerant hardware-software radioelectronic systems
can be obtained by switching to the mode of data output,
using the button Output. There are three tabs available in
this mode: Debug is used for debugging the model,
Vectors and Matrix is designed for processing the
modeling results (solutions to the Chapman-Kolmogorov
SDE), and Graph is to output the results of the solution
to the Chapman-Kolmogorov SDE. Handling the
solutions to the Chapman-Kolmogorov SDE consists in
summing up the solutions selected by auser (Fig. 7). The
choice can be of three types, as shown in the panel:

Total (Tota) — summarizes the vaues of al the
solutions that are found in the range from 1 to N and
correspond the argument tk, for example, P1 (tk)...PN (tk).

Total, except for (total, except for) — summarizes
the values of al the solutions that correspond to the
argument tk, except the selected functions, for example,
P5 (tk), P25 (tk), PN (tk).

Set (set) — summarizes the vaues only of the specified
solutions PL (tk)...PN (tk) which correspond to the argument
tk, for example, P5 (tk) + P25 (tk) + PN (tk).
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Fig. 6. Matrix of coefficients.

Fig. 7. Handling the solutions to differential equations.
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Fig. 8. Results of processing the solutions to SDE in the form of dependencies of probabilities
of failure-free operation on the duration of operation time.

Fig. 9. Results of processing the solutions to differential equations.
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The solutions to the Chapman-Kolmogorov SDE,
and the results of processing the solutions are on tab
Output — Graph — Graph and Series (Fig. 8, Fig.9)

Export of results

In order to process the results of automated
assessment of the reliability of fault-tolerant hardware-
software radioelectronic systems at different stages of
modeling by means of MathCAD, MatLab, Excel, etc.,
the program ASNA-2 is capable to export the modeling
results into various formats — text, dat files, and files of
xlsformat — MS Excel format, and in an image format.

The export of the results is implemented as follows:
Output — Export ... (Fig. 10)

Fig. 10. Export of results.

Implementation of the software ASNA-2 suggests that it
is possible to connect the new dynamicaly loading libraries
(DLL) which are responsible for the solution of SDE and are
crested by third-party developers.

4. Conclusons

1. Functiondities of the software ASNA-2 dlow
developers to effectively carry out the comparative analysis
of dternative fault-tolerant systems that differ among
themsalves multiplicity and methods of redundancy, recovery
strategies, etc., and on this basisto choose the best options.

2. For the effective use of the software ASNA-2 a user
must magter the technique of developing structura-
automaton modes, which are formdized by a description of
the modding object that requires some investment of time,
which thus fully judify themsdves a carrying out a
multivariate comparative andyss.

3. Experience of using the software ASNA-2 for solving
the problem of reliability analysis of radiodectronic systems,
the number of dates of which reaches hundreds, and the
number of possble transitions between daes reaches
thousands, has shown that it takes only a few minutes to
determine the reliability of the systems.
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PO3IIUPEHHS MOKJIUBOCTEM
IPOT'PAMHOI'O 3ABE3NIEYEHHS 1151
HAJIIMHICHOI'O AHAJII3Y
BIZIMOBOCTIMKUX CUCTEM

Borman Bosmouiit, bornan Mannasii,
Jleonin O3ipKOBCHKUIA

VY crarTi npencTaBieHO HOBI MOMKIJIMBOCTI CHemiai-
30BaHOr0 mporpamuoro 3abesmeueHHs ASNA-2, ske
MPU3HAYCHE JJII aBTOMATHU30BAHOI OIIIHKH IOKA3HUKIB
HaJIHHOCTI BIIMOBOCTIHKHX ITPOTPaMHO-aapaTHUX CHCTEM.
Pospobnene I13 3acHOBaHEe Ha OpHUTiHAIBHIN TEXHOJOTIT
aBTOMATHU30BAHOI OLIHKU MOKA3HMUKIB HAIIMHOCTI Bij-
MOBOCTIHKHX CHCTEM, PO3POOJICHOI aBTOPAMHU.
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