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The tasks of information security (1S) applied to the
information and telecommunication systems (ITS) are in
the spotlight at the highest levels of authorities nowadays.
Recent examples are the Comprehensive National Cyber-
security Initiative of the USA and the public national
cyber-security initiative of the UK.

One of the man stages during the process of
development and maintenance of the secure systemsisthe
risks assessment.

Among the risks assessment techniques, proposed in
the internationa standard |SO/IEC 31010:2009, the usage
of event tree analysis is promising, because of its
advantages, such as qualitative risks assessment and
visual representation of the information system under
consideration and effects of counter-measures applied.

In this research the IS risks assessment for ITS was
held. The information and telecommunication system was
modeled by a directed graph, which consisted of a
hundred vertices. Fuzzy numbers were used as the
weighting coefficients of the graph. For the risks
assessment the modifications of the following algorithms
were used: double-sweep, generaized Floyd'sand Yen's.
They were modified to be applicable for graph with fuzzy
weighting coefficients.

The aforementioned algorithms were implemented into
the application with graphical user’s interface using
integrated development environment QT Creator and
programming language C++ with cross-platform widget
toolkit QT. The risks assessment of the ITS was carried
out using different algorithms. Performance and output of
the algorithms for the ITS under consideration were
anayzed and conclusions were made.

The future research includes development of the
optimization technique of an information security system
on the basis of the risks levels assessed by the devel oped
application and the counter-measures data
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3anpononosano GuUKOpUCMAHHA ODPIEHMO6aH020 zpady 3
Heuimkumu eazamu 074 30ilICHEHHA OWIHKU PU3UKIE
iHhopmauiinnoi de3nexu ingopmayiiino-menekomyHikayiitHoi
cucmemu. Ha 06a3i anzopummy nooegiiinozo cnycky,
y3azanvnenozo anzopummy Dnoiida ma anzopummy Hena
PO3podneno anzopummu 014 AHANIZY OPIEHMOBAHO020 2pagdy
cucmemu. 30iliCHEHO NOPIGHANLHUIL AHAII3 YUX AI20PUMMIE,
a MAaKodc BUKOHAHO IX RPOZPAMHY peani3ayio.

Kirouosi ciioBa — inpopmartiiina Oe3nexa, TeXHIYHUN 3aXUCT
iHpopMarii, aHai3 PU3MKIB, OLIHKA PU3UKIB, 1H(pOpMAaLiiHO-
TEJIEKOMYHIKaIllifHI CHCTEMH.

l. BcTyn

Ha cporomnimHii neHp 3amada 1O 3a0e3MEeUEHHI0
indopmariiiinoi 6esmexu (IB) iHdopmariiiHO-TENEKOMY-
uikaniitaux cucrem (ITC) € Ham3BUUYAWHO aKTYyaJbHOIO.
Bucokwii piBeHb 3arpo3 Ib 11 BifiChKOBHX Ta IIMBUIEHUX
iHpopMalifHUX cucTeM NpH3BIB 10 Toro, mo B CIHA
BXKe uerBepTuidl pik nie KomruiekcHa HaiioHanbHa
iHIIlIaTABa B 00JacTi  KOMII IOTepHOI  Oe3reku
(“Comprehensive National Cyber-security Initiative’), a 'y
Crnonyuenomy KopomiBcTBi, B 3B 13Ky 31 3pOCTalOYMMH
30UTKaMH BiJ KOMII FOTEPHOI 3JIOUMHHOCTI, 3al04aTKO-
BaHO HAaI[lOHAJbHY CYCHUIBHY IHIIIaTUBY B 00JacTi
KOMII' 10TepHOi 6e3mexu [1].

Ha cramisx »HUTTEBOrO IMKIY 3aXHIICHUX iH(pOpMa-
[iHO-TeNeKOMYHIKaIliHHUX cucTeM (IPU MPOEKTyBaHHI,
BIOPOBA/UKEHHI Ta eKCIUTyaTallii) HeoOXiIHO HEOIHO-
pa3oBO TpOBOAWTH oOHiHKY pu3ukiB 1B cucremu.
JeramizoBana ouninka pusukiB ITC no3Boisie po3poOutn
eQeKTUBHY CHCTEMY 3aXUCTy iH(pOopMallii, KOHTPOIIOBATH
i ¢QyHKIIOHYBaHHS Ta TNPOBOJUTH ii ONTHMI3allil0 3a
PI3HUMHU KPUTEPISIMU.

[I. OuiHKa p13nKiB METOAOM
aHanisy gepesa nogin

AHami3 METOOWK, HaBeAECHHX Yy MDKHApPOIHOMY
crangapti |SO/IEC 31010:2009, nokasag, 1o A1l OIIHKA
pms3ukiB Ib mepcreKkTHBHOIO € METOIWKa, OCHOBaHA Ha
aHaJi3i jJepeBa MoOfil (HampaBiIeHOTO Tpady CHCTEMH).
Bona mae HacTymHi mepeBaru: rpadiuHe IpeAcTaBlICHHS
TIOCNIZIOBHOCTI MO 3 ypaxyBaHHAM XpPOHOMETPAXY,
B32€MO3B A3KIiB y IMiJCHCTEMAaX Ta «e(eKTy aoMiHo» [2].
ABTOpY METOIMKH TepeadadaroThCsi MOXIIUBICTh OTpH-
MaHHs OIIIHOK PHM3MKIB Yy KijbkicHoMy Burisidi. Ilpen-
CTaBJslE IHTEpeC 3acCTOCYBAaHHS Ili€l METOAWKH ISt
KinbkicHOi owinku pusukiB 16 ITC, posmmproroun ii
MOXIIMBOCTI 32 paxyHOK BHKOPHCTaHHs amapary Teopil
HEYiTKUX MHOXXHH.
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[ll. MeToan aHanidy opieHToBaHOro rpady

VY uiii podoti nmposeneHa orinka pusukie 1b g ITC,
0 CKIajamacs 3i cra KOMIOHEHTiB (Momenb —
opieHTOBaHMN Tpad, MmO Mae CTO BY3JIiB). Barosi
KoedirieHTH pebep Tpady MNPEaCTaBICHO Y BHIISAII
HEYITKUX 4Yucel. Takuid MiAXiJ IO3BOJISIE PO3MIMPHUTH
MOXITUBOCTI METOAMKHU. OIEPYBAaTH KiJbKICHUMH, HaIliB-
KIIBKICHUMH, SKICHUMU BXIJHAMH Ta BUXIJHAMU
naHuMu. Jlns po3paxyHKy BaroBux KoegilieHTiB Oyio
BHUKOPHCTAHO HEUITKY €KCIIEpTHY cucTemy [3].

Jlst oOuYuCIeHHS OIIHKKA PHU3UKIB Oya0 po3polieHo
aITOPUTMHU PO3PaxXyHKy HaWKOPOTIIHMX LUISXiB, OCHOBaHI
Ha aNropuTMi mMojBiiiHOro cmycky [4], y3aranbHeHOMY
anropurMi ®roiina [4] Ta anroputmi Mena [5], sii Gyimo
MOM(DIKOBaHO IS BHNAAKY MPEACTABICHHS BaroBHX
koe(ilieHTiB rpady y BUIIISII HEYITKUX YHCEIL.

IV. NporpamHa peanisauis po3pobneHunx
anropuTmiB ouiHkn puaukis IB ITC

[Iporpamua peaiizailis  po3pOOJICHUX  AJITOPUTMIB
OIIHKM pHU3UKIB OyJa BHUKOHAHA Yy IHTETPOBAHOMY
cepenopuini po3podku QT Creator ma mosi C++ 3
BUKOPHCTaHHIM KpOC-IUIaT(OPMOBOrO 1HCTPYMEHTApPIIO
po3po0Ku TiporpaMHoro 3abesmneueHas QT.

Onep)kaHO paH)XOBaHI KiJIBKICHI OIIHKH PHU3HKIB IS
posrisiHyToi ITC mpu BUKOPHCTaHHI Pi3HHX aITOPUTMIB
(st BCiX aNTOPUTMY YMCIO HAMKOPOTIIMX HUIAXIB MiX
KO)KHOIO I1apOI0 BEPUIMH B3ATO PIBHUM II SITHAILATH).
Yac po3paxyHKy paH)XOBaHUX OIIIHOK pPU3HMKIB Ha 0as3i
noytoyky Acer 3810T (mporecop — Intel Core 2 Solo 1.4
GHz, ontepatusHa nam’ sith — 4 ['0, onepairiiina cucrema —
Ubuntu 11.04) i MomuikOBaHUX  AINTOPHTMIB
CTaHOBUB!

Oinst 5 XBWIMH Uil y3arajJbHEHOTO AaJTOPUTMY
®noiina (po3paxoByBaBes HUISAX 3 KOXKHOI BEPIIUHU B
KOXKHY, IIUIIX MIT TPOXOAWTH JEeKiIbKa pa3iB uepe3
OJIHY ¥ Ty K BEpIINHY);

6inst 0.1 XBHIMHM ISl QITOPUTMY MOJBIHHOTO CIIYCKY
(po3paxoByBaBcsi NUIAX 3 3a7aHOl BEpIIMHH B YCi
iHIII, [UIAX MIT MPOXOMUTH JeKiTbka pasiB dYepes
OJIHY ¥ Ty ) BEpIINHY);

6ins 1 XBHIMHH ISl anroputMy Mena (pospaxo-
BYBaBCSl IIUISIX 3 3aJaHOI BEPIIMHU B yCl 1HIII, HIIAX
HE MIT TIPOXOJUTH JIeKiJIbKa pa3iB yepe3 OJHy i Ty kK
BEpIIHUHY).

Pe3ynpraTi po3paxyHKIB 1O KOXHOMY QJITOPUTMY €
MTOBTOPIOBaHUMH.

Pesynpratn ominku pmsukiB 16 ITC, orpumani 3a
JIOTIOMOT'OF0 MOJTU(IKOBAHOT'O Y3arallbHEHOTO aJrOPUTMY
®noiina, BKIIOYAOTH B cebe TaKOX pE3yIbTaTd, OTPH-
MaHi 3a JIOIOMOIOI0  MOIU(]IKOBAHOTO  AITOPUTMY
nozBiliHOro cmycky. Momugikoasuii anroputM Mena

Ma€ HaMOUIBIINIA Yac po3paxyHKy OIHOTO IUISIXY, OJHAK
pO3paxoBaHi 3a JOMOMOIOI0 IFOI'O aJrOPUTMY LUIIXU HE
MICTATh TOBTOPIB BEPIIUH, IO POOUTH LIEH aIropUTM
OUTBII  3pYYHHM TPH  TMOJATBIINX  JTOCTIIKCHHIX
MOXITUBOCTI ONTHMIi3allil CUCTEMHU 3aXUCTy iHpopMalIii.
Ha erami mporpamHoi peasizamii ajaropuTMiB OLIHKH
pusukiB Ib ITC po3pobneno rpadiunmii iHTEpdeiic
KOpHCTyBaya, SKUH JJO3BOJSE€ OTPUMAaTH Bi3yaizamilo
rpada-Mo/ieNni CHCTEMH, IO 3MIHCHIOETHCA Ha OCHOBI
CHJIOBOTO anroputMmy [6], a Takox pe3ynbTaTiB
omintoBanHsa pusukiB 1B ITC. Takmii miaxix mo3Bosnse
MIPUCKOPUTH  pOOOTY 3 PpO3pOOJIEHUM NPOrpaMHHUM
3a0e3MeueHHsIM 0Cc001, 1110 TPUIMAE PillIeHHS.

BucHoBOK

B po0oti BUKOpHCTaHHS amnapary HEYiTKUX MHOXHH Y
METO/I aHaJi3y JepeBa NOMAIA JO3BOJIWIO OIEpXKATh
KUIBKICHI OLIIHKM pu3uKiB iH(opmaniiinoi 6e3mexu [TC.

IIpoBenenmii TOPIBHSJIbHUH aHaJi3 pobotu
MOJH(DIKOBAaHUX aJITOPUTMIB TMOKa3aB, IO aJTOPUTM
Vena Mae HalGinbIIMiT Yac PO3PAXYHKY OJHOTO LITAXY,
OJJHAK PO3paxOBaHi 3a JOMOMOIOK IIbOTO aJITrOPUTMY
LUISIXM HE MICTATh IMOBTOPIB BEPIIMH, B TOH dYac SK
y3aranbHeHui anroputM droiina mpaigoe mBUALIE, ane
pe3yNbTaT MEHII MPHUIATHI JUIs TONANIBIIOI OOPOOKH.

Po3pobneni anroputmMu €  0a30BOIO  CKJIAJOBOIO
OINTHMi3alii CUCTEMH TEXHIYHOTO 3aXHCTy iH(popMarii
ITC 3a pizHUMH KpUTEPISIMHU.
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