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The objective of the research is in-depth detection
andysis of remote attacks on the Internet. This paper
examines the main ways to detect attacks which increase
the risk of the system affection through a network. The
basic concepts and types of attacks and information
through the network are examined and the basic methods
and measures to detect remote attacks are proposed.

Attack on a computer system - an act that is done by an
attacker who is searching for a vulnerability in order to
useit. Researchers usualy distinguish three main types of
security threats - a threat of disclosure, integrity, and
denial of service.

The threat of disclosure is that information becomes
known to people who should not know it. In terms of
computer security risk of disclosure occurs whenever
somebody got access to some confidential information
stored in computer system, or transmitted from one
system to another. Sometimes instead of the word
"disclosure” theterms "theft" or "leakage" can be used.

The threat to the integrity includes any deliberate
change (modification or even delete) of the data stored in
computer system, or transmitted from one system to
another. Usually it is believed that state structures are
more likely to the threat of disclosure, and business
structures — to the threat of integrity.

The threat of denial of service occurs each time, when
as aresult of some action the access is blocked to some
resource of computer system. Real block may be
permanent, in order that the requested resource will never
be received, or it may cause only delay of the requested
invited resource, it is sufficiently long so that it became
useless,
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B cmammi 30iiicnioembca  anHaniz OCHOGHUX MemO00ie
GUAGNIEHHA 6I00AEHUX amaK, ma NOPIGHAHHA OCHOBHUX
npuHyuNie podoomu yux memooie 0N OUIHKU ehekmugHocmi
ix euKopucmauu.

KiarodoBi cioBa — araka, BUABJIEHHSA aTakK, 3aXHUCT
iHpopMmari.

l. BcTyn

[MigxmrouenHst opraHizamii 1O KOPHIOPaTHBHOI Mepexi,
BHUMAara€e CTBOPEHHS CHCTEMH 3aXHCTy iH(popMariiiHux
pecypciB, BiI THX, XTO CXO4€ IX BHUKOPHCTOBYBATH,
Moau(ikyBaTu abo MpocTO 3HUIIMTH. He aAuBisyuch Ha
cBOIO crenudiky, cucremMa 3axWCTy oOprasizamii mpu
poboti B KoprnopaTuBHUX Mepexax IOBHHHA OyTH Hpo-

JIOBXKEHHSIM 3araJlbHOr0 KOMIUIEKCY 3YCWJIb, Harpas-
JeHuX Ha 3a0e3reueHHs Oe3nekw  iH(poOpMaIiitHuX
pecypciB.

Jns  3a0e3neyeHHs 30epexxeHHs  iHGopmamii B

KOPIOPAaTHBHUX MeEpeXax IIUPOKO BUKOPHUCTOBYIOTh
texnonorito RAID-macuBiB. I TexHosoris 3abe3meuye
30epeXCHHS ICHYIOYOI Ta BIJHOBJICHHS BTpa4eHOI
indopmarii [1].

Takox, omHi€0 3 TpoOJIEM € 3a0e3MeueHHs] 3aXUCTY
KOpPIOpaTHBHOI MEpexi BiJ BiJJIaJICHUX aTak Ha Mepe-
KEBY CHCTEMY, SIKi TaKOX HampaBJIeHI Ha 3arofisHHS
Koy iHdopmalii sika MUPKYITIOE B MEPEXI.

IcropyyHO Tak CKJIajuoCs, IO TEXHOJIOTisA, IO SKUX
OyIyIOThCS CHCTEMHU BHSIBJICHHS aTak, NMPUUHITO YMOBHO
IIJTATA HAa JBI KaTeropii: BHSBJICHHA aHOMAJBHOL
noseninku (anomaly detection) i BusABIIEHHS 3JI0BKUBAHb
(misuse detection). Ilpore B mpakTHYHIN isTIBHOCTI
3aCTOCOBYEThCSl 1HINA Kiacudikallis, MI0 BpPaxoBYE
NPUHOUIMA ~ TPAKTUYHOI  peajizalii TaKuX CHCTEM:
BUSIBIICHHSI aTak Ha piBHI Mepexi (network-based) i wa
piBai xocta (host-based). Ilepuri cuctemu aHami3yroTh
MepexeBHid Tpadik, TOIi SK APYri peecTpaliiiHi )KypHaIu
orepaniiHoi cuctemMu abo momatky. IcHye nBa Kiacu
CHCTEM, IO BUSIBISIIOTH aTaKd Ha MEpPEeKeBOMY 1
omepamiiiHoMy  piBHI. CHCTeMH BUSBJICHHS aTak
(Intrusion Detection Systems, 1DS) BUKOPHUCTOBYIOTD ISt
pO3Mi3HABaHHA 1 BIIA3EPKAJICHHSA aTak ab0 MepeKeBHUH,
abo cucreMHud miaxin. Y Oyap-SKOMy BHUNAAKY IIi
MPOAYKTH IIyKAIOTh CUTHATYpPH aTak, crerudiuni
ma0loHM, sKi 3a3BMYail yKa3ylOTh Ha BOpPOXi abo
migo3pimi  mii. Y pasi momryky mux IabJjoHIB B
MepexeBomy Tpadiky, |IDS mpamroe Ha MepexeBoMy
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piBHi. Skmo IDS mykae curnatypu arak B JKypHajlax
peectparlii omepariiiiHoi cucreMd abo MOJaTKy, TO IIC
CHCTEMHU# piBeHsb [2].

Il. BusiBneHHs atak Ha MepexxeBoMy pPiBHI

CucremMu BHSIBIICHHS aTaK MEPEKEBOT0 PiBHS BUKOPHUC-
TOBYIOTH SIK JDKEPENO IaHUX JUIs aHal3y HeoOpoOieHi
(raw) mepexeri makeru. SIk mpasuio, |DS mepekeBoro
PIBHS BHKOPHCTOBYIOTH MEPEXKEBHH IO (YHKIIOHYE B
pexumi "mipociayxoByBanHs " (Promiscuous), i aHamizy-
10Th Tpadik B peabHOMY MaciTabi dacy y mipy Horo
NPOXODKEHHSI ~ 4Yepe3  CerMEeHT Mepexi. Moaynb
pO3ITi3HABaHHS aTak BHUKOPHCTOBYE YOTHUPH IIHUPOKO
B1JIOMi METOMIH JJIs PO3Ti3HABAHHS CUTHATYPH aTaKU:

Bianosianicte Tpadiky mabmony (curHatypi),
BHpa3y abo OalTkomy, 110
XapaKTepU3YIOTh NP0 aTaky abo IMmiIo3pi Iy Jito;

KoHnTpons wacrotu moaii abo MepeBUIEHHS
IIOPOrOBOI BEJIMYUHH;

Kopensmis ~ aekibkoX — Mmomidi 3 HU3BKHM
TIPIOPUTETOM;

BuUsBJICHHS CTATUCTHYHHUX aHOMAJTiH.

Sk TiNBKW aTaka BUSIBIEHA, MOAYJIb pearyBaHHs Halae
IIMPOKWH Habip BapiaHTIB TOBIIOMIIEHHS, BUIAYi
CUTHAJIY TPUBOTH 1 peatizailii KOHTP3aXo/iB Yy BiIIOBiIb
Ha araky. Lli BapiaHTH 3MIHIOIOTbCS BiJ CHCTEMH 10
CHCTEMH, alie, SIK TPAaBUIIO, BKIIOYAIOTH. ITOBIJOMJICHHS
aaMiHicTpaTopa dYepe3 KOHCONb ab0 10 EJICKTPOHHIN
TIOIITI, 3aBEPIICHHS 3'€IHAHHS 3 aTaKYIOUHM BY3JIOM a00
3amuc cecil Ui MOJANIBIIOro aHamizy i 300py HoKa3iB
[3.4].

[1l. BuaBneHHs aTak
Ha CUCTEMHOMY PiBHi

Ha mowatky 80-x pokiB, Ime OO0 TOro, sK MEpexi
OTpUMAIIU CBili PO3BHUTOK, HAWOIIBII TOITHPEHA IIPAKTHKA
BUSIBJICHHSI aTak Mojsraja B TNPOIJISIIaHHI KypHaJiB
peectpallii Ha TpeAMET HAasSBHOCTI B HHUX MOMIH, IO
CBiYaTh NP0 MiJO3piTy akTUBHICTH. CydacHi CHCTEMH
BUSIBJIGHHS aTaKk CHCTEMHOTO pIBHA 3aJMIIAIOThCS
MOT'YTHIM IHCTPYMEHTOM JUIsl PO3YMiHHS BK€ 3MIHCHEHHX
aTak i BU3HAYEHHS BIANOBIJHUX METOJIB Ul YCYHEHHS
MOsKJIMBOCTeH IX MaitGyrHboro 3acrocypanns. CydacHi
IDS cucremHoro piBHs SIK 1 paHille BHKOPHUCTOBYIOTh
KYpHAJIM pPEeEcTpallii, aje BOHHM CTaJlld OUIBII aBTOMa-
TU30BaHMMU 1 BKJIIOYAIOTH CKJIAJHI METOJHM BHSBIICHHS,
3aCHOBaHI Ha HOBITHIX JOCH/DKEHHSX B o00xacTi
Matematuku. Sk mpaBwio, |IDS cucremHoro piBHs
KOHTpOJIIOIOTh CUCTEMY, TOAil 1 JXypHalu peecTparii
momii Oe3mexu (Security log abo syslog) B Mepexax, mo
npaigoroTs mia ympasaiaaam Windows XP a6o Unix.
Komn sikmit-neOynp 3 mux  QaiimiB 3MiHoeThes, |IDS
MOPIBHIOE HOBI 3aIllUCU 3 CUTHATYpaMHU arak, 100 mepe-
BIpUTH, YU € BIANOBIMHICTH. SIKIIO Taka BiIMOBITHICTH
3Hal/IeHa, TO CUCTEMa ITOCUIIAE aIMiHICTPATOPOBI CUTHAI
TpUBOr'M a00 NMPHUBOIUTH B JiI0 iHII 3aJaHi MeXaHi3MH
pearyBanss [5,6].

IDS cucteMHOro piBHA TIOCTIHHO PO3BHBAIOTHCH,
MOCTYIOBO BKJIIOYAIOYM BCE HOBI 1 HOBI METOAM BHSIB-
nenns. Oxun IX Takux MOMYIAPHMX METOMIB MONATAaE B
MEPEBIPIi KOHTPONBHUX CYM KJIIOUYOBHX CHCTEMHHX 1
BUKOHYBaHHX (paiiiliB yepe3 peryssipHi IHTepBaIx 4acy Ha
NpeZIMET HECaHKIIOHOBaHMX 3MiH. CBOE€YacHICTH peary-
BaHHA Oe3rocepelHbO IOB's3aHAa 3 YaCTOTOK OIUTY.
Jlesiki TPOAYKTH TIPOCIYXOBYIOTh AaKTHUBHI TOPTH 1
MIOBIZIOMJISIFOTH aJIMiHICTpaTOpa, KON XTOCh HAMAaraeThCs
JicTaTd 10 HHUX IocTyn. Takuil TUN BHUSBJIEHHS BHOCHUTH
JI0 OIepamiiHOro Cepe/IoBHIA EIIEMEHTAPHUN pIBEHb
BUSIBJICHHS aTaK Ha MEPEKEBOMY PiBHI

V. BUCHOBOK

Sk My 0aunMo, KOXKEH IIiIX1J Ma€ CBOI 1 HEJOJIKH, aje
BOHHM OOWIBa JONOBHIOIOTH OMUH OnHOro. HaiiOinmbin
e(pCKTHBHOI0 € CHCTEMa BHUABJICHHS aTak, sKa BHKO-
PHUCTOBYE B CBOIl poOOTI OOHM/IBI TEXHOJION].

Y nmaHoMy Martepiaili OOTOBOPIOIOTHCS BIJIMIHHOCTI B
METOJ[aX BHSBJICHHS aTak Ha MEPEKEBOMY 1 CHCTEMHOMY
Takok OIMUCYIOThCSA BapiaHTH 3aCTOCYBAaHHS KOXHOIO i3
CrIoco0IB 151 HAWOUTBIN epEKTUBHOrO BUSIBICHHS aTak.

Hacrynmue mnokomiansa IDS, TakumM 4YuWHOM, TOBUHHE
BKIIIOYaTH IHTETPOBaHI CHCTEMHI 1 MepeeBi KOMIIO-
HeHTH. OCKUTBKM ONHI TOMil BUABJSIOTHCSA TUIBKH 3a
JIOTTOMOTOK0 MEPE)KEBUX CHUCTeM. IHIN - TIJIBKH 3a
JIOTTOMOT'OF0 CUCTeMHUX. [[esiki BUMararoTh 3aCTOCYBaHHS
000X THITIB BUSABJICHHS aTaK JUIsl HAIHHOTO BUSIBIICHHS.

Kom0OiHyBaHHS IUX JBOX TEXHOJOTIH 3HAYHO IOJMII-
IIMTH OIP MEPeXi M0 aTak i1 3JIOBKHBaHb, NO3BOJIHTH
TIOCHJIMTH TOJIITUKY O€3IeKU 1 BHECTU BEJMKY THYYKICTh
JIO TIPOIIECY eKCILTyaTallii MepeKeBHUX PECYPCiB.
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