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In practice, most cryptographic devices are subject to
possible external influences from unauthorized users. In
such cases, the device behavior is critical for maintaining
the confidentiality of a key (secret) information and can
be used for cryptanaysis.

Regardliess of the implementation form, cryptographic
device provides several internal and external impact
factors. The external factors such as power supply and
clocking allows to generate these parameters that lead to
failures in cryptographic computations [1]. In addition to
externa means there is a possibility to change internal
intermediate states of registers and RAM cdlls direct
using modern equipment with 1C depackaging.

In this report we presents a successful attack on
symmetric block cipher GOST 28147 implementations
with fault induced during the last round computations.

Adapted to GOST 28147 atack mode (Figure 1)
involves the construction of difference distribution tables
for each S-box. Since standard defines 4-bit substitution
tables there are generdly 16 possible combinations.
Moreover, unlike DES agorithm, GOST 28147 has

addition modulo 2% with round key operation, so we
need to consider carry to more significant bits. As a
result, for the adder block difference distribution tables
has been congtructed that take into account all 256
possible combinations for 4-bit (R, K) values.

The general idea of the attack is that not all DS are
possible, because of specific DS,, and aso for
particular DR (Figure. 1). So we can discard possible key
bits according to the expected differences.

Implementation of the agorithmic part of attack
confirms the possibility to recover last round key by
andyzing between 9-15 faulty ciphertexts without
knowing plaintexts.

Thus GOST 28147 encryption agorithm, as other block
ciphers with Feistel structure, seems to be vulnerable to
fault analysis. The adapted mode for the last round, that
allowed to recover 32-hit key for a reasonable number of
faulty ciphertexts could be extended to the last few rounds
to extract the entire key.
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Y oonoeioi npeocmaeneno moodenv ycniwmoi amaxu na
OCMAHHIT payno peanizauiil  anzopummy CUMEMPUYHO20
0nokosozo wughpysanna 32iono JCTY I'OCT 28147:2009
WAXOM  CHPUYUHEHHA NOMUIOK 6 X00i 004uUCcieHb.
Ilpocpamna peanizayia anzopummy amaxu niomeepoxicye
MOMHCTUBICMY 6IOHOBIEHHA PAYHO08020 K1I04aA 3A 00NOMO2010
9-15 cnomeopenux wiugppomexcmis.

Kuro4oBi ciioBa — cUMETpUYHMI KPHITOAITOPUTM, KPHUIITO
aHaJli3, aTaK{ BUKJIUKY IIOMHJIOK, HEKOPEKTHI MU(POTEKCTH.

l. BcTyn

Ha npakruii xpunrorpadivHi mpuUCTPOl MiISTAIOTh
MOXIIUBOCTI CTOPOHHIX BIUIMBIB 3 OOKY HECAHKI[IOHO-
BaHMX KOPHCTYBauiB. B Takux BuUNajkax MOBeIiHKA
CHCTEMU € KPUTHUYHOIO IOAO 30epekeHHs KOoH(iIeH-
mifiHocTi Ki1r0uoBoi (cexkpeTHoi) iHdopmarii, ToOTO MOXKeE
OyTH BUKOpUCTaHA ISl KPUIITOAHAIIIZY.

[l. ATakn BUKMNKY MOMUIOK

Peauizanist kpunrorpai4HUX MPUCTPOIB, SK MPABUIIO,
BUKOHaHa y (opMi oxHoro kpucrany IC, 3 BHYTpilIHbOIO
CTPYKTYpOIO, 110 Moke MictuTH enementu [13I1 ta O3II,
pericTpH, OJI0KH BBOIY-BHBOJY, TOIIIO.

Heszanexno Big ¢popmu peanizanii kpunrorpadivyHuii
NpUCTpifi  mepenbavae JeKiJibka BHYTPIIIHIX  Ta
30BHIIIHIX (haKTOpiB s CTOPOHHBOrO BIUIMBY. Jlo
30BHIIIHIX ()aKTOpiB HajeXaTh 3arajbHOJOCTYIHI
(YMOBHO) KoOJNa >KMBIICHHS Ta TAaKTyBaHHS, a TaKOX
30BHiHI BuBoau IC.

30BHIMHIA KOHTPOJIb HaJ CXEMaMH J>KHMBJCHHA Ta
CHHXpPOHI3allil J03BOJISIE TEHEPYBATH Taki iX HapaMeTpH,
IO NPUBOJUTUMYTH IO BHYTPINIHIX 300iB B KpHITO-
rpadiuaux obuuciaeHnsx [1]. 3ouimmi BuBOmH IC
MOXYTb TaKOX CIYryBaTH 3acOo0OM IS CIIPUYHUHEHHS
ITOMUJIOK B POOOTI KPUIITONPOIIECOpa, 30KpeMa IIIISIXOM
BCTAaHOBJICHHSI X Y Bi/JTIOBiIHI 3HAYEHHS.

OxkpiM 30BHINIHIX 3ac00iB JJIs1 BIUTUBY CydacHe 00Jaj-
HaHHS JIO3BOJISIE TPOBECTH DO3MAKyBaHHS YaCTHHHU
kopnycy IC 1 orpumati mocTynm [0 BHYTPIIIHBOI
CTPYKTYpH TPHUCTPOIO, 30KpeMa 3a JIONOMOIOI0 HEeIopo-
roro ()oTo-oNTHYHOro 00JIaHAHHS.

VY Takux BUMNAJKaxX aTakylouui, KpiM MOXJIUBOCTI
CIOCTEPEKEHHS 3araJlbHOI apXiTeKTYpH HPHUCTPOIO Yact-
KOBO MOXXE 3MIHIOBATH BMICT JIESIKMX KOMIIOHEHTIB,
CHPUYHMHSIOYH TTOMHJIKY HACTYITHUX OOYHMCIICHb.
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[1l. AHani3 HEKOPEKTHUX LLUMPPOTEKCTIB Ta
BiJHOBIEHHS KNtoya

MOXJIMBICTh YCHIITHOTO KPUIITOAHAJII3Y 3@ JOIOMOTOI0
aTaK BUKJIHMKY IIOMUJIOK JUISI CAMETPUYHHIX KPUIITOCUCTEM
BIepiiie 0yio NpeacTaBICHO Y CTATTI [2] i anroputMy
DES. Jlns BiZHOBIICHHS KIIOYOBHX IaHHX OYJIO BHKO-
pHUcTaHo Mozenb MUQepeHIiHHOoi aTaky, 1o Nependavyae
OTPUMaHHSI Ha OCHOBI OJHOTO OJIOKY BIJJKPUTOTO TEKCTY
JIBOX TEKCTIB, 3 Ta 03 IIOMUJIKH.

Kpunrorpadiyauit anroputm 6J0K0BOTro mU(GpyBaHHS
srigio JICTY TOCT 28147:2009 wmae 32-payHIOBY
CTPYKTYpY 3 Mepexero Deiicrens ta 256-0iTHUM CEeKpeT-
uuM KmodeM [X7, Xg, Xs, Xa, Xz, Xz, X1, Xo] [3].
PayHnoBi xirodi € 32-0iTHUMU YaCTHHAMM I[LJIOTO KITFOUa
1 BUKOPHCTOBYIOTHCS B TOCHIMOBHOCTI Xg...X7, Xg...X7,
Xo... X7, X7...Xo.

BMicT mpoMiXHUX Ta KIHIIEBUX PpEricTpiB payH/iB
BU3HAYAETHCS TAKUMHU BHPa3aMU:

— 32
R =(11<<< §((R_, +K;)mod2®))A L,
L, =R;.;, mpuj=1.31
Ry =Ry
Ly = (11<<< S((Ry + Ky)mod2¥) A Ly,
ne L i Rj
pe3yabTaTy PayHIOBOI (DYHKIIIT.
Ilpunyctumo, mo B perictp Ry

BIAMOBIMHO cTapmn Ta Moioann 32-0itu

BHOCHUTBLCA

cnotBopenHs DR, , Toxi

Lg = (11<<< S((R, A DR, + K, ) mod2%)) A L, .
[IpocymyBaBmM 3a MOIyIeM JBa JIiBI YaCTUHH
KOPEKTHOI'0 Ta CIIOTBOPEHOI'0 IMU(PPOTEKCTIB OTPHUMAEMO:

(Lp A L) >>>11=5(S,) A S(SY), ne
S, =(Ry + K32)mod232
St = (Ry, A DR, +Ky) mod 2%
(Lp A Lg,) >>>11=DS

6ux "

Takum 4YHUHOM, Bpaxo-
BYIOUH, III0 OJIOK 3aMiHHU CKJIQAA€ThCS 3 8-MU HE3aJICKHUX

4-0iTHMX TaOmuipe orpuMaemo DS IS KOXKHOL

BUX
TaOIHII.

AnanroBana 1o ['OCT 28147 monenp ataku (puc. 1)
nepenbavae MOOYAOBY TaONMIL pO3MOmiIy audepeH-
miadiB JUIs KOXKHOro Onoky 3aminu. OCKUIBKU CTaHAAPT
Bu3Hauae 4-0iTHI TaONMIi 3aMiHM 3arajJioM MOXJIHBa
komOinanis 16 map S, ,S( . Kpim Toro, Ha BiaMiHy Bif
anroputmy DES, cymyBanus perictpy R 3 payHmoBum
K/TI0UeM BiIOyBaeThes 3a MomyneM 2%, ToMy HeoOXimHo
BpaxoBYBaTH IIEPEHOCH y CTapIi po3psiau. SIk HaCIioK,
Ui OJIOKY CyMYBaHHS TMOOYJOBAaHO JOMATKOBI TaOHIN
posnoziny gudepenuianis DRP DS, , mo BpaxoByroTh
Bci MoxuBi 256 kombOiHarti# 4-6iTHux 3HaueHs (R, K) .

Cyrb ataku monsrae B Tomy, mo He Bci DS, moxiusi,
Ho-TepIue 111 KOHKPEeTHUX Tabmui 3aminn ta DS, , mo-
npyre st koHkperHoro DR (pucynok). Kumroui
3HAXOJATHCS IUIIXOM Iepedopy MOXKIMBUX TINOTE3, M0
3aJIOBUIBHSIIOTH CUCTEMY PiBHSHB!

1 (R+K+C)mod2* =S,
1(RO+K +CYmod2* = S¢

SIKI0 BU3HAYMTH €IWHUKM BapiaHT 4-0iT  KIOYa

HEMOXJIMBO,  BHUKOPHCTOBYETbCS ~ HAcTyllHa  Iapa
(DR,DS,,) .
Mooens oughepenyiiinoi’ amaxu ons 4-6im knroua
Jnst  mepeBipkM TPAaKTHYHUX  Pe3yIbTaTiB, OYyIIo

peasi3oBaHO aJrOPUTMIYHY YaCTHHY aTakd 3 T'eHeparli€io
BHUIIaJIKOBUX CIIOTBOPEHb B OIHOMY 3 PO3PSIIB pericrpa
R,, . IIporpama aHamizy 3HaXo[IuIa OCTaHHiHM payHIOBHI
(Xg) 3a
mr(ppoTeKCTiB.  BiJHOBIEHHS  payHIOBOrO  Kiroua
JIO3BOJISIE TIEPEHTH 710 PE3Y/IbTATIB MOMEPENHIX iTeparlii i
MOCTYIOBO BiTHOBUTH Bech KITk0Y (7 OCTAHHIX payHIiB).

KJTF0Y nonomororo  9-15  crnoTrBopeHMX

BucHoBOK

Peamizamii  airopurtMy CcUMETpUYHOro  OJIOKOBOTO
mm¢pysanss 3rigHo JCTY TOCT 28147:2009 moxyTh
Oyrn  Bpa3NuMBHUMHU  JO  aHaJi3y  HEKOPEKTHHX
mH(pPOTEKCTIB, CIPUIMHEHUX allapaTHUMH 3005 IMH aTak
BUKJIMKY oMWIOK. HaBeneHa ajantoBaHa MoAeNb aTaku
OCTaHHBOTO payHIy J03BOJISE BIJHOBUTH 32-OiTH Kiroua
3a IPUHHATHOI KiJIBKOCTI CITOTBOPEHUX IU(PPOTEKCTIB.

[IpoBeneHi mocmiKEHHS MiITBEPIUIA MOXIIUBICTH
PO3LIMPEHHS MOJIEN 10 NIEKIIBKOX OCTaHHIX PayHIIIB.
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