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The work is devoted to research of simulation
mathematical modeling methods concerning  the
application in problems of information security risk
assessment of secure enterprise communication networks
(B3KM3, SECN - secure enterprise communication
networks). The use of the mathematical apparatus for the
tasks of analysis and examination of SECN alow to
receive important information about the structure and
investigate the dynamic behavior of the system, to
identify dangerous areas, to study the potential
consequences of attacker intervention.

The objective of the research is to investigate and
selection of efficient ssmulative mathematical modeling,
to present the possibilities of mathematical apparatus for
the tasks of security and optimization SECN.

We conducted the simulation of malicious attack
process on the communications center SECN (Fig. 1). To
describe the behavior of the attacker and the evaluation of
possible consequences effects as a result of the
unauthorized intervention, we used method of attacks
tree, which allows to can take into account the combined
effect of the use of system vulnerabilities and their
dependence on each other. On the basis of expert
assessments of the security systems units (transitions in
the theory of Petri nets) Time and financia costs of their
overcoming were brought to conformity by means of
simulation modeling CPNToals (Fig. 2).

Compatible using of the approach based on "the least
resistance” together with methods for evaluating of
susceptibility to threats allows to determine the most
sensitive parts of system protection and predict the
emergence of vulnerahilitiesin the future.

During the simulation modeling it was found that
SECN with the default configuration of system security
isn't safe, the information can be easily reached.

This approach to risk assessment of information system
allows on theinitial stages of projecting to determine the
most vulnerable parts of the system and on the base of
received information to develop an action plan to ensure
the informational security of the assets.

Iepexnao suxonano Manunogceroro O. A., yenmp inozemHux
moe «Universal Talk», www.utalk.com.ua
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Poboma npuceauena 0ocnioscennio memoodie imimayiiinozo
MAMEMAMUYHOZ0 MOOETIIO6AHHA HA NPEOMEN 3aCMOCYGAHHA

6 3adauax OYiHKU pu3ukie iHgopmayininoi Oe3nexku
3axuwieHux KopnopamugHux mepec 3¢ a3xy (3KM3).
Kmiouoni cJoBa — OILliHKA PU3HKIB, iMiTaLiiHe

MmopentoBanHsi, mepexi ITerpi, CPNTo0lS, nepeso arak.
l. BcTyn

BrnpoBa/pkeHHST MaTeMaTWYHOrO amapary B 3ajadax
aHaJi3y Ta JOCTI/DKCHHS MOJeTi MopyliHuKa (3arpos)
3KM3 pae 3Mory JeranbpHille IpoaHani3yBaTH HOTEH-
nifiHo HeOesmeuni ainsgHkn 3KM3, oTpumaTH Ba)JIUBY
iHpOpMaIiIo MPO CTPYKTYpy Ta JAWHAMIYHY ITOBEHIHKY
3KM3, BusBUTH (aKTOpH, IO 3YMOBIIOIOTH peai3amito
3arpo3, Ha OCHOBI KiJIBKICHUX OIIHOK CITIBCTABUTH PU3UK
JIOCII/DKEHOT CHCTEMH 3 pPH3MKAMH aJIbTEPHATHBHUX
cucteM abo TEXHOJOTiH, pO3pOOMTH IIaH TEXHIYHHX Ta
opraHizaliiHUX 3aXOJiB 3axucTy. B craTTi BH3Ha4YeHO
0COOJIMBOCTI OCHOBHHMX MaTeMaTHYHHUX MOJIeNel IoBe-
JIHKM TOPYIIHHWKA, NPEICTABICHO IEpeBard CHUCTEMHU
iMiTariiiHoro MarematudHoro momentoBanus CPNTools
[http://cpntools.org/], mwis HAOYHOCTI POBECHO MOJIEIIO-
BaHHS MPOLECY aTaKu 3JIOBMHUCHHKA Ha BY30J1 3B’ 3Ky
3KM3.

Il. Buknag ocHoBHOro marepiany

Ha cyuacHoMy erami po3BUTKY iH(POPMAIIHHUX CHCTEM
B)KJIMBOIO YaCTHHOKO 3aXOJiB 3aXHCTy IPHU MOOYIOBI Ta
JIOCITIJPKEHH1 MOZIEN1 3arpo3 MOCTa€ 3aBIAaHHs OTPUMaHHS
KUIBKICHOI OI[IHKH PHU3HKIB, [0 3IaTHA OI[IHUTH aJCKBaT-
HICTH 3aTpaT Ha iX MiHIMIi3alil0 Ta TPOAEMOHCTPYBATH
KEpIiBHHUIITBY OpraHi3alii Npolec Ta pe3yJabTaT 3HUKEHHS
pU3UKIB 1HGOPMAIHHOI Oe3MeKH, MOPIBHATH MOTOYHUIMA
PIBEHB 3aXUCTY 3 TIOMEPEHIM.

Ananiz ocmannix 0ocniodcens i nyonixayii. IIpodnemi
onTuMizanii MOOyIOBH IMITAI[IHHUX MOJENeH 3 METOIo
JUHAMIYHOTO JIOCITiDKEHHS peajbHUX CHCTEM MPUCBSIYEHI
poOOTH TaKWX BITYM3HSHHUX 1 3aKOPAOHHUX aBTOPIB:
Jessaun [1.M., Jlynukesuu B.b., Mamtok A.A., IlaB-
qoB B.A., ITaryaun A.H, Xopomko B.O. JlocmimkeHHIM
MOJICTTFOBaHHSI ITOBEIHKH 3JJOBMHCHHKA Y KOPIIOPATHBHIH
Mepexi 3 BUKOPHCTaHHs amnapary mepex I[lerpi-Mapkosa
3aiiMaroThes HaykoBIl [luOymun A.M., [llununesa A.B.

Meroto poOOTH € JOCHTIKEHHsI Ta BUOIp e(heKTUBHOI
CHCTEMHM IMITallifHOrO MaTeMaTUYHOTO MOJIEIIOBAHH!,
MIPE/ICTaBIICHHS. MOXKIIMBOCTEH MaTeMaTHYHOrO anapary B
3ajavax 3axucTy Ta ontumiszanii KM3.

JocnimkenHst muHamivaux nporecis 'y 3KM3 nposo-
IATh Ha il MAaTEMAaTUYHOMY CKBIBaJCHTI — iMiTamidHiN
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Mmozeni. [Ipn moOynoBi anekBaTHOI MOJENi BHKOPHCTO-
BYETbCS TakWUi MaTeMaTH4YHWI amapatr. Teopis rpadis,
TEOopist MacoBOro OOCITYrOBYBaHHS, MapKiBChKi IPOIIECH,
Teopis Mepex Ilerpi, IITYy4HI HEHPOHHI MeEpEexi.
Bukopucranns mepexx Iletpi nmae 3Mory mnpeacraBUTH
CHCTEMY SIK YiTKY TPHUYHMHHO-HACHIKOBY IMOCIiIOBHICTb.
Uirka MaTtemarnyHa ¢opMaiizaiis Mepex J03BOJIsIE
MIPOBOJUTA MOJICITIOBAHHSA Ha OOYHCIIOBAJIbHIN TEXHIII,
MOXIIUBICTh MOJIEIIIOBAHHS IapajelbHUX HEMOB' S3aHUX
MiX CcOOOI0 TIpOIECiB 3yMOBWIIA LIMPOKE 3aCTOCYBAHHS
Mepex [lerpi mpu aHai3i CUCTEM.

B poboti mpoBeneHo iMiTaliiiHe MaTeMaTHYHE MOjie-
JIIOBaHHS TIPOIECY OTPUMAHHS aBTOPU3Alli KOPHUCTY-
BayeM Ta MPOILEC aTaKh 3JIOBMHCHUKA Ha BY30J 3B'sI3KY
3KM3. B sxocti MeTona aHainizy JIaHKH iHopMaIiiHOl
cucteMd Oyl0 BUKOPHCTaHO METOJA JiepeBa aTak,
repeBaraMy SIKOTO € YHIBEPCAJIbHICTh, HAOYHICTH Ta
THYYKICTh Npu TOOyq0BI Mojesel 3axuiieHux iHngopma-
LIIAHUX CUCTEM.

JlepeBo atak mpencTaBiicHE y BHIVIAII JBOJONBHOTO
rpada (puc. 1), y BepIIMHH SKOTO 3aMHUKAIOTHCS BapiaHTH
aTak JUisl JOCSATHEHHS MOCTABJIEHOI 3JIOBMHUCHHKOM IIii.
Jlis koxHOI 3arpo3u OyIyeThCsl BIIacHE JEPEBO, KOXKEH
BY30JI JlepeBa € MOMJIMBOIO IPOMDKHOI  IIJUIIO
3JIOBMUCHHKA 1 3TiHO 3 CHHTakcucoM Mepex [lerpi
[103HAYa€ThC K ITO3ULA, Al 3JIOBMUCHUKA BiAIIOBIIATH
nepexofaaM y Teopii mepex Ilerpi [1]. st orpumaHHs
KiJIbKICHOI OIIIHKM KOXHIW JIaHIII CUCTEMH CTaBHThCS Y
BIJIMIOBIIHICT ~ €KBIBAJEHT 4YacoBUX Ta (DiHAHCOBHX
pecypciB, sKi HEOOXiTHO 3aTpaTHTH IS ITOMOJIAHHS
chucTeMH 3axucTy. Ha OCHOBI OTpMMaHMX JaHHUX IIPO
MOXIIUBY  TIOBENIHKY 3JOBMHCHHKA  BH3HAYalOThCS
HaMBpa3NMUBIlII MICI Ta TNPUAMAEThCSA pILIEHHS IPO
MIPOBEACHHS BiJIOBIIHUX 3aXO[iB 3aXHCTY.

Puc. 1.Mooenwv oepesa amak

3aMicTb HMOBIPHOCTI BUKOPUCTaHHS TOi YM IHIIOI
BPAa3JIMBOCTI 3JIOBMHUCHHKOM BpPaXOBYEThCS BapTiCTh Ta
Yac MPOXOMKEHHS 3 OMHOro By3na B iHmud (puc. 2).
[InsxomM OaraTopa3oBOro MOJENIOBAHHS BU3HAYAETHCS
HAWKOPOTINUHM MLIAX [0 MOCTaBjiaeHol mimi (miaxig Ha
OCHOBi «HAWMEHIIIOrO OTOPY»), IO TO3BOJISIE BU3SHAYHTH
MIPIOPITETHI HAMIPSIMKH 3aXUCTY Ta Mepe0AYUTH MOXKIIUBI
HACJIIKH.

Cucrema imiTariiiHoro momemtoBanass CPNToOlS nae
3MOry CIyKOi 3axucry iHpoOpMalii TIOCTaBUTH Y
BIJIMIOBITHICTh KOXXHOMY TIEPEXOAY BIIACHY 3aTPHUMKY
npoxomkenHs. Y Bunaaky I, ABO nexomnosuiiii nepesa

BPa3IMBOCTEM BUKOPUCTAHO JIOTIUHI OIEPATOPH 3 TAKMMH
OyneBumu onepamismu: Not b, bl orelse b2, bl andelso b2

2.

Puc. 2. Mooenv nooonanns 3108 MUCHUKOM
cucmemu 3axucmy

B nporieci moaemoBanus byio BusBieHo, mo 3KM3 i3
3aIaHOI0  KOH(QITYpaIli€l0 CHCTEMH 3aXUCTy HE €
0e3MeYHOI0, Yac MPOXOMMKEHHS 3JI0BMUCHUKOM CHCTEMH
3aXMCTy MEHIIMH 3a 4Yac JXKUTTs iHQopmamii, a omxe
Mepexa MoTpeOye BXUTTS JOJATKOBUX 3aXOJIiB 3aXHUCTY.
3anporoHOBaHO peaii3zyBaTu CHUCTEMY-TIPUMAaHKY
(honeypot), sika 3abe3neuye HaBuarHs 3KM3 3a paxyHOK
aHaJi3y TUMOBUX il 3JIOBMHUCHHKa Ta BUKOPUCTAHHS i

BIPOBAJ/DKCHHS  BIJMOBIAHMX METOMIB Ta  3aco0iB
3aXTHIOIHCTY.

BucHoBok
B pobori 1mocmimKeHO ~acleKTH  BHKOPUCTaHHS

MaTeMaTUYHOI0 anapaTy B 3agadax MoaemtoBanHs 3KM3,
HaBEJICHO OCHOBHI IIepeBark Teopii KOJBOPOBHX MEPEK
Iletpi Ta 3a JOMOMOrOK TPOTPAMH  IMITAI[HHOTO
MaTematuuHoro MonemoBanus CPNTools mpoaemon-
CTPOBAHO MpOIEC aTaKd 3JIOBMHUCHHKA Ha 3aXHIICHHUH
BYy301 3B's3Ky. Takuil miaxXim, Ha BIAMIHY BiX 1HIIHX
(OCTAVE, IS0 13335, PCI DSS, Digital Security) mo
OLIHKM pU3UKIB iH(opManiiHOi Oe3nekn Jae 3Mory
cnyx0i 3axucty iHpopManii Ha erami po3pOOJICHHS
CHCTEMU MEHE/DKMEHTY iH(opmaliiHol Oe3rneku mpoBo-

IUTH  JUHaMiuHy  e(QeKTHBHY  OIIHKY  aKTHBIB,
Bpa3IUBOCTEH, PU3HKIB.
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