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In the corporate information systems (CIS) users data
access control (AC) is mostly formalized by models
DAC, RBAC and MAC. To reduce the complexity of the
setup process of AC DBMS, it isimportant to automatize
some of its stages. Automatization can be effectively
performed when using MDA- methodology of software
code development (Model Driven Architecture), which
requires formal specification of the subject area
description. Most products use UML language to
represent meta-model that describes the behavior of AC
models, using class diagram and interaction, and aso use
language OCL (Object Constraint Language) as the
language of the constraints and the existing objects
description. Most meta-models do not take into account
the database properties, developed for an organization, its
employees may be classified after structural and position
hierarchy of subordination, and the database may already
have data about thishierarchy.

In this paper, the modification of the meta-modd of
formal UML specification is proposed, which takes into
account the specified feature. The model includes classes:
User - users, DBrelation - DB modd, Role - roles
hierarchy of RBAC- model, SecurityLevel - hierarchy of
security labels of MAC-model, Permition — access
permissions at the SQL-level, Category - abstract class
for combining of different models of AC, Constraint -
OCL-congtraints for the installation of access rights with
taking into consideration of the structural and position
hierarchy of users subordination, presented in the CIS
database.

To validate the structures of the proposed model
formalization of AC, editor Argo/ UML is used, but for
verification OCL-congtraints the package Dresden OCL is
used.

The proposed formal specification will alow to
automate the choice of user roles classifier, taking into
account AC model, the choice of user roles, taking into
account a classifier, the choice of access objects classifier,
represented in arelational database modd CIS, the choice
of the roles access right to the access objects and rules for
access rights furnishing that exist in the DBMS.
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l.BcTyn

B xopmopatuBhux iHpopmaniitaux cucrtemax (KIC)
ynpaBninasa gocrymom g0 manux (Y]I) xopucryBauis
dopmarizyeTbcsi OCHOBHHMH TpboMa Mmomeiasmu [1]:
Bubopya (DAC), poiroBa (RBAC) i mosHoBaxkHa (MAC).
B pi3HuMX mnpemMeTHHX O00JacTSIX BHKOPUCTAHHS IHX
MoJIeJIedl 3pocTaroda KUIBKICTh CyO'eKTIB 1 00'€KTiB
JIOCTYILY IIPU3BOIUTE 10 BUCOKOI TPYIOMICTKOCTI TpOIe-
cy HajamryBaHHa MexaHi3MiB Y. OcobmuBo 1e
nposiBisseTbes Ha piBHI CYB/I, sk 6e3mocepenHbo MOB's-
3aHOMY 3 YIPaBIiHHAM JaHUMHU. [IpHpPOTHMM ULIIXOM
BUpILIEHHA i€l MpoOneMH € aBTOMAaTH3allis MpOIECy
HanamTyBaHHsd MexaHi3MiB Y]l Ha pieai CYBJ] sk
MIPOLIECY MPOEKTYBaHHs MPOrPaMHOI0 KOy 30epekeHHX
nporeayp i Tpurepis. B poboti [2] npu aBTOMaTH3aIii
nporpamMHoro kony wexaHismiB Y] pisaux CVYB]]
nependavaerbes HasBHiCTh KIC B opranizanii, criiBpo0iT-
HUKIB SIKOi MOXKHa KIIacH(iKyBaTH 3a CTPYKTYpHO-
MOCaIOBOI0 i€papXi€ro MiAmopsiaKyBaHHsi, a B BJ] Bxke
MIPUCYTHI JaHi Mpo IIf0 iepapxii. AJjie mpoBesieH] ekcre-
pumentu 3 B/l yHiBepcuTeTy mokasaid, MIO OMUC BUMOT
0e3 (opmanpHOI crerudikaiii MPU3BOAUTL JO IOSBU
KOH(QTIKTIB MiXK TIOBHOB2)XCHHSIMU B TIOCAJIOBUX 1HCTPYK-
IisAX CHIBPOOITHHUKIB 1 MpaBaMH JOCTYIY POJICH CIiBpPO-
OITHUKIB-KOpUCTYBauiB. JlaHa po0OoTa IPUCBAYCHA
BUpILIEHHIO W€l mpoOieMu Ha OCHOBI (opMasbHOI
cnerudikanii Y/ B B/I.

Il. PopmanbHi cneyundikauii B Mogensix
yrnpaBeHHs JOCTYNoMm

ChOrosiHi aKTUBHO PO3BHUBAETHCS METOOJIOTIS PO3pPO0-
K{ TporpamHoro koxay mia Hassoro MDA (Model Driven
Architecture), uactunoro skoi € MDS-meromooris
(Model Driven Security), ski aBTOMaTH3yIOTh MPOIEC
pO3po0OKKM Ha OCHOBI (opMajabHHX Mozeiei. B Hux
OCHOBHOIO (hopMaJIbHOIO MOBOIO crienudikariii € UML —
MOBa MOJIENIOBAaHHs y BHUIJIsmi giarpam. B poGoti [3]
3amporonoBaHo posumperns UML 3a Hazsoro Model Sec,
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sike popMaitisye crierudikarii s pisaux moxaenei Y/, a
B pobori [4] 3ampomoHoBaHO YHi(iKOBaHY MOBY Moje-
JIIOBaHHS yOpaBIiHHS JxoctynoM Ha ocHoBi UML. V¥V
3a3HaueHux poborax UML mpexacraBnsie Mera-mopens
JUTSL OTIHCY TIOBEMiHKUA Mojenedl Y]l 3 BUKOPHUCTAHHIM
miarpamu KiaciB i B3aemomii. Pobotu [5-6] Brkopucro-
Bytoth MoBy OCL (Object Constraint Language) - moBy
oIUcy OOMEKeHb Ha iICHYIOUi 00'€KTH.

Bukopucranas UML 1 OCL B mpolieci HaiaromKeHHs
V]I epekTUBHO Ha eTami BU3HAYEHHS BUMOT IIPEIMETHOI
o0IacTi, KoM HeoOXiJHa BUPa3HICTh TpadidHOro mojaH-
H1 UML 3 naniB-anropurmiunictio OCL. Hapami s
Bepuikalii crBoproBanux mojeneid Y]l HeoOXimHO Bxe
BHKOPHCTOBYBATH JIOTiuHI (opmarizaiiii nporecy Model
Checking: muckpuriiiina Jiorika, 3aBIaHHs 3a0BOJIEHHS
oOMeXeHb 1 JIorika IpeAuKaTiB, SKi pa3oM BHMAararoTh
tpancdopmanii UML i OCL [5].

[Il. UML-OCL ansa ynpasrieHHs 4OCTYMNoOMm
B pensauinHnx b

Mopudikauiro Mera-monenei ¢popmaipaux UML-crie-
mudikaniii pobit [3-4], sxka onucye MOBEAIHKY Mojenei
RBAC, MAC Ta BpaxoBye icHyBaHHs B BJ] cTpykrypHO-
MocasoBol  iepapxii MigMOPSIIKYBaHHS KOPHCTYBadiB,
TIPE/ICTaBJICHO Ha PUCYHKY.
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Mopnens Bkitouae kmacu: User —  kopucryBadi,
DBrelation - mozmens BJI, Role — iepapxis poneit RBAC-
Mmogmeni, SecurityLevel — iepapxis miTok Ge3meku MAC-
Mmozeni, Permition — mpaBa jgoctymy Ha piBai SQL-
komann, Category — aGcTpakTHUH Kiac AJIs TOETHAHHS
pisuux wmozeneir V]I, Constraint — opranizamiiina
iepapxist (atpubyt org_h) Ta mocamoa iepapxis (aTpudyT
org_p) mwis poneit. Atpubyru org_h, org_p BKIHOYarOTH
MHOKUHY aTpuOytie 3 DBrelation ta obmexeHHs ix
3HAYeHb, SKi BU3HAYAIOTH poii 3 Role.

Jns  Bamimamii  KOHCTPYKIIH  3alpONOHOBaHOL
dopmanbroi Mojeni Y]l BUKopucTaHO pemakTop Argo/
UML (http://imww.ArgoUML.com), a mis Bepudikarii
OCL-o6mexens Bukopuctano maker Dresden OCL
(http://mmwv.dresden-ocl .org), sikuii BKITFOUae MOYITI:

OCLEditor — pemaxrop, OCLParser, OCLTypeChecker —
CHUHTAaKCUYHUU 1 cemaHTH4YHMI anamizatopu, OCLInter-
preter — nunamivynmit BaigaTop BimnosigHocti OCL kia-
ciB UML. JlonartkoBuit Moayns OCL2SQL moxe reHe-
pyBat QL-kox 3 check-obMesxeHHsaMu 1 Tpurepamu [6].

BucHoBOK

3ampornionoana UML-OCL  ¢dopmanizaniss  Mozedni
YIPaBIiHHS JOCTYNMOM B pemsuiiinii bJ] 3abe3neuye
cyBOpHid omHc crienudikaiii BUMOT, 10 3MEHIIYE HEBil-
TIOBIZIHICTh M)XK BUMOTaMH TOC3J0BHX IHCTPYKIH CITiB-
pOOITHHKIB TIO pPOOOTI 3 JOKyMEHTAMH KIacy <«Juis
CIy’k00BOr0 BUKOPHCTAHHS» 1 MpaBaMH JOCTYIY CITiBPO-
OitHuKiB-kopucTyBadiB KIC 10 naHumX eneKTpoHHHX
nokymenTiB B BJ[. ®opmaibHa crienmgikalisi 103BOIUTH
aBTOMaTHU3yBaTH BHOIp KiacudikaTopa poseil KopHucry-
BayiB 3 ypaxyBaHHAM mozeni Y /]I, BuOip poneit kopucry-
BaviB 3 ypaxyBaHHSIM Kiacudikaropa, BHOIp Kiacudika-
TOpa OO0'€KTIB JIOCTYNy, TpPEICTABIEHUX Y BUIJISII
pemsuitinoi moxeni b1 KIC, Bubip npasa qocTymy podei
JI0 00'€KTIB IOCTYIY 1 MPaBWIJI HAJIAHHS MIPaB JAOCTYIY, 10
icaytotb B CYB/I.
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