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 Abstract - In this paper the method, which uses elliptic curve 
transformations for random bit generator is given. 
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I. INTRODUCTION 
 In recent years deterministic random bit generators (DRBG) 
attracted much attention, especially deterministic random bit 
generators base on elliptic curve (EC) [1,2,3]. Random bit 
generators is used in lot of applications for information 
security. The greatest actuality acquired cryptoprimitives on 
elliptic curve. Elliptic curves offer new permutations that 
permit  to obtain the boundary estimates of the number of 
DRGB internal states. There is use of full set of isomorphic 
transformations curve points for increase cryptographically 
strength of DRBG. 

II. NEW DUAL_EC_DRBG 
 An elliptic curve mod p is defined by a congruence: 

2 3: mod= + +E y x ax b p , (1) 

where p is a prime, 3p > , and 3 24 27 0 moda b p+ ≠ . (For 
2 3p = ∨  the congruence takes a different form.) The 

elements of the elliptic curve are the solutions ( , )x y  to the 
congruence together with an identity element O. 
 The elliptic curves: 

2 3: modE y x ax b p= + + ,  
2 3' : ' ' modE y x a x b p= + + . 

 The elliptic curve E and E’ related isomorphism: 
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were 0, 0, 0, 0.r s t u= = = ≠  
 The algorithm DRBG base on elliptic curve transformations 
(Fig.1). 
1. Begin. 
2. Generated base parameters: pF , pE , point ( , )P PP X Y=  

and Q, ( # pn E= ), { }: 'ngen Z ω , { }:pgen Z ω . 

3. Generated secret value seed, ( , ) 1seed n = . 

4. Obtaining session value mod
seedt n′= ω . 

5. Begin cycle: 

a. Calculating 2 modi
iu p= ω ; 

b. Calculating 2 3' { , }i i P i PP u X u Y= ; 

c. Calculating current 1* modi it t t n−= , i nt Z∈ ; 
d. Calculating current * 'i i iP t P= ; 
e. Calculating ( [ ])i is X P= φ ; 
f. ( [ * ])i ir X s Q= φ ; 
g. ( )i ib extr r= . 

6. End cycle. 
7. End. 
 The function new DRBG over isomorphic transformation 

( [ ( [ ])* ]) ( [( ( [ * ( )])* ])i i i ir X X P Q X X t P Q= φ φ = φ φ ϕ .  (3) 
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Fig.1 New DRGB base on elliptic curve 

transformations 

III. CONCLUSION 
 New method permits to increase the number of internal 

states of DRGB in 1 ( 1)
2

−p  in comparison to 

Dual_EC_DRBG and to increase a lower bound of period 
random bit sequence of generator. New method of elliptic 
curve transformations which appear to require probabilistic 
exponential time of invert have been constructed. 
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