317

Information Security of Time-Controlled Signals
In Confidential Communication Systems
Nicolay Zakharchenko, Vladimir Korchinsky, Bronislav Radzimovsky

Summary — The evaluation of information security is given,
the probabilities information contents breaking of time-
controlled signals are deter mined.

Key words — Time-controlled signal, infor mation security

|. INTRODUCTION

Counteraction to unauthorized access attempts in
confidential communication systems is the most important
issue, that is why the search and study of the transmission
methods, that let increase the security of signas is of high
priority nowadays [1].

[1. INFORMATION SECURITY
EVALUATION

The pape examines the method of informaion security
incceese by using time-controlled dgnas [2] in a binary
communication channd.

The vadue of the indants of a timecontroled sgnd

modulation, formed & thetimeintervd T, = nt, (where N —is
the number of unit dements; t, —their duration) aredifferent from
N-digit sgnd. They are not divisble to t;, but t, asome base
demet D (D=t,/s; s=123,.., | - ae whoe
numbers). The segments of a dgnd with the duration
t. =t, +kD wheek =0,12, ..., S3(n- 2) aretranamitted
into a channd. The digtances between signa condructionsin time-
contraled signdls are determined by the value D<t;, o the

number of thdr ingances Np at the interval T substantialy
increasesin comparison with the N-digit code

« oz l0s)- [ls- 4]
P Si(ns)- [(s- )] ]!

where | — is the number of information ingtants of
modul ation.

We can obtain different multitudes of time-controlled
signals by changing parameters N, S and i . Each of them
will have different durations, that are dependable from n-
values, number of base S-dements and the number of |

transitions, i.e. from the signal form at thetimeinterval T, . A

substantial increase of information security of time-controlled
signals can be reached by the changing of the form. While
using even a smple binary code in the tranamission system,
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the information contents can be broken through only by the
andysis of the matching instances of a time-controlled signal
to N-digit code instances.

The number of comparisons for one ingtance consdering the
known N, Sand | is detemined by the formula (1). But it is
necessary to andyze not a single indance but together their some

number N, to determinetheinformation contents

Fig. 1. shows graphs of the probabilities of information
contents bresking of time-contrdled signals in dependence from
the number of mutually analyzed indances a different N, Sand |
values The fig.l demondrates that the increase of the st of

ingances Np of timecontrolled sgnds and the number of
mutually analyzed consructions N, decreases the probability
Piy @ndthar bresking.
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Fig. 1. Graphs of the probabilities of breaking of the
information contents of time-controlled signals.

I1l. CONCLUSION

Theresults of theresearches done showed tha the use of time-
controlled signdls inareases the structural and informeation security
of theinformation tranamitted. With thisthe probability of asigna

sructure bresking P, can be minimized to 10%, and the
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probability of information security p, . —to 10™. Besides, we can
increase the information security of the tranamitted messages by
coding thetime-contraled Sgnals.
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