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Abstract – The conception of secure distributed data storing 
system is described. Quasi-random approach for data-flow 
routing into different encrypted flows to distributed network 
FAT at servers’ databases is proposed.  
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I. THE METHOD DESCRIPTION 
There is actual problem existing of secure data storing for 

different kind of applications such as commercial and non-
commercial databases. The prospective effect of these techniques 
lays on the independent financial informational security with strong 
spatial distributed defense of every informational data flows from 
main access Host to 1...N Servers, which held special dedicated 
data storage space (Fig. 1). We accept that initial data flow division 
into File router of the main access Host to the N independent flows, 
routed to data Servers’ dedicated storage spaces quasi-randomly, in 
accordance with sequence, generated into Key maker module. This 
sequence could be also saved into secure data Storage and 
describes Network Map (NetMAP) for File Allocation Table 
(FAT), in order to route initial data flows to DB Servers and 
reverse it to Host properly when required. 

Different mechanisms should be implemented to generate 
reliable and strong key sequence, such as biometric-based 
attractors, special encrypting algorithms with strong physical 
insulation of the used key carrier to secure the flow routing and 
FAT mapping, NetMAP access processes [1]. 

The robust network configuration in corporative or public 
networks, which deal with secure distributed data, provides perfect 
data accessibility and inability to detect and identify a content of 
each independently stored data flow stream, generated by routing 
according to quasi-random generated network FAT map [2, 3]. 

II. PRACTICAL IMPLEMENTATION FEATURES 
Fig. 1 describes basic relations between components of the 

secure distributed data-storing system. It is necessary to provide 
reliable key generating and keeping it into proper key storage and, 
if possible, to use other identification mechanisms, that, for 
example, providing access by biometric authorization subsystem. 
External interfaces to network “cloud” of the main access Host 
should be secured by author’s technique [1], where properties of 
each Host Ethernet line are controlled electrically to prevent 
unauthorized access or data theft. 

In order to store data reliably and provide necessary accessibility 
each flow must be duplicated to the different servers simultaneous-
ly. Data packing and de-packing into/from data-flows before/after 
routing could be realized by appropriate encryption algorithms. 

Dedicated databases (DB) at Servers should use data recovery 
information to guarantee accessibility of data in case of the one or 
more network servers will be unreachable. These additional 
volume of the information could be generated by the main access 
Host instantly at the process of data encryption. 

 
Fig. 1. The basic component relations for proposed  

secure data storing system. 

CONCLUSION 
Proposed secure distributed data storing system could find 

application at the financial data-centers, national secure data storing 
services and other. The effective data division to different flows 
increases network database system security more, than every 
encryption algorithms, makes network system more emergent. 

Further investigations could be defined as loosen segment of DB 
servers logical recovery, routing inside network “cloud” 
improvement [3], such as multi-path routing. 
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