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Identification with Privacy Protection
based on Data Hiding

Taras Holotyak, Svyatoslav Voloshynovskiy, Ivan Prudyus

Abstract—In many problems such as biometrics, multimedia
search and retrieval, recommendation systems requiring privacy-
preserving similarity computations and identification, some bi-
nary features are stored in the public domain or outsourced to
the third parties that might raise certain privacy concerns about
the original data. To avoid this privacy leak, privacy protection
is used. In the most cases, the privacy protection is uniformly
applied to all binary features resulting in the data degradation
and corresponding loss of performance. To avoid this undesirable
effect we propose a new privacy amplification technique that
is based on data hiding principles and benefits from side
information about bit reliability a.k.a. soft fingerprinting. In this
paper, we investigate the identification rate vs. privacy-leak trade-
off. The analysis is performed for the case of perfect match
between the side information shared between the encoder and
decoder as well as for the case of partial side information.

Index Terms—identification rate, privacy leakage, privacy
preserving.

I. INTRODUCTION

Content identification systems are widely used in various
emerging applications ranging from identification of physi-
cal objects and humans to multimedia management (content
filtering, content tagging) and security (copyright protection,
broadcast monitoring, etc.). Most identification techniques are
based on binary digital fingerprinting. A digital fingerprint
represents a short, robust and distinctive content description
allowing fast and privacy-preserving operations. In this case,
all operations are performed on the fingerprint instead of on
the original large and privacy-sensitive data, thus allowing
introducing crypto-based security into the analog or noisy
digital world [1]. These new techniques arc able to overcome
the fundamental sensitivity issue of classical cryptographic
encryption and one-way functions to small noise in input data
by trading-off the security and robustness to noise.

This paper is an extension of our previous works [2]-[4].
We have previously considered the rate-privacy-complexity
trade-off for identification applications [2]. This approach
is based on global privacy amplification, where all bits of
stored fingerprints are randomized with the same probability
disregarding their reliabilities. This approach is similar in spirit
to compression-based approach [5]. However, contrary to the
previous approach a concept of bit reliability was introduced
to reduce the identification complexity based on a bounded
distance decoder (BDD) [6]. Obviously, such a construction
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does not fully benefit from the fact that the information about
the reliable bits can be present at the encoder and decoder that
can be used not only for the efficient decoding but also for
the enhanced privacy amplification.

Therefore, we introduced an information-theoretic frame-
work for the analysis of private content identification based on
finite length fingerprinting with bit reliability side information
[3]. In this paper, contrary to previous works in content authen-
tication based on helper data [1], [5], [7], [8], wc propose and
extend a privacy amplification mechanism, which is adaptive
to the bit reliability, and demonstrate its advantages over the
state-of-the-art privacy amplification in the identification prob-
lem. We present and analyze a privacy-preserving technique,
which asymptotically achieves the theoretical identification
performance limits in terms of identification rate. The analysis
is performed for the case of a perfect match between the side
information shared between the encoder and decoder as well
as for the case of partial side information.

II. IDENTIFICATION PROBLEM FORMULATION

We will assume that the data owner has M entries in
the database indexed by an index rn, ie., x(m) G M,
1 < m < M where M = 2" with R to be the
identification rate of (M, L)-fingerprinting code and L stands
for the fingerprint length. The index m is associated with
all identification information (ownership, time of creation,
distribution channel, etc.) and the data x(m) is some privacy
sensitive part of the database represented by image, video,
audio, biométrie, physical unclonable functions (PUFs), etc.
The data user has a query data y e K'" that can be in some
relationship with x(m) via a probabilistic model p(y|x) OT
can represent some irrelevant input x'. The data user wishes
to retrieve the identification information of x(m) that is the
closest to the query y or reject the query, if no relevant
database entry is found. For complexity and privacy reasons,
the above identification is performed in the domain of digital

fingerprints x., € and y, G {-1+1}" that

are short length, secure and robust counterparts of x and vy,
respectively. Moreover, to ensure adequate privacy protection
of digital fingerprints, the data owner applies privacy amplifi-
cation (PA) to produce a protected version u(m) of xs(m).
The resulting fingerprints can be shared with third parties
for various security and management services. In particular,
the storage of the resulting codebook/database of protected
fingerprints u(m), 1 < m < M, and the content identification
can be performed on a remote server that can be honest
in terms of claimed functionalities but curious in terms of

TCSET'2012, February 21-24, 2012, Lviv-Slavske, Ukraine

Lviv Polytechnic National University Institutional Repository http://ena.lp.edu.ua



mailto:iprudyus@lp.edu.ua
http://ena.lp.edu.ua

421

observing, analyzing or leaking the stored data. The result
of identification should be an estimate of index m of the
corresponding closest entry or the erasure, i.e., null hypothesis.
Ifthe query is properly identified, the corresponding encrypted
content x(m) or associated identification information is de-
livered to the data user using the predefined data exchange
protocol. At the same time, the attacker can observe the entire
database and analyze query [9].

III. ANALYSIS OF PRIVACY PRESERVING STRATEGIES

In this paper, identification methods, where information
about u is reduced to the binary fingerprints, will be con-
sidered. This class of methods is very important for practical
applications since it reduces complexity and memory storage
requirements.

Storage of compressed or randomized (CR) [5]. Each
codeword u(m), 1 <m < M of the database is a fingerprint
that is randomized or compressed with the factor A. This is
equivalent to the passing the entire version of x$ database
through a binary symmetric channel (BSC) with cross-over
probability A. Applying decoding technique that uses side
information about Y, € M of extracted fingerprint at the
verification stage, the identification rate and privacy leak
denned as:

‘X, CR .
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where  Rippym = 1LONfinM\VM)<toM and

ftmyvmy is a conditional pdf.

Privacy protection based on helper data (HD), This iden-
tification scheme is based on hashing and is parity checking
bits storage characterized by the follow parameters:

(4*~=1-H(p,,
@

Privacy preserving based on data hiding (DH) [2], [4].
This group ofrecently proposed methods can be considered as
the extension of [5], where the side information is exploited
during both enrollment and verification stages. This approach
allows to obtain secure separation of each vector u(m) into
sets of "strong" and "weak" bits. Applying different processing
to these sets at the enrollment stage, the set of "strong"
bits provides required identification rate, while "weak" bits
satisfies corresponding level of privacy.
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where P”, is representing probability of bit error in strong
channel in methods with the available side information Yu\
the average probability of bit disclosure P®" is defined as

P*>" = + A~Pf, L,  determines the number of
components in the strong (disclosed) channel, Pf =1
and PY {(PY ~ |) defines probability of sign information

disclosure in strong and weak channels correspondingly.
The main properties of the considered methods are com-

pared in terms of Rid — L, characteristics (Fig. 1). The
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Fig. 1. Rid — L, diagram of identification methods.

obtained results show the advantage of the proposed identi-
fication method based on data hiding over CR method. In the
high SNR regime, the privacy preserving method based on
the HD shows best performance over the rest methods and can
asymptotically (SNR —t o0o0) reach the zero-privacy leakage
property. However, at the low SNB. its performance over the
DII method diminishes.
IV. CONCLUSIONS

In this paper, we extended application of side information
in privacy preserving identification. Several techniques were
analyzed for the case of soft information available on different
stages of identification. In particular, we established that one
can achieve considerable privacy amplification using even
imperfect side information without the identification rate loss.
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